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6. UDP@IEICEIL T

UDP(User Datagram Protocol)&. RybT—9TT—2%%#5TORIL T, EUSIXLELTHEIEIEFH T
ER

BRI [CDDT —REE DL EELMNTEELLEL EoRTIbvALBEFELN ? IOERLITVEE
Ao TRADREYTELN  EEALTERZTHHEVWTORILIZRZAFT A, FEZZDHA UDP DFIHTHLHELER
FT . FHOEROPYRYNGVD T, BN OEEICT —FEXIETHENFERETT,

{BL.PC IZEER)Y—ZAMNRENZI A TUDP 2 E>CEIEZFTo-5A. [HBEDEREITIEETHI A
YMIECONGNERNET , ¥4IV T UDP ZEIA) YNNI TEMTHDIEWVIETHINEEZFT,

(FEMD PC Tl UDP Z{#hH7%<{TH. 1Gbps %> 2.5Gbps DBEEZHLET A AFX VDR IEIAALTIE
UDP Z#FRLTHa X2 M 100Mbps DBIEZTHIDILEETY . )

Ethernet S O—K(46-1 yoomE

~yF(14) AAEES 5?31)
Ethernet
RAO—ROHE— | IPAyH(20) IP R O—F(26-1480) FYbI—TRE

. - -
P XIP /\‘y9~‘i UDP o - =- 2
RAO—KDhE—  HIE 20 A+ ~E(8) UDP R4 B—F(18-1472) b2 RR—NE
N BASE

E 6-1 UDP Q&

IP w7 —-%{EMLT- UDP 1§ TI&. Ethernet Ay [ IP AYA[ZE5(2 UDP AyA MMt sz T,
Ethernet LICT—A2MRNET,

Ethernet (XEEBEICG>THY . MEMLEEZTESYIE. IP TRLREZE>TEMEFTT —4%&EIT5%
YT —VE. 7TV r—2av LEELTT 25 HAT 5N RR— BN OB ENTOET,

—h— fDFIrT—

N O . [y I oy Ny

192.168.0.254|  .[192.168.10.254 |
00:12:34:00:01:02 | :/00:12:34:00:01:03 |

192.168.0.80

00:0D:76:00:40:01]  Loal68.0.90 § 192.168.10.1
HSBRXxXX I 00:56:78:11:22:33 00:56:78:11:22:34
PC | I
3 IP 7FL X
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 REBFVEI—T MAC 7FL X

a1
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BALZET,

° Ethernet RA—4A% vk RX/RA BRikiiBIE  #zteit jb:l‘%



A Houueo .
Electronic

FT IV R—FEPC HATERICT —2DPYRYZETHOETHELELD,

6.1. PC IZHLTOT—5EE

T AAVR—RIZIE, Rxxx_UDP ATz +®M mot/srec 774 ILEEEAA TIIZELY,
PC D 77)4r—a> LT, PC_APPLI¥UDPTextServer.exe #E{TL TS,

AR

Copyright (C) 2026 HokutoDenshi. All Rights Reserved.
RX65N Ethernet UDP text client/server sample program.

COMMAND:
t: send text message set
p : send text message print
s : send text message

USAGE:
PUSH-SW : ping send
LED : message received

-setting address-

communication target IP address -> 192.168.0.81
this board IP address -> 192.168.0.80 (MAC address -> 00-0D-76-00-40-01)

-setting port-

UDP server listen port -> 30000

UDP client dest  port -> 30000
UDP client source port -> 50000

address/port setting change -> Please input 'A" within 10 seconds.
>

EFHTHELRDAVE—ONHET,

EE HE B "E

BIEHEFD IP FFLR 192.168.0.81 AJRVRTERE
IAAVR—F®D IP 7RLR 192.168.0.80 AJRVUKRTER
<743 R—K® MAC 7KL X | 00-0D-76-00-40-01 | AT KRTZESRE

EH METE B%E

FAERETAR—EE 30000 AJRURTER
T—HEREETORERR-IES 30000 AIRURTER
T—HEREET ARICERYT HR—+ES | 50000 AIRUFTER

T IAILLTIXERBEICHS>TLVET , BIEXD PC D IP PRL XA 192.168.0.97 DI E (L. #£ENE 10 FHLL
RIZATIUREAALTLIESLY, (10 BT 5L, BEMICENERIRERYET)
(10 EBLTLEL-BIX. R—KD Yy REVEBLTEELY)
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>
-- IP/MAC address settings change --

COMMAND:

: communication target IP address

: this board IP address

: this board MAC address

: UDP server listen port (default = 30000)

: UDP client dest port  (default = 30000)
: UDP client source port (default = 50000)
: print setting

: exit setting

T OUTh WN =

EERERTRAHETDT RIELED PC D IP FTRLRZRET H1-0IT, 1 EAAL TS,

-1 avUR A SR

communication target IP set(please input 3 letters(0-9) [or 1,2 letters(0-9) + Enter] number x 4)

IP[0](b31-24) >192

IP[1](b23-16) >168

IP[2](b15-8) >0

IP[3](b7-0) >97

IP address set to -> 192.168.0.97

ping DTOY S LR IP PRLADANEEEREYET DT, 3HOHF. LLLIIEF +Enter TEEZA AL TK
280, IAAVHR—FREID IP PRLREZE RS HEEIE. MFD 2 TEETY , Y/AVHKR—FD MAC 7RL X%
FATEIR—IBELERIARETT , (R—rEESE. SFHLIIBRBLET L. BIET 5 2 BRI TRLESERET
BLENHYET,)

IP 7RELRADERELIEONIL, p AV R THERETEET,

sp YR

>-setting address-
communication target IP address -> 192.168.0.97
this board IP address -> 192.168.0.80 (MAC address -> 00-0D-76-00-40-01)

-setting port-

UDP server listen port -> 30000

UDP client dest  port -> 30000
UDP client source port -> 50000

REEREBICHEVOAHNIL, 1~6 DANTETEMNTRETY . REICHENETNIL, e ITUF(exit) TARZER
TLTL &L,
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network operation start!
EtherO: LINK-UP

LINK-UP RRAHELZWNMEE (X, LAN ¥—T ILEFEZRL TS,
(BN A OV RZEADLAZNESIE. 10 B TLERAYE—UARTENRYNT—IEMENBIIRSNE T, )

X&IZ.PC il UDPTextServer.exe ZE£TLET,

1® UDPTextServer - [m] X
EREH-rEE SEAT-F
ST

ZIERZ—FERL TS,

IAAVR—RAITIE, savUREA DL TZELY,

sOAVURDAS

>command=s
send text message to 192.168.0.97 port 30000

send target 192.168.0.97 -> MAC address not resolved.

ARP request (192.168.0.97-> MAC address?) send

ARP reply received from 192.168.0.97, MAC address = 70-B5-E8-20-BD-73
UDP text data send to 192.168.0.97:30000

#MEAKRETIE, 192.168.0.97 D MAC 7R 7L AW HILIELND T, ARP JVITART MAC 7RLRADELNEHE
ZITLWET, DY (. ping DENMELRILTY .

LT UDP TT—42%#ELET .
(ping MIGEE SW T 2 B BIZ ping YV TRAMEZEDLEHRTLIEZA. ATOSS LTI saAIURA A ARP 1)
JIRAMIELNT UDP T—AEEFTVET,)
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PC fITIZ,

1® UDPTextServer — [m} *
EREH-rEE B

EEAE-Y hello,world  (from 192.168.0.80:50000)

hello, world (from XXX XXX.XXX.XXX:50000) XXX [XIP 7FL X
ERREINNIE T4V R—FhHiEoT- UDP T—4% PC TRELTLET,

EET DAtV

taAYURDAA

>command=t
send text message set (please input 16 letters) > "test message"--end

tavUREAAL, AvtE—D (ZDIFE L test message) EA . ANDIET (L, ESC 5 CNTL-C TH, Avt—

CIIEK 16 XFETTT, (16 XFELVSIDIF. ATOYSLTERELTWNALEGFT,. 7O SLEEEFEITNIERK
1472 NARETENFE T, (BE. EHD Ethernet JL—LAIZHEILTEIET BIES L. 1472 A +DFIFIIZHY

FEA)

Ayt—URER.sAVUNEANTSHEPC AITIE

1® UDPTextServer — [m} *
EREH-rEE B

EEAE-Y hello,world  (from 192.168.0.80:50000)
test message  (from 192.168.0.80:50000)

BRERDAVE—VERELFET . 7TV r—2aV FIRERAM T ITHRIEL TS,

RAAVAR—FRIOT OIS LTEH., Tva R yF &I LBERETF (ZTTIE. 192.168.0.97) [Tx L T. ping
DOTAMERELET, Ty a XM yFIL ping. s AYU KT UDP T—42%{E T,

ping request send to 192.168.0.97
ping reply received from 192.168.0.97

nen JEA L

10
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PC_APPLI¥UDPTextClient.exe ZFEB)L TSN,

o UDPTextClient - [m| X

EERH-rES EEEIPTRLA [192.166.0.60 |

EEAE- [ |
(EE1XFTETD

LEROFGEEELSYET DT, EEAYVE—VICEHLEXFIEREL T FERIERL TS,

o UDPTextClient - [m| X

EERH-rES EEEIPTRLA [192.166.0.60 |

EEAE- [testtn |

(EB16TFET)
=E EELELE

(RA4aAVR—F®D IP 7RL X%, 192.168.0.80 Mo Z A TWAIGEE(X. FIELX IP FRLADEREEZE A TLZE
LYo)

YAV R—FRIDRT

UDP text data received -> "test!!! " from 192.168.0.97:50000
ARP reply send (this board MAC address = 00-0D-76-00-40-01) to 70-B5-E8-20-BD-73

L@ UDP text data received DITHM52{ELT- UDP +—42T9,
(PCO7T)THAREDAY E—CFAALEGE. ZREBRIIEYETARRIIXFILIFLED)

ARP reply send D Ayt—2 (&, PC > MAC 7RLRRIWVEHE D8I, ARP VTR E-EIZxT D
BELEZEDAYE—UTY,
(TRWNTAAVR—F—>PC [TAYE—TFES>TLVSD T, PC MoV R—FITEET SR TIE MAC 7RL
ADFBRMFEATNSD T, ARP reply DEIIZ UDP T—42%ZELTLVET,)

(PC ITYA/aVR—F®D MAC 7EL REERMNFA TGS (X, ARP reply D% TUDP Z{ELLRVET )

Ethernet R2—4F% vk RX/RA ERikiiBAE  #zteut jb:l‘% 1



A Honueo .
Electranic

6.3. 2 BDIA(AVKR—FEDT—2EE

2 BDRAAVKR—RETT—4ZEFTOHEX. EFATTOISLEFRCHLOTHESHYFEEAL. 2 BB DR
—Kl%. RX: DIP-SW # ON, RA: v a XA/ FEIBLI-IREE TREIL T ELY,

O1&H
EB% 10 B,

Copyright (C) 2026 HokutoDenshi. All Rights Reserved.
RX65N Ethernet UDP text client/server sample program.

COMMAND:
t: send text message set
p : send text message print
s : send text message

USAGE:
PUSH-SW : ping send
LED : message received
-setting address- EEEE
--- 192.168.0.81
communication target IP address -> 192.168.0.81
this board IP address -> 192.168.0.80 (MAC address -> 00-0D-76-00-40-01)

-setting port-

UDP server listen port -> 30000
UDP client dest  port -> 30000
UDP client source port -> 50000

address/port setting change -> Please input 'A" within 10 seconds.
network operation start!
Ether0: LINK-UP

O2&
(RITES) .
-setting address- EIESIE
— 192.168.0.80
communication target IP address -> 192.168.0.80
this board IP address -> 192.168.0.81 (MAC address -> 00-0D-76-00-40-02)
(RH8)

15B8&2 58T HEICEBENTRGHRISRESNES . 6.3 BULDOI/AVR—FEERT HEEI.
EER 10 WLURICAIRFZAALTEELLGVRISEE IP TRLRAFZREL TS,

Q2 EBZRERYESLT.AOTYUFTIP EMAC PRLARZYZA7IILTRELTLEEHYEE AL )

12 Ethernet R2—4F% vk RX/RA ERikiiBAE  #zteut jb:l‘%
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‘1 EEHMD sAVUREAS

>command=s
send text message to 192.168.0.81 port 30000

send target 192.168.0.81 -> MAC address not resolved.

ARP request (192.168.0.81-> MAC address?) send

ARP reply received from 192.168.0.81, MAC address = 00-0D-76-00-40-02
UDP text data send to 192.168.0.81:30000

2 5EHOERRT

ARP reply send (this board MAC address = 00-0D-76-00-40-02) to 00-0D-76-00-40-01
UDP text data received -> "hello,world " from 192.168.0.80:50000

2 BB TAYE—VERRY saAYURTEE

>command=t
send text message set (please input 16 letters) > "2nd board"--end

>command=s
send text message to 192.168.0.80 port 30000

send target 192.168.0.80 -> MAC address not resolved.

ARP request (192.168.0.80-> MAC address?) send

ARP reply received from 192.168.0.80, MAC address = 00-0D-76-00-40-01
UDP text data send to 192.168.0.80:30000

1 BETEE

ARP reply send (this board MAC address = 00-0D-76-00-40-01) to 00-0D-76-00-40-02
UDP text data received -> "2nd board " from 192.168.0.81:50000

LROBIHET. Avt—CDPYRYRTEET,

Ethernet R2—A2F vk RX/RA BUkERBAE  #zteit jb:l‘% 13
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6.4.1. RA4AVR—FHMDS PC TR LTT—2E(E

192.168.0.80 MDAV R—KMi5, 192.168.0.97 M PC IZTT—SEELIIBA D /Ny LI TORRIZEYE
ERS

XAV R—KEMS PC IZX L THT—A%(E

YA R—FEITDERY

[70:B5:E8:20:BD:73]
ARP JOTZX+DRAF

ARP YOI RFDEE

1
1
1
1
1
1
192.168.0.80 < '
1
:
1
1
1

[00:0D:76:00:40:01] ARP UFS1A DS
HSBRxxx |

< A(avR—F

ARP T SADE(E
UDP T—4MNZ1E

UDP T—3MN#E PC

>

55Tk

I AAVR—RIE, BB 192.168.0.97 ® MAC 7RL R[FHIYFEHA DT, ARP JUIZXFT MAC 7RLRA®D
FHMEMBLET . COEBS . 5 ETHALI=IAIVR—FMS PC IZHLT ping 2% 5B & EREETT .
(ARP O YEYI(E. 5 ETHALTWADTIZTIEERMALEE AL )

AETHEATSDIEL, UDP T—2DEEDHHTY,

ST T REREBAEVTAT UM T3 ZITMAAIEH—/N— | EERELLET,

A -5k - b
TRAIWF) REE =RV BEG) P00 HER 8IS EFy 2w v-Lm ATFH)
dE. @ Re»=p e EEQaaaHEMH
[T - -]+
No. Time Source Destination Protocol Lengtl Info "
8 8.372218 feBB: :dc:14:e573:4866 teB80::a4e0:T619:c24.. TCP 86 445 = 61387 [ACK] Seq=1 Ack=2 Win=253 Len=@ SLE=1 SRE=2 f—
< - - - - - ' B >
Frame 12: Packet, 6@ bytes on wire (486 bits), 68 bytes captured (488 bits) on interface \De 78 b5 8 20 bd 73 @0 ed 76 9@ 4@ @1 @5 @@ 45 @@ p s v E
Ethernet II, Src: HokutoDenshi_8@:48:81 (@8:8d:76:00:48:81), Dst: Dell_28:bd:73 (7@:bS:e8:28 @2 2c ab cd 42 0@ 82 11 cc 1 c@ as @@ 58 c@ a8 , @ P
Internet Protocol Version 4, Src: 192.168.8.88, Dst: 192.168.8.97 a2 51_ €3 50 75 38 00 18 73 @@ 63 65 6c 6c 6T 2¢ @ ;:9 s hello,
¥ User Datagram Protocol, Src Port: 50008, Dst Port: 30000 77 6F 72 6c 64 20 20 20 20 20 @6 @0 wor
Source Port: 58888
Destination Port: Zeeee
Length: 24
Checksum: @x73@@ [correct]
[Checksum Status: Good]
[stream index: @]
[Stream Packet Number: 1]
[Timestamps]
UDP payload (16 bytes)
v Data (16 bytes)
Data: 68656c6c6T2c776T7260642020202020
[Length: 18]
< >
@ 7 wireshark_1-#%y FWHK3N3.pcapng JET b 21 T 0(0.0%) 70774 )l Default

Wireshark T/ b2 T4 5EEROBICHEYET,

14 Ethernet R2—4F% vk RX/RA ERikiiBAE  #zteut jEI‘%




—UDP T—ANEE—

l HoHUrO
Electronic

Ethernet
AyH (14)

RAO—K(46)

IP A4 (20)

UDP
YA (8)

IP R HA—FK(26)

UDP XA EO—K(18)

OR:N\1+8

Ethernet 7L—L&LTIE 60 /X1 kDT —4, Ethernet ZL—LDRAO—K(L, IP AyA +IP RAO—KTH
o IP DRAO—FI[E, 512 UDP DAYH +UDP R/ O—KRTHEM NS TT,

—&IE/ Ny Ml —
-Ethernet N4 (14)
70 | B5 | E8 | 20 [ BD | 73 [ o0 | oD | 76 [ @0 | 40 [ 01 | 08 | o0
585 MAC 7RL X EIETT MAC 7RL R Eth(ernet t)ype
IPv4

- IP Ay (20)
45 | o0 [ @0 | 2c | AB | cD [ 40 | 00 [ 80 | 11 | cc [ F1 | co | A8 | @0 | 50
IPv4 | Service Total ID Fragment TTL | Protocol | Checksum FEIETIP PRLA
g | bpe Length (*1) (*2) ubp (192.168.0.80)
208 44 XA+ (*3)
co | A8 [ o0 | 61
BIEL IPFRLR
(192.168.0.97)
-UDP A4 (8)
c3 | 50 | 75 [ 30 ] e0 | 18 | 73 | oo
Source port | Destination length Checksum
(50000) Port (24 131 F)
(30000)
-UDP T—%(16)
68 | 65 | 6C | 6C | 6F | 2c | 77 | 6F | 72 | 6C | 64 | 20 | 20 | 20 | 20 | 20
n | e I I 0’ T w [ o T T 'd' K K K K
“INT4(2)  --Ethernet JL—LFRIE 60 /A bDT=h/ T4 T—5EM

CLIP AYERD ID &, TATOY S5 LTIL OXABCD IZEEILTWET

XID [Z/ IR BISh-15&
TI(CDTSYSLTIIEEEELTLNED)

(*2)IP ~v& D Flagment 74— JLR(E
0b010 : 3bit, Flags=0x2 (2 EIZ1k)
0b0 0000 0000 0000: 13bit, Flagment Offset =0 (SR EEEINIZIFZEDHBEIE) ELTLVET,

nau AL '

Ethernet R2—%4% vk RX/RA BikiiBHE

CEDINTYNE LFEFYETHINELIBERED T, KRIFBEALEZADNELD



A Honueo .
Electranic

(*3)IP AYARDOTORaLT—)LRIE, UDP DIFE 17(=0x11)EHVET,

OUDP A4 (8 /3Ak)

J4—)LK bit #§ kS 74545l
Source Port 16 ZIETHR—IBES C350
Distination Port 16 FEELETR—IBE 75 30
Length 16 UDP 5 AU D RE(NYF +T—5) [/ 1H] 0018
Checksum 16 FvoH L 7300

EETR—FBELEELER—IEETTM.UDP (RO, 7 ETHBAT S TCP)TIX IP PRLRIZNA ., R—FES
(%) TOYRYENET AN EREXTLVET,

QUDP 7—%(16 /N (k) XARTOTSLTIE 16 /1N FELTWET (&K 1472 13/ k)
—EEDT R ATUFTIEEDXFIINDEEHARE)

UDP T—3DEMA FEBDT —FEEDALENARETY . ATOTSLTIE, COMRITAVE—DFEDHIAA

TEELTWEY,

—UDP OF IS LDFHERE—

UDP ANYARIZIEFyv I LHBHYET A, UDP FryoyH LDETEEH(

BN E
-UDP A4
UDP T—%&

EYET, 2T UDP AYA & UDP T—AIZEHLTIX L RRIZEFHAHYFETH. TREANYE [ ELSDH, #FHLL

BELTEFY,

OFLNYF (12 1314F)

J4—ILF bit %1 A& T 545l
Source IP Address 32 EETIP7PRLR C0 A8 00 50
Distination IP Address 32 #EIEX IP FFLR CO0 A8 00 61
Zero padding 8 INT 4247 (0x00) 00

Protocol 8 Zaka)L (UDP MIB &1L 0x11) 11

Length 16 UDP £ AU D RENYF +T—5) [/ 1H] 0018

FRLAVA L IP PRLARETORIILE UDP 5 A2 (UDP DAYA & UDP DT —4Z28HhET-REX) DIEHR
SEREINhET, N, BEUAYSE +UDP AvA +UDP T—4AT. 5 ETHALE: 1 OFMINTHET S TI .

SRV
con8 | + | eese | = COF8
COF8 + CoA8 = 181A0 | —81A1(bitl6 % 0 ILT.1%MET )
81A1 | + | eee1 | = 8202
8202 | + | @011 | = 8213
8213 | + | @018 | = 822B
16

Ethernet R2—%4% vk RX/RA BikiiBHE

nen JEA L




“UDP A4
822B + €350 14578B —475C
457C + 7530 BAAC
BAAC | + | 0018 BAC4
BAC4 | + | 0000 BAC4
*UDP T—%
BACA | + | 6865 12329 | —232A
232A | + | 6C6C 8F96
8F96 | + | 6F2C FEC2
FEC2 + 776F 17631 —7632
7632 + 726C E89E
E8SE + 6420 14CBE —4CBF
4CBF + 2020 6CDF
6CDF + 2020 8CFF
~8CFF 7300

LEEDOBLEE T, UDP ANYA M Checksum #EtERIRETY ,

6.4.2. PC hovAarR—RIZHLTTF—41%4(E

192.168.0.97 M PC A5, 192.168.0.80 DI AR —

FrvoH L% 0x0000 TitE

l HoHUED
Electronic

RICT—2EELIGE D/ VY ME LT O#KICHEYE

ER
-YAAVR—FHS PC ITRLTOT—EE
TAAVK—FRITOERY |
1 ' [70:B5:E8:20:BD:73]
ARPYUIR+DEE | ARP JUTR+Di%{E
5 >
[00:0D:76:00:40:01]  ARP YF54 Di%iE | ARP TS5 4 DB IE
1
HSBRox | UDP F—5DB1E ! UDP F—8DfE PC
H—R— : DI4AT7 Uk
—BIE/ N7y MEl—
-Ethernet A4 (14)
00 | oD | 76 | @0 | 40 | @1 | 70 | B5 | E8 | 20 | BD | 73 | @8 | @@
5E% MAC 7RL R #EIET MAC 7RLR Ethernet type
(IPv4)
- IP A& (20)
45 | @0 | @0 | 2c [ E7 | 20 | 00 | 00 | 80 | 11 [ @0 | @0 | co | A8 | @0 | 61
IPv4 | Service Total ID Fragment TTL | Protocol | Checksum FETIP PRLA
NI Length (*1) (*2) ubP (*3) (192.168.0.97)
208 44 84+
_ =f ¥ 17
Ethernet RZ—4% vk RX/RA BRIKEREAE  #tax ﬂ‘ﬁ




A Honueo .
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co | A8 | o0 | 50
#EEEIPFFLR
(192.168.0.80)

-UDP A4 (8)
c3 | 50 | 75 [ 30 | e | 18 | 82 | 2B
Source port | Destination length Checksum
(50000) Port (24 134F)
(30000)
-UDP 7—4(16)
74 65 73 74 21 21 21 20 20 20 20 20 20 20 20 20
't ‘e’ 's' 't ' i i B B B B B B B B B

-Wireshark TE=ZALIZIGE /T4 T T—372L(*4)

(*DIP ANYZRAD ID [&, PC DIFEIETUF LITRESNET

(*2)IP ~Ny& D Flagment 74— JLKR[E

0b000 : 3bit, Flags=0x0 (5E| OK)

0b0 0000 0000 0000: 13bit, Flagment Offset =0 (R EEESINI=HZE DN EIGIE)

LB TY , (BIZTAYSLTIEEELTOVEVLD T, TIHILINESI Lo TWSENEBHLIET . )

() F VI Y LENTAVTT—RIZEALTIE, RYNT—9 4227 —RAITHMN (BELLIE 5.5 BITHRALTL
EXD

OUDP ANY4& (8 /N1 1)

J4—ILF bit %1 A& T 545l
Source Port 16 FETHR—IEE C350
Distination Port 16 EEXRR—IES 75 30
Length 16 UDP 27 AU rDRENYF +T =) /1311 0018
Checksum 16 FyoH L 82 2B

QUDP T—%(16 /\1k)
—-EFEDT—42

18 Ethernet R2—4F% vk RX/RA ERikiiBAE  #zteut jb:l‘%
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6.4.3. R—FESICEALT

UDP M@ETIE. IP PRLRIZMA . R—FBEBEF - TERIETHT —FDXKBEREFITVET,

192.168.0.97

[70:B5:E8:20:BD:73]

T7AILH—/\—

port=3389
PC

BIZ (L, SAEEDDS 445 BDOR—KMZT I ARG EIET7AIINDOEEBEETITOTSLICEET —2EET,
3389 BDR—MZF I ERANEIGEXEEERDERECYRYTITATSLIZT—EFET . LLVH-EET
T o R—FBEICEOTEDTOTSLIZRY RS HERDET,

[192.168.0.98]

192.168.0.97:445 _ e —

game.exe >

fJ\ﬁkL,l,\ 192.168.0.97:445 game.exe & Book1.xIsx
[ZLT7 IR FESITENERIN?

PC
Bookl.xlsx
MERLLY

F1=. H5 IP TRL X(192.168.0.98) Dz M5, EBHBR—MA45)IZER DT I RANFKIZIGE . RELHHIS
HLELIEWLRIZ, EYTIZER—FE BN ESIZHE->TWVET,

=L [ZHLTTIER .\‘
50000 445 TFANY—N—
game.exe 50001 —— P> 445
HaRLLY game.exe [& 192.168.0.98:50000
(2) Book1.xlIsx (& 192.168.0.98:50001
IZEYFET
Book1.xlsx
ALY

R—rFESICRALTIE. 0~1023 DEBZEVTIL/ I FR—rFEF (well-known port number)&LLy, —RERIIZ(E
Y—N\TOJSLEREFLRITETATIL)RERLET,

BE.IP FRLRER—FEE(E. 192.168.0.97:445 O#IZa0V () TRY->TRE T HDN—HREITT,

Ethernet R2—A2F vk RX/RA BUkERBAE  #zteit jb:l‘% 19
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Electranic

O—MrEIzIL /oY -R— I EF

R—r&S JokalLg T r—ay

20(TCP) FTP T7AIVERE

21(TCP) (File Transfer Protocol)

22(TCP) ssh X7 @ArE1—50ERIEE)
(secure shell)

25(TCP) SMTP A—JLERIE
(Simple Mail Transfer Protocol)

53(UDP/TCP) DNS RRANBE IP PRLRADOX G DEE
(Domain Name System)

80(TCP) HTTP Web R—
(Hyper Text Ttansfer Protocol)

XTCP (X7 ETHBALET (O FIZ(E, UDP &YE TCP #FERTH7TUr—ar NE<FELET)
DIV R—hE, TIV—a DOFEFEICEKY . ERMICIEEESNTULET,
IAAVR—FTTOISLEZHNTHBEFERBYELAN. PC TIOTSLEZEFATIHEEIL. 1023 BLUTD

R—rEFESBEILEEEIERNALETH =Y (FISHDFHKNIIEENRH D) LT, a—FEFR DY —/\—7F

Tr—230TlE 1024 BULEDBSEERATH2ON—BITY,

F Y= N\EBIETRISATUNT TV r— a3V TERESNAR—IESE. T A5 - h—+BS

(ephemeral port numben&ERERZENBHYET , TTIASILIXEREVNSEKR T, 7F)r—av DR EIZTY

BLBBENMEDODNT, 7IVr—a30 O T ERICERASIN-AR— MBS IIBRESN DO N —BITT,

ITI A5 Rh—rBEBELTIX. 49152~65535 HEMNFREINET (OS IZE->THELRYET),

IAAVR—REITOTAT IR, Rxxx_UDP kU PC 77)4r—3> (M UDPTextServer.exe,
UDPTextClient.exe Tl&, T 74/ LDR—+FES%

R—tES & il

30000 Y—Nn\OFLET FHRIR—FIBEREE

50000 EETAR—F EETAR—MEI—MICESH LIZRDH D
(REQTOYSLTIHEEELTLD)

[CEELTULET . (Rxxx_UDP Tl&, 281 A YR TEEAH#E, PC 7TV — 3> TlEk,. 7TV r—i3>
DTFAMRYIRIZIEET HETEEARE,

192.168.0.97

[70:B5:E8:20:BD:73)]
UDP T—4Mi%(8

RAAVKR—FRITDERY

UDP T—32NDZIE

port=30000 <«
192.168.0.80

port=50000
I24AT 2k
[00:0D:76:00:40:01|
HSBRxxX [ UDP T—5Mi#fE UDP F—AD 215 PC
IA(aviR—F port=50000 i P> port=30000
5547k ' F——

T7A4ILEDERR—RE, 5554 30000, H 318 50000 Hi55E5E 30000 (S L TEENEETT .
(FBZTERER—IDE>TLWNIEZBRNVTT DT, HARIDOR— I ESELERLTCLEEITEVET,)

20 Ethernet R2—4F% vk RX/RA ERikiiBAE  #zteut jb:l‘%
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6.5. PC M inix{ELT= MagicPacket IZBELT

4 ETIE, PC Mi5#E{ELT- MagicPacket B <4 a2 R—RH53E(ELT- MagicPacket ET7—2RABANELZSH ELN
SEEELELA, Z2THS5—E PC M52 {ELT= MagicPacket DT—42% R THET,

—PC 5% 4{E LT= MagicPacket M —
-Ethernet N4 (14)

FF | FF | FF | FF | FF | FF | @@ | B5 | E8 | 20 | BD | 73 | @8 | o0
8% MAC 7KL R E{ET MAC PRL X Ethernet type
(IPv4)
“IP A4 (20)
45 | 00 | 00 | 82 | 79 | 29 | 00 | 00 | 80 | 11 [ e0 | @0 | co | A8 | @0 | 61
IPv4 | Service Total ID Fragment TTL | Protocol |  Checksum ZEETIP7FLR
~ys | type Length ubp (192.168.0.97)
208 130 /N A+
co | A8 | o0 | FF
#EEX IP FRLR
(192.168.0.255)
-UDP A4 '(8)
00 | 09 | @0 [ @9 | @0 | 6E | 1B | 64
Source port | Destination length Checksum
9) Port (110 73AF)
(9)

-UDP 7—%4(102)
| FF | FF | FF | FF | FF [ FF | o0 [ oD | 76 | @0 | 40 [ 01 | 00 | @0 | 76 | o0 |

| 40 | 01 | o0 | oD | 76 | @0 | 40 | 01 | @0 | oD | 76 | @@ [ 40 | 01 | ... | ... |

OXFF, OXFF, OXFF, OXFF, OXFF, OXFF [Z#5L\T 0x00, 0xOD, 0x76, 000, 0x40,0x01 &5t 16 @]

CDOT—ARI%. 6 ETHHALTLVS UDP T—42FDEHLND T,
GEES. IP PRLRIZE. 192.168.0.255(TA—FF A P7RLR) IZH-2THEY . BEDHRAMTIX AL R YT —0%
IKIZEDZEY FEEE>TOET )

FRFARETEIE L=, UDP /{\vyh %1% %7045 5 L(UDPTextClient.exe)&., MagicPacket DX {ET AT S L
(MagicPacketSend.exe), UDP /A4yt 2{59 57 R4 5L (UDPTextServer.exe)&. MagicPacket D Z{E7R
4’5 L (MagicPacketReceive.exe)l&. UK T—2DTFRAMED M MAC FRLRIEDMDEREDEITT., FE
AERLTRYTSLERE>TVVET,

nau AL =

Ethernet R2—%4% vk RX/RA BikiiBHE
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6.6. 2 BDIAAVKR—FREIDT—2%E%H Wireshark TE=2LT-1&&

NT

192.168.0.80

00:0D:76:00:40:01]

HSBRxxx

T A4avR—R(1)

192.168.0.81

192.168.0.97

[70:B5:E8:20:BD:73]

00:0D:76:00:40:02]

HSBRxxx

TAAVR—R(2)

PC MAC 7FL X

IP 7RLXR

ZZT.192.168.0.80 A5 192.168.0.81 IZxf LT UDP F—4%%/EL. ZDT—4% PC(192.168.0.97)T

Wireshark ZE->TEBILTAHET,

-1 5B savYUREAR

>command=s

send text message to 192.168.0.81 port 30000

send target 192.168.0.81 -> MAC address not resolved.
ARP request (192.168.0.81-> MAC address?) send

ARP reply received from 192.168.0.81, MAC address = 00-0D-76-00-40-02
UDP text data send to 192.168.0.81:30000

2 5 B DEERT

UDP text data received -> "hello,world

ARP reply send (this board MAC address = 00-0D-76-00-40-02) to 00-0D-76-00-40-01

" from 192.168.0.80:50000

TAAVR—FIZERRLImRICIE, ERENTETEY.

192.168.0.80

ARP U T RALD#EE

>

|00:0D:76:00:40:01|

HSBRxxx

IAaAVR—K

UDP T—4MiA(E

ARP YT 51 MAIE

192.168.0.81
|00:0D:76:00:40:02|
HSBRxxxX |

I247 2k

H—/\—

(A R—K

EROBIZEE 3ED/ T YrOPYRYATHNTOBEFTT , Wireshark T
00-0D-76-40-01 AN L TL\B/8 4k

F=1%

-00-0D-76-40-02 ML TLVS/ Vb

TI24ILA)GF BE.

22

Ethernet R2—42F vk RX/RA Bk

MEAE

nen JEA L
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Destination: Broadcast (ff:ff:ff:ff:ff:ff)

Source: HokutoDenshi_e@:4@:@l (@0:@d:76:00:48:01)

Type: ARP (@x88@6)

[Stream index: 4]

Padding:
¥ Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPv4 (@xB888a)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: HokutoDenshi_©@:48:01 (80:0d:76:80:48:81)

0 @@ ee 0@ Be 22 B 22 BB B2 22 06 Be

Sender IP address: 192.168.@.8@
Target MAC address: 99:00:00_09:00:00 (00:00:00:00:00:00)
Target IP address: 192.163.8.81

<

M -HFuk - o %
JrWF REE FBRV BEG FIFN0  HWA) &S EFy) SEW VLM ATH)
dm 0 BB Scs=T s Eaaarm
[ [ eth.src == 00:00:76:00:40:01 | eth.src == 00:0c:76:00:40:02 [BEs -]+
No. Time Source Destination Protocal Lengtl Info
28 5.358411 HokutoDenshi_e@:4@:01 Broadcast ARP 6@ Who has 192.168.8.81? Tell 192.168.8.30
< >
Frame 28: Packet, 6@ bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface \Dey| 2002 Ff ff ff ff ff ffee od 76 @2 42 @1 08 @6 @@ @1 - - - V@
~ Ethernet II, Src: HokutoDenshi @@:49:81 (@@:0d:76:0@:48:81), Dst: Broadcast (ff:ff:ff:ff:ff:d @3 8@ 66 B4 22 @1 @2 8d 76 8@ 48 81 c@ a3 e 50 cve@ep
B2 P2 B2 82 B0 BB cP a8 @@ 51 60 B2 P@ GB GR BE - - Qe

| strob 62, 2= 1(1.6%) - 223 0 (0.0%)

© 7 wireshark_{—#3vH80GGO3.pcapng

|| 70074 )1: Default

(1)00-0D-76-00-40-01 A FF-FF-FF-FF-FF-FF IZ® L TEELTLVS, ARP YT XK
(2)00-0D-76-00-40-02 A' 00-0D-76-00-40-01 2% > TLVSH ARP Y754

(3)192.168.0.80(00-0D-76-00-40-01) A 192.168.0.81(00-0D-76-00-40-02)[=%t L Ti%->TL\5 UDP F—4

LEORBATETLBDIE. (1)DHT. (2@)ELTIRBEAMNTETLER A,
NF. NTTEHELTLSOMNREETY,

- &M LAN

REr—JIL 10BASE-5

192.168.0.97

[70:B5:E8:20:BD:73]

192.168.0.80 192.168.0.81

00:0D:76:00:40:01] 00:0D:76:00:40:02]
I
RARL) RRR2) RRRB3)

IP 7RLX
MAC Z7EL X

E®D LAN [E, 1 KOR#T—TIVIZETORYNT—IA 3T —ANEBERIMICEFTSNTEY.,

FR)DEIEIFHRRB)DRYECT—I 42T —RIZHRELHETT .

Ethernet R2—4A% vk RX/RA ERikERBAE  #zten jEI@

RRAR1)—HRR

23
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IRAEFRD LAN

R—k(A) (B () (©
L G GO GO & 5% FF-FF-FF-FF-FF-FF

i Lm ] 584t 00-0D-76-00-40-02
_

192.168.0.97

[70:B5:E8:20:BD:73|

192.168.0.80 192.168.0.81
00:0D:76:00:40:01] 00:0D:76:00:40:02] 1000BASE-T §
| IP 7RL R
MAC 7RL R
RARL) RAR2) RAR3)

FNICHL, NTEFESEREDZE . NITDREDR—KMNIED MAC 7RL RADEBENEHRISNTLSHEIEEL
THY. Ethernet 7L—LDT—2%R T, 55N FF-FF-FF-FF-FF-FF DB IE & TOR—MZT—4%1% %, 8%
A% 00-0D-76-00-40-02 DB E IFHR—FB)IZLMESLENENSBIMEEITOTLNET,

Ko T RRMR)MBHRRAML)IZHK T S ARP TS50, RRAML)MBHRAR2)IZx T S UDP T—42I&. 24 %1
RARB)DRYET—0 4 2T—R (R—MC)) IZHEBEMICBLTIEBELDTY,

— &> THRANI)T Wireshark ZE1ML TH. RAM1)——RAM2)D OV ELY (FE7 R TEAL

C DL Ethernet ZL—LKRN®DIESE MAC 7RLRZE R TR—MIT—RZE M EIDNTRHDNT(E. TRy
FoJ T 1%0lLayer2 A yF 1 EFIEN . BAETRSNTLSNT (&, RFEIDFA4TTT,

(BERONIEX A LNITBEERIEN, RAVFU T DHEENEVNEDEHYFETH . HLAEDLDITHDERL
F9.)

NTEFEALT, RYRIT—IRD/NTIrEF TS 2HEELIE, I T R—MERE T ER IR —D AU

HEeE DT (bioEElHND) ZFEALT. 2 TONTYMHENIEROE=4HR—K (RIA5 aRI5) (2,
Wireshark Z8)/m 3 PC & T 2ELIFENHYET,

6.6.1. 35— HR—NZ PC ZEHLI-15S D%EE)

monitor port
N OO OO &=
I /A I
1 1 [70:B5:E8:20:BD:73]
192.168.0.80 192.168.0.81
00:0D:76:00:40:01| 00:0D:76:00:40:02] §
HSBRxxx | HSBRXxxx | P 7“’3
e T PC MAC 7L R
21V R—R(1) TAaAVR—R(2)

EEEDOERT, IS5 YR—IE#ELY PC(192.168.0.97) T, 2 BN YA/ 7K—K(192.168.0.80,
192.168.0.81)EDBEEETE=FLTI-IHZE,
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y A HOoHUED
Electronic

A 1-HFoh - o X
TR RWEE FRNV  BHG FrIF0Q  AWA) FHE EHM SEW YN ALTH)
Admi® sRexzfFoEEaaamd
(M[=5700V5 . <Cul-/> 528
No. Time Source Destination Protocol Lengtl Info
67 2.3752081 HokutoDenshi_s@:48:@1 Broadcast ARP 68 Who has 192.168.8.812 Tell 192.168.8.80 —ARP IJOIX"
68 2.375227 HokutoDenshi_8@:46:82 HokutoDenshi_9@:48:81  ARP 68/192.165.8.81 is at 80:0d:/6:00:40:02

—ARP 754

Hardware type: Ethernet (1)

Frame 68: Packet, 68 bytes on wire (488 bits), 68 bytes captured (488 bits) on interface \Device\NPF_ 82 6d 76 8 40 BL 8@ Bd /6 DO 48 82 U8 96 0O @1 v v
Ethernet IT, Src: HokutoDenshi_@@:46:82 (B8:8d:76:8@:48:82), Dst: HokutoDenshi_@@:48:81 (8@:8d:76:08: 93 80 B6 B4 80 B2 8@ Bd 76 BO 4@ 02 8 a8 8O 51 v
“~ Address Resolution Protocol (reply) @@ ad 76 @@ 4@ @1 cé a3 @8 S50 @@ @0 9 o0 B0 a8 v @ P

26 @@ B0 @2 B@ BB @B BB

@@ 88 @@ a8

Protocol type: IPv4 (Bx8508)
Hardware size: 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: HokutoDenshi £8:48:82 (00:0d:76:00:49:082)
sender IP address: 192.168.8.81

Target MAC address: HokutoDenshi ©8:48:01 (@0:0d:76:00:40:01)
Target IP address: 192.168.8.80

ARP Y754
DNy

<

@ 7 wireshark_1—##yb5UU3.pcapng

Iy b 152 &23E: 0(0.0%) F0774 )l Default

ARP )T ZMZBLTIE, 35UV I R—MIEDNT T TH/A 7y OBRIIFRIRETY GEE N T A—FFv
ANFF-FF-FF-FF-FF-FF)%EMT),

ARP UZFSAIZBALTIE. EEDRAYF T NI TlE. PC [ZIZWERIIZ ARP YT SA Dy EHELD T
EZRIEFETY,

ST HEEREDNTERLSE. PC L TYMaVR—F Q)= 13V R—FQ)DEEDE_AMNAEETT
(COF PC TIE, YT =040 8T71—RETOIRF Y RAE—RTEHMLTVET /NI TIE, £ TOREIEE PC

DHRYNT—HAL B ITI—RIZHFET  RYNT—HIA B TI—ATIE. BBENABHBEHD MAC PRL AT D
BIELVZIETD,)

—UDP #&{E—

A 1-HFoh - o X
TR BEE FRN BHG FIF60 4WA) FHE OEHW O SEW YO ALTH
Admi® sRexzfFoEEaaamd
(A[=77005 .. <Cirl- B -]+
No. Time Source Destination Protocol Lengtl Info -
69 2.447544 192.168.8.88 192.168.8.81 uoP {758 seeee + 30088 Len=16 v

< »

Frame 69: Packet, 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface \Device\NPF_ 8 @d 76 60 48 B2 @8 Bd 76 BB 40 @1 BE @8 45 0@ V@ ve@ - E

Ethernet II, Src: HokutoDenshi_@@:40:01 (@0:0d:76:00:48:01), Dst: HokutoDenshi_0@:40:02 (@9:0d:76:60: 88 2c ab cd 48 8@ 8@ 11 cd 81 c@ aB 8@ 5@ cB a8 s @ P

Internet Protocol Version 4, Src: 192.168.0.8@, Dst: 192.168.8.31 29 51 €3 5@ 75 30 @0 18 73 10 68 65 6c 6c 6f 2¢ -0 ;:9 s-hello,

User Datagram Protocol, Src Port: 58000, Dst Port: 30000 77 6f 72 6c 64 20 20 20 20 20 90 @@ wor

~ Data (16 bytes)
Data: 68656c6c6F2cTT6T726c6420202682828
[Length: 16]

<

@ 7 wireshark_1—##yb5UU3.pcapng

YAV R—KRE®D UDP B{EENDE=4ELA[RETT,

Iy b 152 &23E: 0(0.0%) F0774 )l Default

XAV T—=0DTOATSLDTINYTEZITIBIT. S5V THEEEN HB/N\TH 1 BEHAHLERTT
(BTG5 —) U HEeZ R DONT THONITL B ZRIMEICAFAREETY)

25
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6.6.2. 35— HR—NMZTA/aVR—REEHELI-IBEDEEE

monitor port
NN OOCOO =
/i L AN
—
192.168.0.97
1 1 [70:B5:E8:20:BD:73]
192.168.0.80 192.168.0.81
00:0D:76:00:40:01] 00:0D:76:00:40:02] §
HSBRxXxXx I HSBRxXxXX [ P 7FL A
— — PC MAC 7RLX
< Aavih—k(1) IAAVR—K(2)

BEETIZ. /(3R —F1)& PC RIDBENETRASIZT— VI R—MIT/aAVR—FQ)ZEKELIIGE
DEHICEALTTY,

-PC &<V R—F(1)ET® UDP &fE
35—V TR ED N TEENTATLR—FQ)D LAN I 5 SIS PC EX AT A—F()DBIET— 5141
Lo el =9 ] AN G A V)

ZDEHDE, Y1422 R—K(2)TlL. 192.168.0.80(00-0D-76-00-40-01)—192.168.0.97(70-B5-E8-20-BD-73)
DBEEITRIETEIMNENIFETT .

tEmHODEIE. ZELFER A,

IAaVR—R(2)l&. MAC 7KL XA 00-0D-76-00-40-02 IZEXFE SN TULVST=8IZ, Ethernet Ny A ADIEE TR
L R A3, 00-0D-76-00-40-02 F£1=1&. FF-FF-FF-FF-FF-FF, Y ILF X ¥ RARE V=1 DT —2DHZELET,

1$ . RXIRA RA4aVIZEITS MAC 7RLU AR E (X, ETHERCO.MAHR, ETHERCO.MALR L' 2412 MAC 7
FLADEZEETALETYT,

{BL. RXIRAIAI>DA—HYHrybarbA—5DOL P XA T, ETHERCO.ECMR.BIT.PRM=1 [ZEZELI=IHE
(&, TOSRF P RE—F (=8ZRIE—F) TOEMELAY. Ethenet NYFRDIEETRFLRIZHHLTE2TOT—
REZIETIRICHYET , (TIAILME EEE—F (=FTOZRFYRXE—F)TT,)

—RX/RA AV (F. RALAVABDA—H R ybarbO—5ND/\—K9 7L AL T Ethernet Ny S DIEET KL
RAERTRETINRET INEROTVET,
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7. TCP@BIEICEIL T

TCP(Transport Control Protocol)(&, ryrT—9TT—42%&E5TORILTT A, yviar GEHRBER) EHEFL
BHNLBEETIBENHEOTORILTT,

UDP LIFEAY . BRIICICADST—2EPYRYT 5O DEREEERVELLS IEELNTET &0tk
TIEpALLBEELZLIOBRELTVET  EROT—3Z2ESBL. EoIBHICT—2ZHUBAYEL T
NET EEENYREYDTOrIILTY  BIE. T7MLEREDC. Web R—CDEE, A—ILDPYIRYALLE, =
IRT—YZBLTITHONTWSBEDKEHMMN TCP & IP PRLRZEALT=. TCP/IP [C&>TRYI->TLET,
YR —OBEDERTORIILENS=ECAHTT,

{BL. PC [ZEERYY—ZMRBND RX/IRA YAV T TCP 2F>TEIEZITIHBE. TCP DL —ILIZH-TE
EBEITOBIIEBRETT  EHTNEEZ ASBITNIEESHENENST A FELET .

,E\ﬂ}zfzi) A AB—F(46-1500) VIR
IP Av4(20) IP R4 O—F(26-1480) FUrI—IRE
%ﬁg 2 ;3((5 TCPAY#(20) | TCP <A O—K(6-1460) b5y RAR— R
AT -

B 7-1 TCP Qe

FT IV R—FE PC HTERRICT—2DPYRYZTHOETHELELD,

Ethernet R2—A2F vk RX/RA BUkERBAE  #zteit jb:l‘% 21
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7.1. PCIZHLTOT—5E1E

A3 HR—RIZIE. Rxxx_TCP A2z b0 mot/srec 774 ILEEZAA TSN,
PC A7 74— 3> EL T, TCPTextServer.exe ZE{TLTEELY,

AR

Copyright (C) 2026 HokutoDenshi. All Rights Reserved.
RX65N Ethernet TCP text client/server sample program.

COMMAND:
t: send text message set
: response text message set
: send/response text message print
: send text message
: connect tcp session
: disconnect tcp session
: force disconnect tcp session

=

oo n wo

USAGE:
PUSH-SW : ping send
LED : connection established

-setting address-
communication target IP address -> 192.168.0.81
this board IP address -> 192.168.0.80 (MAC address -> 00-0D-76-00-40-01)

-setting port-

TCP server listen port -> 20000
TCP client dest  port -> 20000
TCP client source port -> 50000

address/port setting change -> Please input 'A" within 10 seconds.
>

EFHTHELRDAVE—ONHET,

EE HE B "E

BIEHEFD IP FFLR 192.168.0.81 AJRVRTERE
IAAVR—F®D IP 7RLR 192.168.0.80 AJRVUKRTER
<743 R—K® MAC 7KL X | 00-0D-76-00-40-01 | AT KRTZESRE

EH METE B%E

FAERETAR—EE 20000 AJRURTER
T—HEREETORERR-IES 20000 AIRURTER
T—HEREET ARICERYT HR—+ES | 50000 AIRUFTER

T IAILLTIXERBEICHS>TLVET , BIELRD IP PRLRAH 192.168.0.81 LIS DIEE L. #2ENE 10 FHLIA
[ZAOTUREADLTLEESLY, (10 RETHE. BEIICENMERIIEEGYET)
(10 EBLTLEL-BIX. R—KD Yy REVEBLTEELY)

28 Ethernet R2—4F% vk RX/RA ERikiiBAE  #zteut jb:l‘%
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‘AT R AN

>
-- IP/MAC address settings change --

COMMAND:

: communication target IP address

: this board IP address

: this board MAC address

: TCP server listen port (default = 20000)

: TCP client dest port  (default = 20000)
: TCP client source port (default = 50000)
: print setting

: exit setting

T OUTh WN =

EERERTRAHETDT RBIELED PC D IP TRLRZRET H1-0IT, 1 ZEAAL TS,

-1 avUR A SR

communication target IP set(please input 3 letters(0-9) [or 1,2 letters(0-9) + Enter] number x 4)

IP[0](b31-24) >192

IP[1](b23-16) >168

IP[2](b15-8) >0

IP[3](b7-0) >97

IP address set to -> 192.168.0.97

UDP 704 3 LRk, COBE Tl
1. BIEMEFDIP PRLR
2. IR—FD IP PRL R
3. R—K® MAC 7KL R
4~6. TCP BIETHEMT HR—IES
p. MEDEFEDRT
e: BET (exit)

MERET,

anh

REICRIEANETNIE, e TR (exit) TANZERKR T LTIZELY,

e OVKFDAS

network operation start!
EtherO: LINK-UP

LINK-UP RRMAHELZLE S X LAN ¥—D JLEFERL TS,

Ethernet R2—4F% vk RX/RA ERikiiBAE  #zteut jb:l‘% 29
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XIZ.PC il UDPTextServer.exe ZE£TLET,

oF TCPTextServer - [m| X
e =
EgAvb-y oK

(EEOXFET)
o4

AE—PERLTZELY,

TAAVR—FREITIEL. &HIZ c avUREAALTLEELY,

:caOVUKRDAR

>command=c

connect 192.168.0.97 port 20000

tcp_connection_start: 192.168.0.97 MAC address?

ARP request (192.168.0.97-> MAC address?) send

ARP reply received from 192.168.0.97, MAC address = 70-B5-E8-20-BD-73
TCP flag packet SYN send to 192.168.0.97:20000

TCP handshake ACK & SYN flag received OK.

TCP flag packet ACK send to 192.168.0.97:20000

-- CONNECTION ESTABLISHED --

&I, 192.168.0.97 ® MAC 7R 7L AMFISAELD T, ARP JVIXMT MAC 7RLADBWLEHEEITVE
¥, Z0BYIL, UDP DEMELRILTT,

LT TCP Otviay GBEREHQ ZHBIEET,
--CONNECTION ESTABLISHED—
DRTHEIHEE ERRITT,

TR NS, 192.168.0.97:20000 ER RSN TULVET AY, PC I TCPTextServer.exe Tlk, h—+HBS
20000 TEHKZFLZITHEHTT . BA47a0 RV ARICANT HIETEERAE)

30 Ethernet R2—4F% vk RX/RA ERikiiBAE  #zteut jb:l‘%
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COFF PC il TIE.

oF TCPTextServer

EERHM-~2

Jn

EEdt-3 ok
(EEWXFET)

o4

BEE5.EELZILE (S5 192.168.0.80:50000)

LD TEBELELZIORTNEET , (OB, EREITO>TEHED IP TRLRER—IES
(192.168.0.80:50000)% & RLFE T, ) (1 il T, R—FFES 50000 ZFEALTLVET )

CDREEIE, ¥/aVR—KE PC TEEUWZTCP TT—2NEZENTELHEFEINELTHIRE, TCP Dty
AVHAEILLTT 2D PYRYZEITOEEMNHE EA - EHRYET,

BT, 9MaVR—Khs sGEE)avUREAALTHET,

sOAVURDAS

>command=s
send text message to 192.168.0.97 port 20000

TCP data packet (40 bytes) (flag = ACK PSH ) send to 192.168.0.97:20000

TCP frame received from 192.168.0.97:20000 Flag = ACK PSH , 40 bytes data
>0OK

TCP flag packet ACK send to 192.168.0.97:20000

C O PC filTIZ,

oF TCPTextServer

EERHM-~2

Jn

EEdt-3 ok
(EEWXFET)

o4

BESb. ERELILE (E5RIT 192.168.0.80:50000)
ISATI MDAy E—->

hello,world RX65N TCP message

EFEAE-UEE

LEROBHLRTRELZYZET A, Mhello, world RX65N TCP message |DEBA M A AV R—FhSEELI=AYE—
D(T—R)TT Tl [BREAYET—DFEEIERTINTOETH, THIFREAYE—SDTFRAMRYIRIZA S
SNTNBAYE—DFRELIZEVSEBKRTY . (RX65N DER LTIV R—FEKFETT)

Ethernet R2—4F% vk RX/RA ERikiiBAE  #zteut jb:l‘% 31
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T AIAVR—FMAITIE,

>command=s

send text message to 192.168.0.97 port 20000

TCP data packet (40 bytes) (flag = ACK PSH ) send to 192.168.0.97:20000
TCP frame received from 192.168.0.97:20000 Flag = ACK PSH , 40 bytes data
>0K

TCP flag packet ACK send to 192.168.0.97:20000

LD OKDEHH, PC 7T r—avhbRiEEN T AvE—D LY ET,

XA R—FRITOERY

1
1
1 "hello, world RX65 TCP message” 1 [70:B5:E8:20:BD:73]
1
1
1

TCP T—3MD#E TCP F—A2DZIE

192.168.0.80

[00:0D:76:00:40:01]  TCP F—2D 25 | TCP F—4M3kiE
HSBRxxx | | "OK"
|
1

9247k

PC

H—/\—

ATATFLTIE, T—R2HAyE—D) R ERICTHFA(COBZEIL PC 7TV r—av) [ RITEST-ED Ay
T—UERT EIICLTVETS,

taAYURDAA

>command=t
send text message set (please input 40 letters(max), (ESC or CNTL-C for end)) > "abcde!"--end

taAYURZEAAL, AvtE—U (CDHEE abcde)Z AN, ATDIETIEL, ESC H CNTL-C TT, Avt—I R
K40 XFETTT, WO XFEWNVSIDIE. RTOTSLTEHEELTWAEFT,. OIS LEEEThIEHEK 1460
NMETENTT, (BE. EHDO/ T IYNMIRBILTEIETHEEE. 1460 N FOFHIKIEHYFEEA.)

PC fITIZ,

oF TCPTextServer - [m| X

EFEAE - ‘I'nessage received
(#A4XLFET)

o7 FEE5. EELELE (ESTT 192.1680.80:50000)
ISATI MDAy E—->

hello,world RX65N TCP message
EFEAE-UEE

REAYE—C DRIV RIIFELGAYE—DFEANLTEEFT,
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Ayt—UBRER. YMAVR—FAITsaTUREANT HE.

>command=s

send text message to 192.168.0.97 port 20000

TCP data packet (40 bytes) (flag = ACK PSH ) send to 192.168.0.97:20000
TCP frame received from 192.168.0.97:20000 Flag = ACK PSH , 40 bytes data
>message received

TCP flag packet ACK send to 192.168.0.97:20000

PC Tl

oF TCPTextServer - [m| X

EFEAE - ‘I'nessage received
(#A4XLFET)
o7 EES5.BELILE (SEIT 192.1680.80:50000)

ISATI MDAy E—->
hello,world RX65N TCP message
EFEAE-UEE
IATIMEDAYE-T->
abcde!

EFEAvE-UEE

TAAVBITRITEIS AV E—T & PCBITDISAT UMD LD AvE—UNEDLYET,

CORRTIH.TCP DtyiavNEETLS(RMIVR—FE PC TRIEBABL TS KETT, TCP Oty
2aAVERTIEBRHEE. AV AR—FITd EADL TS,

dav FDOAR

>command=d

disconnect

TCP flag packet ACK FIN send to 192.168.0.97:20000
TCP handshake ACK flag received OK.

TCP handshake ACK & FIN flag received OK.

TCP flag packet ACK send to 192.168.0.97:20000

-- CONNECTION CLOSED --

-- CONNECTION CLOSED — &FRRShnIL, TCP Dty avIE#& T T,

Ethernet R2—4F% vk RX/RA ERikiiBAE  #zteut jb:l‘% 33
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PC Tt
oF TCPTextServer - [m| X
EFEAE - ‘I'nessage received
[FEWLFET)
o7

BESb. ERELILE (E5RIT 192.168.0.80:50000)
ISATI MDAy E—->

hello,world RX65N TCP message

EFEAE-UEE

PP DA -S>

abcde!

EFEAvE-UEE

ltJJEﬁ'

ULV ES  (—ELI=. BETRI—FBRESEIICBYES,)

BEHUREAD d ARV TUIMEGYET D, KB TAXF D AR FEANT HE,

‘DaYUFD AN

>command=D
disconnect(force)
TCP flag packet RST send to 192.168.0.97:20000

oF TCPTextServer - [m| X
EFEAE - ‘I'nessage received

[FEWLFET)
o7

BEE5.EELZILL (S5 192.168.0.80:50000)
5 Il T BT

SRHMICERE) Y (U S AEEELYET . d £D DEVCELTIIRELET,

34
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7.2. PCHhoDT—5%{E

TCPTextClient.exe Z#2E L TSN,

i TCPTextClient — (] x
EEER-FES EEEPTILA [192168080 |
EEA-T | |
(EBOTTED)
=5
oY

FEROBMBEEEELRYET DT, EHRE IP PRLRAIZIAIVHR—R®D IP PTRLRAZEHEL T, MEHK IR ZHL
TLEEW, (RAaAVR—F®D IP PRL A%, 192.168.0.80 o ZEZTWRIBE AL FEEX IP PRLADKREEL R
TLEELY, )

i TCPTextClient — (] x
EEET-FES EERPTFLA [192.168.0.80 |
EEA- | |
(EAOLTET)
Aut-EE
Bl
o7 #-[(IEE R F-/(LEELELE

M —/NEERLELIEVSRRELBN L, HRRIEHDITY . COIRREFX. TCP DtEviar NRILLI-RETT,

-V R—FRIDRT

tcp_connection_start: 192.168.0.97:62506

TCP handshake SYN flag received OK.

TCP flag packet ACK SYN send to 192.168.0.97:62506
TCP handshake ACK flag received OK.

-- CONNECTION ESTABLISHED --

-- CONNECTION ESTABLISHED — ¢ERRShFET,

Ethernet R2—4F% vk RX/RA ERikiiBAE  #zteut jb:l‘% 3
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RIZ, PC AIDDAMAYE—DEE>THET

o TCPTexiClient

- [m| X
2ERT-tES FERPTELA [192. 168080 |
EEA- |send message! |

(EBHOXFET)

Aoi-UiEfE
2l

oJ H-jllEEs. - L EELELE
HJin s
H-IHEOL AR A->
OK(RXE5N)

FEEAYE—D ORI, AIERGECFIEREL TN AvE—DF X EIRIVERLET,
OB, =MD LRRRELT, TOK(RX65N) |ERH>TEL, IM/AVR—FITEEAYE—VITRIGL
TWET, (RX65N DB ET AV R—FKEFETT)

MIREAYE—2E TS S LR TIOKRXESN) IZEELTWEY , (ZEERIEY—RO—FZHREL TS

IAa R—KEITIE,

TCP frame received from 192.168.0.97:62506 Flag = ACK PSH , 40 bytes data
>send message!

TCP data packet (40 bytes) (flag = ACK PSH ) send to 192.168.0.97:62506
TCP frame received from 192.168.0.97:62506 Flag = ACK

send message! EWLVIAVE—UEZELIZEORTNEET .

7. £LETO PC BIOFEAR—KNE 62506 TT ., COBESIE. SUFA LIZEHYET , UDP OFAY S LTIE,
#E{ETTAR—bF% 50000 [ZERFE (THF ARV RIZIEELIZES) ELTWELED, KTOSS LTI, 7RIS LA
TIIEFEDEERE LT BEMICRESNDIRICLTOWET, BH. 13V R—FAlE, R—FFES 20000 THE#E
ERHFLRITHLHKRTT , (FbRIR—BEE(E. PCT7IVTr—23VERIL T, ) v/aVR—F AL, #ERTDE
FAR—K(CITIEf=Ff-F 62506) LBELES . HERATDR—FESERAIFTLRETEET.)

Ayt—URIERAVERTEIC, BEAYE—CDRYIRIZA ALz AV E—U NEEShET,

XTCP MY IRTIE, PC BIDNISAUMIGRIBE . S5 LITR—FESHNROONFET
IAaAVR—F X, (F74I)LHE)50000 TEIETY

3 Ethernet R2—4F% vk RX/RA ERikiiBAE  #zteut jb:l‘%
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&R, YBR2Z LTS,

¥ TCPTexiClient — O *
EERT-PES EERIPPFLA [192.168.0.80 |
EEA- |send message! |
(EBOXFET)
==
o7 H-filEst. - EELaLL
J-J{Ako - TR E
YA EOL AT A->
OK[RXE5N)
H-J(h ST

Y—\Wotliieh T, BEEG AT RSRE EBRORE) ICRYET .

CDEE. v/ R—RElZ,

TCP frame received from 192.168.0.97:62507 Flag = ACK FIN
tcp_connection_idle: message: FIN flag received.

TCP flag packet ACK send to 192.168.0.97:62507

TCP flag packet ACK FIN send to 192.168.0.97:62507

TCP handshake ACK flag received OK.

-- CONNECTION CLOSED --

ERRY . TCP Dty avh & TLET,
TCP TIl&.
*TCP MOty 3 EHENLT S
2 BRI TT—A2DPYImYZEITS (RETEHAE)

*TCP Mty avE T35

ELVSDA—EDRNIZGEYET,
(UDP M#RICHTEEALIC, WERY T —2EEY T H5ENTERLY)

Ethernet R2—4F% vk RX/RA ERikiiBAE  #zteut jb:l‘% 37
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7.3. 2 BORA(AVR—FEDOT—5EE

2 BDRAAVKR—RETT—4ZEFTOHEX. EFATTOISLEFRCHLOTHESHYFEEAL. 2 BB DR
—FRI&. RX: DIP-SW=0ON, RA: > a XA vFEHLI-IRETEHL TS,

O1&H
EB% 10 B,

Copyright (C) 2026 HokutoDenshi. All Rights Reserved.
RX65N Ethernet TCP text client/server sample program.

(HEg)

-setting address- e

o 192.168.0.81

communication target IP address -> 192.168.0.81

this board IP address -> 192.168.0.80 (MAC address -> 00-0D-76-00-40-01)

-setting port-

TCP server listen port -> 20000
TCP client dest  port -> 20000
TCP client source port -> 50000

address/port setting change -> Please input 'A" within 10 seconds.
network operation start!
EtherO: LINK-UP

O2&
(Wﬁ) H—/\ 3l (X communication target IP
-setting address- / address DT (35 {5
communication target IP address -> 192.168.0.80
this board IP address ->192.168.0.81 (MAC address -> 00-0D-76-00-40-02) ZOR—KIZ
- 192.168.0.81
(R E&)

15B8&2 58T HEICEBENTRGHRISRESNES . 6.3 BULDOI/AVR—FEERT HEEI.
EER 10 WLURICAIRFZAALTEELLGVRISEE IP TRLRAFZREL TS,

CCTIR.2ERBZY—N\EEREShHAD . 1 BBEIFMT7 MR THAD ELET,

MBI % IP 7FL X (communication target IP address)DEXE L. V547 FEIMER D IESTEEZROHETT
H—N\HEEIL. EDIP FTRLANGDBEELZITANET

38 Ethernet R2—4F% vk RX/RA ERikiiBAE  #zteut jb:l‘%



A Houueo .
Electronic

UDP DZ& &, 2 BEDR—FTHEIZAYE—CFPYRY T 555 (&, @&IE4EF (communication target IP
address)ZHEIZRETHIENEEZTLIA., TCP DIHE
-R—FB&E®D IP PELRAHA(MAC PRLRE) EELAVE
AT UMADBEHRFD IP PRELRZEYIZ(=H—/1\D IP PRLRID)BRET 5F
NILETY,

H—/\BIELTEMET HR—FD@EEHEFD IP PRLRAERE [EEHONER A, (—/ ML, TCP D E#HEEH A
TEIP PRLRADEFETCP ylar L, TCP vyl avFMI LIz FICT—2%RELET )

188 O347 MM cavUREAR

>command=c

connect 192.168.0.81 port 20000

tcp_connection_start: 192.168.0.81 MAC address?

ARP request (192.168.0.81-> MAC address?) send

ARP reply received from 192.168.0.81, MAC address = 00-0D-76-00-40-02
TCP flag packet SYN send to 192.168.0.81:20000

TCP handshake ACK & SYN flag received OK.

TCP flag packet ACK send to 192.168.0.81:20000

-- CONNECTION ESTABLISHED --

2 688 (F—\f) 0EERR

ARP reply send (this board MAC address = 00-0D-76-00-40-02) to 00-0D-76-00-40-01
tcp_connection_start: 192.168.0.80:50000

TCP handshake SYN flag received OK.

TCP flag packet ACK SYN send to 192.168.0.80:50000

TCP handshake ACK flag received OK.

-- CONNECTION ESTABLISHED -

ARP DXL, BEIRIEIBELD MAC PRLRZHYEHA DT, ARP YIITRARE{E>T MAC PRLADfER
ERAFET, TR cATUREADLEAIOR—KAS TCP vl a v E LT AERARA T, AIENOYERY
1101122, A EILILETS .

‘1EB8B O347 MM savUREAS

>command=s

send text message to 192.168.0.81 port 20000

TCP data packet (40 bytes) (flag = ACK PSH ) send to 192.168.0.81:20000
TCP frame received from 192.168.0.81:20000 Flag = ACK PSH , 40 bytes data
>OK(RX65N)

TCP flaa packet ACK send to 192.168.0.81:20000

FTOK(RX65N) IDER A Y, FBFEMBZ(TERS Tz AV E—D T,

-2 88 (—\fA) DR=

TCP frame received from 192.168.0.80:50000 Flag = ACK PSH , 40 bytes data
>hello,world RX65N TCP message

TCP data packet (40 bytes) (flag = ACK PSH ) send to 192.168.0.80:50000
TCP frame received from 192.168.0.80:50000 Flag = ACK
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2 & B (¥—/\f]) TIX. Thello, world RX65N TCP message IDEHR M 1 BB (UFA4 T2 D ioZ TRz Ay

t_:)—Gj-o

1 BB (OFATUMY) TRET At — U REL TR
IR R TR EAY L —SERE

>command=t
send text message set (please input 40 letters(max), (ESC or CNTL-C for end)) > "TCP data send"--end

s AR TH—/MAlIZESE

>command=s

send text message to 192.168.0.81 port 20000

TCP data packet (40 bytes) (flag = ACK PSH ) send to 192.168.0.81:20000
TCP frame received from 192.168.0.81:20000 Flag = ACK PSH , 40 bytes data
>OK(RX65N)

TCP flag packet ACK send to 192.168.0.81:20000

(FFBAEH—NADLDAYE—DFZITERO1-5 DRIE)

2 5B (H—/\Al) TRE

TCP frame received from 192.168.0.80:50000 Flag = ACK PSH , 40 bytes data

>TCP data send
TCP data packet (40 bytes) (flag = ACK PSH ) send to 192.168.0.80:50000

TCP frame received from 192.168.0.80:50000 Flag = ACK

*TCP vl ar T
1EBUOSA4F7UMMI NS daYUREAR

>command=d

disconnect

TCP flag packet ACK FIN send to 192.168.0.81:20000
TCP handshake ACK flag received OK.

TCP handshake ACK & FIN flag received OK.

TCP flag packet ACK send to 192.168.0.81:20000

-- CONNECTION CLOSED --

BB (—\A) DRI

TCP frame received from 192.168.0.80:50000 Flag = ACK FIN
tcp_connection_idle: message: FIN flag received.

TCP flag packet ACK send to 192.168.0.80:50000

TCP flag packet ACK FIN send to 192.168.0.80:50000

TCP handshake ACK flag received OK.

-- CONNECTION CLOSED --

N

Y=\ VAT UL BERENMINREBEGYVFET , (CORBDISEE. BEELLANLTE c AU THE

frIHe)
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ATOFTSLTIE, s ATURTAYE—UEE . dATURTYIB TEAD (F c AT R TIESE LA (U517
i) ELTULVET,

DIAT UMM Y —/RITHEERL T, Avt—U% (G, GIEVLSRNTY .

KL TCP wyla MREIILI-RIE, H—/\ IFATURELSR AT — N @ERSN =D oS54
T EAHERE) VAN TELAD 12, T—2EXELTH, S— /A LEMZTOTLRVNTT A AT70
TILTIE, BRRE VST UIRETHET DHRITEBRLTOET . PCRIDTTIr—avtEEOEREL
TWET, ChIE VIRV THRY =TIV THRBATETOT S LDOEEMIZ, ZD XSGR ELF-HHEEAFIY
GLIGBHEBAZ-1=0TY,

TCP OEMELIL. RSN =B (ZZTIEHY— /A EFATWVET) HhOUIBDY VTR E{To1=Y., i =
Bl (H—E)IASDORIETT—4EEZIBLRBEHYFEE A,

EREDTAIAVR—FP PC 7TV r—2av DEEEBEL T, BALLES TCP BEDFRNAMEHST-D TIFALY
MEBWET,

XIEH. H—/ M EISA T UMD EEXIRILTLET,
192.168.0.80 MH—/\[Z, 192.168.0.81 DISA T b EHET S
192.168.0.80 MU 547 rAY, 192.168.0.82 DH—/\[ZHEHE TS
BEFERFICITOEIXARETY

D%, TCP DERKRMTRIEDRNICEALTEHRBALTLEFET,
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7.4. UDP & TCP &L

-UDP Di5F&
A i e .
N\
[192.168.0.97:30000 TH5H Z 4]
1 1 [70:B5:E8:20:BD:73]
192.168.0.80 192.168.0.81
00:0D:76:00:40:01] 00:0D:76:00:40:02] §
HSBRXXX | HSBRXXX I IP ZFL R
PC MAC 7FL X
TAaAVR—R(1) RAAR—F(2)

PC I TlZ. UDPTextServer.exe =L T2 {EF[AKBLET,
2 BDIAAVR—FTENEF . 192.168.0.97:30000 [ZxFLT. UDP T—AR (Avt—)EEELET,

-PC il

¥ UDPTextServer - m} *
EERIT-FE2 SEANT
REME-Y istboard  (from 192.168.0.80:50000)

2nd board (from 192.168.0.81:50000)

-1 BB saAvURTEE (EEAYE—T X "1st board”)

>command=s
send text message to 192.168.0.97 port 30000

send target 192.168.0.97 -> MAC address not resolved.

ARP request (192.168.0.97-> MAC address?) send

ARP reply received from 192.168.0.97, MAC address = 70-B5-E8-20-BD-73
UDP text data send to 192.168.0.97:30000

-2 BB s AvURTEE EEAYE—TE"2nd board")

>command=s
send text message to 192.168.0.97 port 30000

send target 192.168.0.97 -> MAC address not resolved.

ARP request (192.168.0.97-> MAC address?) send

ARP reply received from 192.168.0.97, MAC address = 70-B5-E8-20-BD-73
UDP text data send to 192.168.0.97:30000

42
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ZOFE. PC(E 14 H(192.168.0.80:50000) MM oD Ayt—T &, 2 & H(192.168.0.81:50000) 5D Ay t—2
[FEMAZELTERRLET

UDP (X, b2 (HEI(ZDOIZE X PC) (X, 30000 FAR—KMIE-T—2%KTT D, ECMOETHRRAITEL,
=412 192.168.0.80 NS E-H5HELDT, 192.168.0.80 DR LT ITEINBIRTHENELSEIETT,

-TCP OH&E
AT I I e
L [192.168.0.97:20000 T 5 Z 4]
[192.168.0.97:20001 T#H 5L Z 4]
1 1 [70:B5:E8:20:BD:73|
| |
192.168.0.80:50000 | 192.168.0.81:50000 |
00:0D:76:00:40:01] 00:0D:76:00:40:02] \\
HSBRxxx | HSBRxxx | IP 7EL R
PC MAC 7KL X
TAaAVR—R() TAAVR—R(2)

PC 8| Tl&. TCPTextServer.exe 2 81L T2 {EZBBLET .
2B8DTAaAVHR—RTENF ., 192.168.0.97 IZxiLT. TCP TiEfHEZHAET,

1 BEEHRERTE AITURAD pavUR

>-setting address-

communication target IP address -> 192.168.0.97
this board IP address -> 192.168.0.80 (MAC address -> 00-0D-76-00-40-01)

-setting port-

TCP server listen port -> 20000
TCP client dest  port -> 20000
TCP client source port -> 50000

BEEHERTEAITURA®O pavTUR

>TCP client dest port set>20001
>-setting address-

N

communication target IP address -> 192.168.0.97
this board IP address ->192.168.0.81 (MAC address -> 00-0D-76-00-40-02)

-setting port-

TCP server listen port -> 20000

TCP client dest  port -> 20001 =4 e s oo
TCP client source port -> 50000 BEAR—FESERELET
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-PC I
) ¥ TCPTextServer —
Egt-y [0k | Egt-y ok
(FABOXTET) (ERWOXTET)
o7 EEES. o7 EEES.

#H5 2 1+8R—k 20000 & 20001 T, TCPTextServer.exe & 2 DfE&ILFET .

-1 88 cavURTES

>command=c

connect 192.168.0.97 port 20000

tcp_connection_start: 192.168.0.97 MAC address?

ARP request (192.168.0.97-> MAC address?) send

ARP reply received from 192.168.0.97, MAC address = 70-B5-E8-20-BD-73
TCP flag packet SYN send to 192.168.0.97:20000

TCP handshake ACK & SYN flag received OK.

TCP flag packet ACK send to 192.168.0.97:20000

-- CONNECTION ESTABLISHED --

-2 BB cavURTES:

>command=c

connect 192.168.0.97 port 20001

tcp_connection_start: 192.168.0.97 MAC address?

ARP request (192.168.0.97-> MAC address?) send

ARP reply received from 192.168.0.97, MAC address = 70-B5-E8-20-BD-73
TCP flag packet SYN send to 192.168.0.97:20001

TCP handshake ACK & SYN flag received OK.

TCP flag packet ACK send to 192.168.0.97:20001

-- CONNECTION ESTABLISHED --

-1 BB s AvURTEE (EEAYE—T (X "1st board")

>command=s

send text message to 192.168.0.97 port 20000

TCP data packet (40 bytes) (flag = ACK PSH ) send to 192.168.0.97:20000
TCP frame received from 192.168.0.97:20000 Flag = ACK PSH , 40 bytes data
>0K

TCP flag packet ACK send to 192.168.0.97:20000

-2 BB s AvURTEE (EEAYE—TF"2nd board™)

>command=s

send text message to 192.168.0.97 port 20001

TCP data packet (40 bytes) (flag = ACK PSH ) send to 192.168.0.97:20001
TCP frame received from 192.168.0.97:20001 Flag = ACK PSH , 40 bytes data
>0K1

TCP flag packet ACK send to 192.168.0.97:20001

44 N — E;?
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-PC {8l
o TCPTextS — m} * o® TCPTextServer - O *
EEEHT-+ES FEFHT-+ES
EEivr-y [0k Egawt-s [ok
(¥BE40XFET) [(#B40FET)
o7 EERS..EELELE (BET 192.168.0.80:50000) o7 EERL.EELELE (BET 192168.0.8%:50000)
I3APS MR —3-> FFATI R eDAE-U->
1st board 2nd board
EEAYE-UEE EEAYE-UEE
ENENDR—FEBENTETVET,
AN [
\ — P»[192.168.0.97:20000 THH Z ]
~\P>[192.168.0.97:20001 THEZH]
1 1 [70:B5:E8:20:BD:73)]
| |
192.168.0.80:50000 |« 192.168.0.81:50000 |
00:0D:76:00:40:01] 00:0D:76:00:40:02] §
HSBRxxx | HSBRxxx | P 7FL A
- - pC MAC 7RL R
T AaVR—R(1) 1AV R—K(2)

ZDBAEIL., 192.168.0.80:50000 & 192.168.0.97:20000 AV HEHRERIZHY .. L 192.168.0.81:50000 &
192.168.0.97:20001 A EMBERIZHYET , AvtE—CDPYRY (T—2DEZE) NMTA DD L. EHEERER
S2TLB[ETY,

UDP [F—ET—4% %125, TORITEFRMNEVNEVSIRSALEEZRTI A TCP DIFEIF. —EDREHI
DEETIHEHELTODREZHIZFLTLET , UDP (a7 3V LRKEE, TCP (Farsar B ENSD A,
UDP & TCP D—&MDEWELIMNEBERZFT,

KTCP THEHBODKRALBEZITIHEIE. —/VAITEHEHRANMEICEROR—FEFESRELNHYET
(RAAVR—FRID Rxxx_TCP FAYHLTIE, H—/N\E 1 DLHEBTEEEA)
(TRTSLIZFEANNIE, BROY—/\OEEILATRETT)
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7.5. TCP /8o whDh 5

T —HERITT %K

TCPTextServer.exe £1T

\ 192.168.0.97
1 ' [70:B5:E8:20:BD:73]
|
: >

192.168.0.80 .
[00:0D:76:00:40:01] X
HSBRXxX | !
K= Sl |

93AT Uk : H—R—

PC

CCTlE. EAAMEEE/ My bDOF HELT, PC AT TCPTextServer.exe #X2TLI-B 8D T—2THALE
T o (RATAVR—FENH—N\(I L DIGEETH, RIETEREELED IP FRLRAH MAC 7RLRM#H(ZHSTZ1TT,

EXMICFEDYFEA,)

75.1. EHEEG AN\ M)

TAAVR—REITIEL., %% 192.168.0.97 [T/ FEL T, c AV R TEEERE T 58512 T,

>command=c
connect 192.168.0.97 port 20000

TCP handshake ACK & SYN flag received OK.

-- CONNECTION ESTABLISHED --

tcp_connection_start: 192.168.0.97 MAC address?
ARP request (192.168.0.97-> MAC address?) send
ARP reply received from 192.168.0.97, MAC address = 70-B5-E8-20-BD-73
TCP flag packet SYN send to 192.168.0.97:20000

TCP flag packet ACK send to 192.168.0.97:20000

—TCP T—ADEE—

Ethernet RAO—K(46
ANH(14) g (46)

IP A4 (20)

IP R4O—K(26)

TCP A4 (20)

INT 127 (6)
(TCP RA/O—F FT—42%L)

OF: /A8

Ethernet 7L—L&ELTIE 60 /8S1 bDT—4, Ethernet 7L— L DRAA—FKI[&, IP AYH +IP RAO—K T
o IP DRAO—KI[E, E5IZTCP DAYS +TCP RAO—KTEREIN S TT , Y DEHGFDEIE T,
TCP T—2DH & (RAO—R) [T AYFTERDADOYRYIZHYET , (Avt—D%FFEBRIE, TCP R/O—

FDERSZIST —2HBAYES )

46

Ethernet R2—42F vk RX/RA Bk

MEAE

nen JEA L




y A HOoHUED
Electronic

-Wireshark T/ yhZ T

FRES - b
JrAIWF) BEE  SmN OBEIG FrSFv0 49A) | HE) EHEy S2W w-Lm ALFH)
dmJ@ Re=FT 4 S aaanH

[ [ip-addr eq 192.168.0.80 and ip.addr eq 192.168.0.97 ] -]+
MNa. Time Source Destination Protocol Lengtl Info
27 3.927584 192.168.9.50 192.168.8.97 TcP 60 50000 » 20000 [ACK] Seg=l Ack=1 Win=1460 Len=@
< >
Frame 25: Packet, 6@ bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface \ a 70 bS 8 20 bd 73 @2 @d 76 @@ 40 @1 @8 88 45 @2 p s+ v-@ --E
Ethernet II, Src: HokutoDenshi_08:48:81 (08:8d:76:00:40:81), Dst: Dell 28:bd:73 (78:b5:e8: 80 28 @0 @0 40 B0 80 06 V8 ce @ a3 80 50 cb ad (@ x P

8@ 61 c3 50 4e 20 02 90 23 13 00 @0 90 B8 50 B2 a PN # P

Internet Protocol Version 4, Src: 192.163.8.38, Dst: 192.168.8.97
85 b4 3 a3 00 60 00 0O G2 00 60 00

~ Transmission Control Protocel, Src Port: 58080, Dst Port: 20008, Seq: @, Len: @
Source Port: 5@eee
Destination Port: 20008
[Stream index: 1]
[Stream Packet Number: 1]
[Conversation completeness: Incomplete, ESTABLISHED (7)]
[TCP Segment Len: @]
Sequence Number: @ (relative sequence number)
Sequence Number (raw): 8984
[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @
Acknowledgment number (raw): @
8181 .... = Header Length: 2@ bytes (5)
Flags: @x@02 (SYN)
Window: 1468
[Calculated window size: 146@]
Check=um: @vf3a3d correc t1
< >

@ 7 wireshark {4y -ABTON2. peapng STl 48 BT 2(6.3%) - 7 0(0.0%) 70774 )\ Default

IAAVHR—KMS c AXU R TEREREILT 5BIETT A,
(1)~ /12> 1R—K(192.168.0.80)—PC(192.168.0.97)
(2)PC(192.168.0.97)—< A3 7R—K(192.168.0.80)
(3)¥ 1> h—K(192.168.0.80)—PC(192.168.0.97)
BE 3EIDT—ANEEINTVET, (ED=H.3 VANV EFIENFET)
(TCP OT—ADPYRYDHEIIZ ARP JIIRO ARP YTS5AD /4y hDOYRY (EHYET A, S TIEERKL
F9.)
—(Q)DIAAVKR—EMS PC O@EIE/ 4y Ml —
-Ethernet N4 (14)

70 | B5 | E8 [ 20 | BD | 73 | @0 | oD | 76 | @0 | 40 | o1 | 08 | ee

585 MAC 7FL R ¥{ETT MAC PEL X Eth(ernet ;ype
IPv4

- IP ~wA(20)

45 | o0 | o0 | 28 | 00 | 00 | 40 | 00 | 80 | @6 | 78 | CE | co | A8 | @0 | 5@
IPv4 | Service Total ID Fragment TTL | Protocol | Checksum ZEIETIP PRLR
Ays | bpe Length (*1) TCP (192.168.0.80)

208 40 /XA +

co | A8 | 00 | 61
#EE% IP FRLR
(192.168.0.97)

-TCP A4 (20)

3 | 50 | 4E | 20 [ 00 | @0 | 23 | 18 [ 00 | 00 | 00 | @0 | 50 | @2 | @5 | B4

Source port Destination Sequence Number Acknowledgment Number Headersize Window

(50000) Port + 1460
(20000) Flags
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F3 [ A3 | 00 | o0

Checksum Urgent
Pointer
INT42J(6) --Ethernet JL—LRIE 60 /N bD =/ T4 5 T—45EM

| 00 | o0 | o0 | o0 | 00 | @0 |

(DIP AYZRAD ID [&, T4 AV R—FH5EET HIFHE . 0x0000—0x0001—0x0002 DFRICEFEIZA D) A b
L-EELTULVET,

OTCP A% (20 /31 1)

J4—JLE bit 1 kS 74545l
Source Port 16 EETHR—IES C350
Distination Port 16 FEELXTR—IBE 4E 20
SequenceNumber 32 = AES 00 0023 18
Acknowledgment Number 32 HEERES 00 00 00 00
Headersize + Flags 16 ~NYEHALZX+TCP 7545 50 02
Window 16 PE AN P 05 B4
Checksum 16 FvOH L F3 A3
Urgent Pointer 16 BEaR(L4 00 00
Option ATav

TCP [ZHLTH UDP [k, IP PRLRIZINZ . R—F BB TOYRY SN ST 20X EBEEZTNVET,

TCP £, 2 B (CZTIXYAaVAR—KE PC)BITaRY I3y EHBR) 2HBFLTRERTSIOrILTT . &
= INTYNEEREICRELENEHFISRTEENAVET , — AN —T U RBE S 0x1234 D/N\TrybE&RITS
EBFIFZ—H U RABEE+1=(0x1235) DL EHER BB TR I EMELLYET,

TCPTextServer.exe £1T

192.168.0.97

[70:B5:E8:20:BD:73]

>

U=l REE= 0x1234

192.168.0.80
[00:0D:76:00:40:01|
HSBRxxx |

IAaviR—K

ICERERETES= 0x1235

PC

I247 2k H—/\—

TAAVR—FIDL— 7o RBESF. ELBTEZROTOET D, ELBDETEELTLSOT, BRRLES
MIRFEDBMELLGYFT
MEDIREEZESIE. 0 hoiaFEYFET, (0EE>TLET)
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Ay H AL X+TCP 754 1d. 0x5002=0b0101 0000 0000 0010 DIHZE . L TDHRIZHYET,

0b0101 0000 0000 0010 b15-b12:AYHH A4 X 5% 4=20 /31~

0b0101 0000 0000 0010 b11-b9: % %9

0b0101 0000 0000 0010 b8:Accurate ECN

0b0101 0000 0000 0010 b7:CongestionWindowReduced

0b0101 0000 0000 0010 b6:ECN-Echo

0b0101 0000 0000 0010 b5:Urgent

0b0101 0000 0000 0010 b4:Acknowledgment e

0b0101 0000 0000 0010 b3:Push T—REEE TP TETTTIITED)

0b0101 0000 0000 0010 b2:Reset 2| L BT

0b0101 0000 0000 0010 b1:Syn EEORIG

0b0101 0000 0000 0010 bO:Fin EEOKRT

TCP DAYEHAXEAE T, /M A XD 20 NA T 4 DEFDNARERYET , TDMh, BIETSTH
HY . AVFHARXETSTEBHE T 16bit DT —FTHERINTLET,

SEIL. BHEOWEIZDT Syn 75T EILTTUNTYRERELTOET,

DAVRIH AR HEIODBEEEF-TITERGLTEDSHVDT—EEE>TLEVDERIETT , ¥4
VIR—FDZE &, 1 DD Ethernet 7L—LTENS TCP DRAY A X THS 1460 /A EBFITEHMLTLVE
9, (PC DIFZEEIE, 3oL RELEEEMLIZYLET )

FvIH LIE. TCP AYF +T—EDF I LTY, (SEID/NN7rYbTIET—RIEHYFEE A) UDP Etk. £
PNV EFEALAETILTUXLERYETS,

OFLUANYS (12 13(F) ¥UDP LR

J4—ILF bit %1 A& T 545l
Source IP Address 32 FEETHR—IEE C0 A8 00 50
Distination IP Address 32 EELER—IES CO0 A8 00 61
Zero padding 8 13T 124 (0x00) 00

Protocol 8 ZOka/L(TCP M54 0x06) 06

Length 16 TCP T AUVEDRE(NYE+T =) [/ 1] 00 14

FUUAYAE IP PRLRETORIILE TCP T AR (TCP MAYE ETCP DT —42%E8HhE-ES) DIEHRM
OEBINET, o, BEAYF+TCP AYS +TCP T—4T.UDP OETHRALT- 1 ORI THEIT
T9,

RNV
coA8 | + | o5 | = COF8
COF8 + COA8 = 181A0 | —81A1(bitl6 % 0 IZLT.1%METS)
81A1 | + | eee1 | = 8202
8202 | + | ee06 | = 8208
8208 | + | @014 | = 821C

nau AL 4

Ethernet R2—%4% vk RX/RA BikiiBHE



A Honueo .
Electranic

“TCP A&
821C | + | €350 | =| 1456C | —456D
456D | + | 4E20 | = 938D
938D | + | eee0 | = 938D
938D | + | 2318 | = B6AS
B6AS | + | oeee | = B6AS
B6AS | + | oeee | = B6AS
B6A5S | + | 5002 | = | 106A7 | —06AS
@6A8 | + | 05B4 | = 0C5C
@Cc5C | + | o0 | = OC5C | Fxw/H Ll ox0000 TEHE
oC5C | + | oee0 | = 0C5C

*TCP 7—4%

SEIEAEL)

| ~0C5C | = | F3A3 |

LEEDOBLEE T, TCP AYAA® Checksum #EtEAIRETY .

RERAAE. BED/YRTIE 0 ELET,
AT TCP AYEH A XM 20 NALEYKREVMEE (X, ZOERA T arDAYEDT—ENAYET,

BEREF G IzA/N\UF A OD 1 EB) D/ ybE Syn IS0 EIL TH=/NrybEEETHEVS AN RAUME
BYEY,

3DIANURIIAHD 2 BEBIXUTORRIZEHEYET,

—(2)M PC Mo AV R—ROEE/ Yy Myl —
-Ethernet N4 (14)

00 | o0 | 76 | @ [ 40 | @1 | 70 | B5 | E8 | 20 [ BD | 73 | @8 | oo

585 MAC 7FL R E{ETT MAC ZRL R Ethernet type

(IPv4)
- IP ~wH(20)

45 | o0 [ @0 | 2c | 4D | 8B | 40 | 00 | 80 | @6 | @0 | @0 | co | A8 | @0 | 61
IPv4 | Service Total ID Fragment TTL | Protocol | Checksum ZEIETIP PRLR
~vs | type Length TCP (*1) (192.168.0.97)
208 44 )3 Ak

co | A8 | o0 | 50
HEEEIPFRLR
(192.168.0.80)

Ethernet R2—%4% vk RX/RA BikiiBHE

nen JEA L

-TCP A4 (24)
4E | 20 [ c3 | 50 | 65 | 14 | oF | @3 | @@ | @0 | 23 | 19 | 60 | 12 | FF | 70
Source port Destination Sequence Number Acknowledgment Number Headersize Window
(20000) Port (*2) (*3) + 65392
(50000) Flags
50




82 [ 20 [ o0 | @0 | 02 | @4 | o5 | B4
Checksum Urgent Option
Pointer (*4)
-INT42J(2)  Ethemnet IJL—LRIE 60 /N\A DT/ T4 5 T—2EHN

(¥Wireshark TIZRZ TLVEWL, RYNT—DA( A T—RATH5)

A Houueo .
Electronic

(*1)Checksum [E#ybT—IR—RRITHEIN DD T, ZZTIEL 0x0000 TRATWET

(*2)>—%7> XFEF Sequence Number [&. PC Mo DFEEFFEIGED T, CSTIEIUF LIGEMNFRESNET

(*3)iEHEFRE S Acknowledgment Number (&, YA/AVR—FDSEELIZL—7 U RBEB+L HNRESNFET

(*4)A T3> (Maximum Segument Size=2, Length=4, MSS Value=1460)
PC MBEFELT= TCP /X7 U TR AYEH A XA 24 NAMITESTVETS,

ANYEHALXETZT 1L, 0x6012 EiE>THY.

0b0110 0000 0001 0010 b15-b12:AvHH A4 X 6 X 4=24 I1NA k
0b0110 0000 0001 0010 b4:Acknowledgment [
0b0110 0000 0001 0010 b1:Syn EHDBHIR

Acknowledgment & Syn D755 tEyvbEnTLNVET,

3VTANUEIIAD 3 EIRIFLUTORRIZGYET,

—R)DIAarR—kh5 PC DE(E/

-Ethernet A4 (14)

N7y Ml —

70 | B5 | E8 | 20 | BD | 73

00 |

76 | o0 | 40 | o1

oD |
E{ETT MAC PRL R

08 | o0
Ethernet type

585 MAC 7FL R

(IPv4)

-IP A& (20)

45 | o0 | o0 | 28 | 00 | @1 | 40 | 00 | 80 | @6 | 78 | <D | co | A8 | @0 | 50
IPv4 | Service Total ID Fragment TTL | Protocol | Checksum ZEETIPPRLR
~Avg | tpe Length *1) TCcP (192.168.0.80)

208 40 /XA +

co | A8 | o0 | 61

EIEX IPFRLA
(192.168.0.97)

- TCP A4 (20)
c3 | 50 | 4E | 20 [ @0 | @0 | 23 [ 19 [ 65 | 14 | oF | 04 | 50 | 18 | o5 | B4
Source port Destination Sequence Number Acknowledgment Number Headersize Window
(50000) Port (*2) (*3) + 1460

(20000) Flags

7F | 7C | o0 | oo

Checksum Urgent
Pointer

Ethernet R2—%4% vk RX/RA BikiiBHE

nau AL

51



l HoHUrD
Eleccranic

INT42J(6) --Ethernet JL—LRIE 60 /N bD =/ T4 5 T—45EM
| 00 [ 00 | 00 [ 00 | @0 | @0 |

CLRAAVR—ENSDZEIE 2 BIBAD T, BEHlilZ 0x0000 # 1 BlA U2 AVMLE(XRTOTS LTI, FD&
SIZLTLETD)

(*2)2 Tl —4 2 RES Sequence Number (&, HFMNRLCELNEREEZESERLET

(*3) & fERES Acknowledgment Number (&, HBFMNEEFELIZD T RBEB+1 E#RLET

AYSEHALXETSS 1, 0x0510 ELTHY.

| 0b0101 0000 0001 0000 | b4:Acknowledgment | 5%

Acknowledgment D755 &M CTTCEELET .

ZDQ)~Q@)TEHEDN\R /I DNIEIZEHLYTT,
-TCP 255 %@L TS
U REE BERRBSETELKLETS
=, TCP OEETRERBEICTHEVET,

TCPTextServer.exe #E£1T

' 192.168.0.97
1 (1) Flags=Syn ' [70:B5:E8:20:BD:73]
1
. >
1 (2) Flags=ACK & Syn
192.168.0.80 < I
[00:0D:76:00:40:01] (%) Flags=ACK ! >
HSBRxxx | ! .
T f/avR—K :
9547k ! H—/\—

V)54 D SH—NIZR LT Syn 7545 %%%

Q)Y —\hBISAUMIF LT Syn & ACK 755 %% %
QR)ISAT UMY —NIZHLT ACK 755 %1% %
LA 3IIANIRIAID—EDEMETT,

> Ethernet R2—4F% vk RX/RA ERikiiBAE  #zteut jb:l‘%



y A HOoHUED
Electronic

7.5.2. RAAVKR—FHhoDAvE—SDi%EE

TAAVR—RAIMS, s ATRURTAYE—UEEET HBIRETT,

>command=s

send text message to 192.168.0.97 port 20000

TCP data packet (40 bytes) (flag = ACK PSH ) send to 192.168.0.97:20000
TCP frame received from 192.168.0.97:20000 Flag = ACK PSH , 40 bytes data
>0K

TCP flag packet ACK send to 192.168.0.97:20000

o TCPTextServer - [m] x

EE A3 ok
(FAWXLTFET)

o7 EEE5. EELELE (SHIT 192.168.0.50:50000)
ISATFUMIBORE—3->

hello,world RX6sN TCP message
EEAv-UEE

CCTIlE.
L)X AaVR—Fhd PCIZHLTAYE—DDEIE
(2QPC MBI AAVR—RIZZITEST-EDLERVREAYE—DDHEE
R)XAAVR—KEMS PC [CRITEST-EDIEE
D 3E D/ IRDOYRY B ITHhRET,

TCPTextServer.exe %17
' 192.168.0.97
1 (1) Flags=ACK & Push X [70:B5:E8:20:BD:73]
"Hello, world RX65N TCP Message” :
. >
192.168.0.80 < '(2)"OK" Flags=ACK & Push
[00:0D:76:00:40:01]  (3) Flags=ACK '
HSBRxxx | . > PC
243K —F |
75’{7>|‘ ! -Ij-_/ \—

(ACK & Push 755 &7 —45%1%%

(2QACK & Push 755 &7 —4%1%%

(KRTCP BIELLVSBATIECITACK 75T DAEESTL)(RQ T ENEMEE KT S TLHEHYFEEA)
(3)ACK #i£%

ELVSON—EDEETT,

Ethernet R2—A2F vk RX/RA BUkERBAE  #zteit jb:l‘% >3



l HOHLI

EIEEE.I'EIHI'I:
—()DTAAVKR—FMi5 PC D@EE/ 7y Mol —
-Ethernet N4 (14)
70 | B5 | E8 [ 20 | BD | 73 | @0 | oD | 76 | @0 | 40 | o1 | 08 | ee
58% MAC 7RL X Em: MAC 7FL X Ethernet type
(IPv4)
- IP Ay (20)
45 | 00 | 00 | 50 | 00 | 02 | 40 | 00 | 80 | @6 | 78 | A4 | co | A8 | @0 | 50
IPv4 | Service Total ID Fragment TTL | Protocol |  Checksum EEFTXIP PRLR
~ys | tpe Length TCP (192.168.0.80)
208 80 /A

co | A8 [ o0 | 61
#EE% IP FRLR
(192.168.0.97)

-TCP A4 (20)
c3 | 50 | 4E | 20 | @0 | @0 | 23 | 19 | 65 | 14 | oF | @4 | 50 | 18 | o5 | B4
Source port Destination Sequence Number Acknowledgment Number Headersize Window
(50000) Port (*1) (*2) + 1460
(20000) Flags
2A | 3F | o0 | oo
Checksum Urgent
Pointer
-TCP T—%(40)
68 65 6C 6C 6F 2C 77 6F 72 6C 64 20 52 58 36 35
'h' ‘e’ i) i) ‘o' ‘W' ‘o' r' i d' B R' X '6' '5'
4E 20 54 43 50 20 6D 65 73 73 61 67 65 20 20 20
'N' v T 'C' 'P' ' 'm' ‘e’ 's' 's' ‘a’ 'g' ‘e’ ' ' '
20 20 20 20 20 20 20 20

(*1)—4 > X&EE Sequence Number &, BID /7y (CTTIEINURD (D) 5 E#MANFET
(*2) i EERES Acknowledgment Number 3, BID /34y (CZTIRNAURS 2/ 9) o5 ERMNNET

TCP &, #i# (v ar O RICREZTVLETN. —ED Y av ORTY— TV AB S LN EERES
(. B E L ET AR OB ETHFAE > TELEZRELTEBVENHYFET,

TCP 254

0b0101 0000 0001 1000 b4:Acknowledgment &

0b0101 0000 0001 1000 b3:Push FT—REFEE (Y IFILTETTTIITES)

54
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Ethernet R2—%4% vk RX/RA BikiiBHE



—(2)D PC hS AL R—RDBIE/ 4 Mgl —

A Houueo .
Electronic

-Ethernet N4 (14)
00 | oD | 76 | @@ | 40 | @1 | 70 | B5 | E8 | 20 [ BD | 73 | @8 | o0
58% MAC 7RL X #EETT MAC 7RL R Ethernet type
(IPv4)
- IP Ay (20)
45 | 00 | 00 | 50 | 4D | 8C | 40 | 00 | 80 | @6 | 00 | @0 | Cco | A8 | @0 | 61
IPv4 | Service Total ID Fragment TTL | Protocol | Checksum ZEETIP PRLA
~vg | bpe Length (*1) TCP (192.168.0.97)
208 80 /N~

co | A8 [ o0 | 50
#EE% IP FRLR
(192.168.0.80)

-TCP A4 (24)
4E | 20 [ 3 | 50 | 65 | 14 | oF | 04 | o0 | @0 | 23 | 41 | 50 | 18 | FF | 48
Source port Destination Sequence Number Acknowledgment Number Headersize Window
(20000) Port (*2) (*3) + 65352
(50000) Flags
82 | 44 | o0 | oo
Checksum Urgent
Pointer
-TCP T—%(40)
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
o K o o o o o o o o o o o o o o
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20

(DIP AYFRAD ID (ENT IR B SN TRV -SEOBERLGEICHERINET

PCHIOTOI S LTEDAENDEFFIEDME+L LE->TWET M, TOYSLTIELID DIEEIFLTLERA
(—EHEITE>TONIERERENERNET)

(2)>—4 2 ZEF Sequence Number (&, BID /N7y SEIEMANET

(*3)IEERERE S Acknowledgment Number (&, Y4 AV R—F W& fz>—7 U RBEB+HEE/N\M NN R ESI
EX]

TCP 254

0b0101 0000 0001 1000
0b0101 0000 0001 1000

F—REEEUNYTFIVTETTTIIZED)

b4:Acknowledgment
b3:Push

55
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—RB)DTAAVKR—FMi5 PC D@EIE/ 7yl —
-Ethernet N4 (14)

70 | B5 | E8 [ 20 | BD | 73 | @0 | oD | 76 | @0 | 40 | o1 | 08 | ee

58% MAC 7RL X #EETT MAC 7RL R Ethernet type

(IPv4)
- IP Ay (20)

45 | o0 | o0 | 28 | 00 | @3 [ 40 | 00 | 80 | @6 | 78 [ B | co | A8 | @0 | 50
IPv4 | Service Total ID Fragment TTL | Protocol | Checksum FEIETIP PRLAR
~ys | tpe Length TCP (192.168.0.80)
208 40 /XA +

co | A8 [ o0 | 61
#EE% IP FRLR
(192.168.0.97)

-TCP A4 (20)
c3 | 50 | 4E | 20 | @0 | @0 | 23 | 41 | 65 | 14 | oF | 2c | 50 | 106 | o5 | B4
Source port Destination Sequence Number Acknowledgment Number Headersize Window
(50000) Port (*1) (*2) + 1460
(20000) Flags

7F | 2Cc | o0 | oo

Checksum Urgent
Pointer
INT42J(6)  --Ethernet JL—LRIE 60 /N bD =/ T4 5 T—4EM

| 00 | 00 | 00 | 00 | @0 | 00 |

(*2)>—4 2 R&S Sequence Number (X, BID /Ay bS5 | EHANET
(=RIEIEFNE > TEIEEERES)
(*3) I B R ES Acknowledgment Number (&, PC A%k of=0—4 U RBE+EENAMIZERELET

TCPI3%
| 0b0101 0000 0001 0000 | b4:Acknowledgment

—EDT—EDPYRYD /Iy ERORIZHEYET,

TCP Tld., T—4% 2 (TH>1-F&. #8FIZ ACK (Acknowledgment 75%4) ZRZE T DDMNRFYLED T, T—4%
ErF. XIE 2 BIOPYIMYELYET,

ZITIE. QDAAZUT TPC ASIAAVKR—RICT—2%E>TVWAD T, 3[E 1 FEFYDPYRY LAY E
ER
X(2Q)DAAZIYT T, T—4% push £ F(Z Acknowledgment 7557 % RELT—EDPYRMYZER T SE I TE
MEHYEE A, ZATAYTSLTIE, Y=/ \F e, PC £V R—FDTOT S LTAYE—UFIRET HFRICL
TWADT, 3\ 1 FEFYDPYRYELZLTULVET,

>0 Ethernet R2—4F% vk RX/RA ERikiiBAE  #zteut jb:l‘%



TCP DTOYTSLT . IRAUNEIEZDN, O— Vo AB B LB HEESTY,

l HoHUrO
Electranic

192.168.0.80

(1) >—4>R%S:00002319
& HERE S 65140F04

EIET—HR 40 181k

192.168.0.97

TCPTextServer.exe #E£1T

[70:B5:E8:20:BD:73]

@) S RES 65140704

I ERERE S 00002341

[00:0D:76:00:40:01] (3) ¢+ —4 > 2 &-2:00002341

1
1
1
1
1
1
1
1
1 EET—HR40/510
1
1
1
1
1
1
1

HSBRxxx &SRS 65140F2C e
EET— \
54Tk H—/N—
(1) TEE (R1avR—FK) (2) T&EIE(PC) () TEIE (RAMaVR—FK)
—UREE 00002319 65140F04 00002341
ISERARES 65140F04 00002341 65140F2C

—>2ELL—HTURES+
2T —2/ 1+ 51(0x28)

—RELEY— TV AER
S{ET —5/ 3 M H(0x28)

SEHRES I HENESTELV— TV RBESBICRET AN\ EMEL-BEEYVRLES . O—7 2R
BEE. O RABS+EE N M (=HFAE > TCEIEREBBESLRLICBYFED ZRELFT .

XTCP (X FELI=N TP DIREEREL/N T DIEEN ANE DO TH, ZEAT N 7ML VBRI TES
&I, COHRET—HDIEELH DHREHEBAEBEALTVEY

Ethernet R2—4A%vk RX/RA Bn#fkiiBZE

nau AL

57



A Honueo .
Electranic

7.5.3. YIMRBE (4 Dz AN\ 4Y)

TAaAVR—FAITIX. d ATV R TEGEZR T I 5B TY,

>command=d

disconnect

TCP flag packet ACK FIN send to 192.168.0.97:20000
TCP handshake ACK flag received OK.

TCP handshake ACK & FIN flag received OK.

TCP flag packet ACK send to 192.168.0.97:20000

-- CONNECTION CLOSED --

IAAVHR—RHE d ARV RTEREZR T 585 TTH.
(1)= 43> R—K(192.168.0.80)—PC(192.168.0.97)
(2)PC(192.168.0.97)—< 4 3 K—K(192.168.0.80)
(3)PC(192.168.0.97)— <4 3 K—FK(192.168.0.80)

(4)< 43> R—K(192.168.0.80)—PC(192.168.0.97)

B AEDT—ENEEENTVET , (EDF=H. 4 ITA NI TAVERENFET)

—(Q)DIAAVKR—EMS PC O@EIE/ 4y Ml —
-Ethernet N4 (14)

70 | B5 | E8 [ 20 | BD | 73 [ 00 | oD | 76 | @@ | 40 | 01 | @8 | @@
585 MAC 7FL R #{E5T MAC 7KL R Eth?lrFr:et4 t)ype
\Y

- IP ~wA(20)
45 | o0 | 00 | 28 | 00 | 04 | 40 | 00 | 80 | @6 | 78 | cA | co | A8 | @0 | 5o
IPv4 | Service Total ID Fragment TTL | Protocol | Checksum FETIP PRLA
~w& | type Length TCP (192.168.0.80)
208 40 /34~

co | A8 | o0 | 61
EIEE IP FRFLR
(192.168.0.97)

-TCP A4 (20)
c3 | 50 | 4E | 20 | @0 | @0 | 23 [ 41 | 65 | 14 [ oF | 2c | 50 | 11 | o5 | B4
Source port Destination Sequence Number Acknowledgment Number Headersize Window
(50000) Port + 1460
(20000) Flags
7F | 2B | o0 | oo
Checksum Urgent
Pointer
“INT42J(6)  --Ethernet JL—LRKIE 60 NA ;D =/ T 12T T—2BM
| 00 | 00 | o0 | o0 | @0 | o0 |

58
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HoHUED

Electronic
TCP 734
0b0101 0000 0001 0001 b4:Acknowledgment s
0b0101 0000 0001 0001 bO:Fin BEHEORT
—(3)D PC Wb/ R—RD@EIE/ Yy il —
-Ethernet N4 '(14)
00 | oD | 76 | @0 | 40 | @1 | 70 | B5 | E8 | 20 | BD | 73 | @8 | @@
58% MAC 7RL X #{ETT MAC 7RL R Ethernet type
(IPv4)
“IP A% (20)
45 | o0 | o0 | 28 | 4D | 8D | 40 | 00 | 80 | @6 | @0 | @0 | Cco | A8 | @0 | 61
IPv4 | Service Total ID Fragment TTL | Protocol | Checksum FETIP PRLA
~yg | e Length TCP (192.168.0.97)
208 40 /3 Ak

co | A8 | o0 | 5o

EIEL IP PRLR
(192.168.0.80)

-TCP A4 (20)
4E | 20 | 3 [ 50 [ 65| 14 | oF | 2c | o0 | @@ | 23 [ 42 [ 50 | 10 | FF | 48
Source port Destination Sequence Number Acknowledgment Number | Headersize Window
(20000) Port + 65352
(50000) Flags
82 | 1C | oo | o0
Checksum Urgent
Pointer
INT42J(6) --Ethernet JL—LRIE 60 /A bDT=h/ T4 5 T—45EM
| 00 | o0 | o0 | o0 | @0 | @0 |
TCP 234
| 0b0101 0000 0001 0000 | b4:Acknowledgment IS
—((3)D PC MbIAaVR—RDEE/ Ny Myl —
-Ethernet N4 (14)
00 | oD | 76 | @0 | 40 | @1 | 70 | B5 | E8 | 20 | BD | 73 | @8 | @@
58% MAC 7RL X #{E5T MAC 7KL R Ethernet type
(IPv4)
“IP A& (20)
45 | 00 | @0 | 28 | 4D | 8E | 40 | 00 | 80 | @6 | @0 | @0 | co | A8 | @0 | 61
IPv4 | Service Total ID Fragment TTL | Protocol | Checksum FEETIP PRLA
~vg | BPe Length TCP (192.168.0.97)
208 40 /34 k
o | A8 | o0 | 50
#EE5x IP FRLR
(192.168.0.80)
_ — - - 59
Ethernet R2—%4% vk RX/RA BRKERBIE  #tait ﬂ‘ﬁ



A Honueo .
Electranic

-TCP A4 (20)
4E | 20 [ 3 | 50 | 65 | 14 [ oF | 2C | @0 [ @0 | 23 | 42 | 50 | 11 | FF | 48
Source port Destination Sequence Number Acknowledgment Number Headersize Window

(20000) Port + 65352
(50000) Flags
82 | 1C | o0 | oo
Checksum Urgent
Pointer
“INTA2(6)  ---Ethernet 7L—LRIE 60 /NAcDT=D/\ T2 T—3BM
| 00 | 00 | o0 | o0 | 00 | o0 |
TCP 234
0b0101 0000 0001 0001 b4:Acknowledgment o
0b0101 0000 0001 0001 bO:Fin BHEORT
—(A)DIAAVR—FME PC D@EE/ 7y Ml —
-Ethernet A4 (14)
70 | B5 | E8 | 20 | BD | 73 [ 00 | oD | 76 | @0 | 40 | 01 | @8 | @@
3E5E MAC 7KL R #EIET MAC PRLR Ethernet type
(IPv4)
-IP A& (20)
45 | o0 | o0 | 28 | 00 | o5 | 40 | 00 | 80 | @6 | 78 | c9 | co | A8 | @0 | 50
IPv4 | Service Total ID Fragment TTL | Protocol | Checksum FETIP PRLA
A | e Length TCP (192.168.0.80)
208 40 /8 Ak

co | A8 | o0 | 61
BEIEL IPFRLR
(192.168.0.97)

- TCP A4 (20)
c3 | 50 | 4E [ 20 [ @0 | @0 | 23 [ 42 | 65 | 14 [ oF | 2D | 50 | 10 | o5 | B4
Source port Destination Sequence Number Acknowledgment Number Headersize Window
(50000) Port + 1460
(20000) Flags
7F | 2A | o0 | oo
Checksum Urgent
Pointer
INT42J(6) --Ethernet JL—LRIE 60 /A bDT=h/ T4 5 T—45EM
| 00 | o0 | o0 | o0 | @0 | @0 |
TCP 734
&

| 0b0101 0000 0001 0000 | b4:Acknowledgment

60
Ethernet R2—%4% vk RX/RA BikiiBHE
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y A HOoHUED
Electronic

TCPTextServer.exe #5317
192.168.0.97
[70:B5:E8:20:BD:73]

>

1 (1) Flags=ACK & Fin

(2) Flags=ACK

192.168.0.80 <

00:0D:76:00:40:01| <

(3) Flags=ACK & Fin

HSBRxxx (4) Flags=ACK PC
IAaAVR—F >
DSAT Uk H—/\—

(ACK EFIN 7597 %1£5 (UIEE) VT AN 54)
(2QACK 755 %%£5 (UIkE Z 58T 54

()ACK & FIN 755 %% 5 (UIiE Z 58T 54
(4)ACK 755 %:£5 (UIlrE ) VTR 54

YIMEDDPYERY L, TCP 755 %85t 4 EPYRYLET,
TCP [X UDP [CERBE, T—3% £ DR IEGREREBELY . T—2%2(THS[RIZ ACK 755 %R L1
Y, o= RBEPREERBSFEYIKRELEYLAETNIEESHVLO TS OEEITY,

EEIGS TN @GNS EEICHERELY . N TN IEEEBY ICEA G- FHE THELVEEFICHY
BALYTHHHEANEARAENTOET DT, T—HZEETHRDERIEEL TCP DANBNTNET,

Ethernet R2—A2F vk RX/RA BUkERBAE  #zteit jb:l‘% 61



/"FﬂﬂﬂJﬂD,
Eleccranic

7.5.4. UI¥rEF GREI LM

TAaAVR—RAITIX. D IR THERER T I 5HBIETY,

>command=D
disconnect(force)

TCP flag packet RST send to 192.168.0.97:20000

o TCPTextServer — [m] X
EsRi-rEs 25
Egivt-y oY
(BANTLFET)
o7 EEE5.SELELE (ST 192.1680.6050000)
i
TCPTextServer.exe Z£1T
|
1 X [70:B5:E8:20:BD:73]
1
1
(1) Flags=Reset '
i >
[00:0D:76:00:40:01] \
HSBRxxx | ' PC
TR :
HSAT Uk ! T -
(1)Reset 755 %1% %
FADRRRM G, Reset 757 %#E 51211 T, TDHRDOYERY EHYFEE A,
—(1)DIAAVR—FM 5 PC D&EE/ 7y Mil —
-Ethernet N4 (14)
70 | B5 | E8 [ 20 | BD | 73 [ @0 | oD | 76 | @@ | 40 | 01 | @8 | @@
58% MAC 7RL X EET MAC ZRL R Ethz-‘lrFr;ei1 t)ype
V.

- IP ~wA(20)

40 | o0 | 80 | @6 | 78 | cC

o | A8 | @0 | 50

45 | 00 | o0 | 28 | @0 | @2
IPv4 | Service Total ID
~yg | bpe Length

208 40 /3 A+

Fragment TTL | Protocol | Checksum
TCP

ZEETIP FRLA
(192.168.0.80)
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co | A8 | o0 | 61
#EIEX IP FELR
(192.168.0.97)

- TCP A4 (20)

A Houueo .
Electronic

c3 | 50 | 4E | 20 | @0 | @0 | 23 [ 19 | 1c | F1 [ 21 | CE | 50 [ @4 | o5 | B4
Source port Destination Sequence Number Acknowledgment Number Headersize Window
(50000) Port + 1460
(20000) Flags
B4 | E1 [ o0 | oo
Checksum Urgent
Pointer
INT42J(6) --Ethernet JL—LRIE 60 /N bDT=h/ T4 5 T—4EM
| 00 [ 00 | 00 [ 00 | @0 | @0 |
TCP 754
| 0b0101 0000 0000 0100 | b2:Reset R
—Wireshark TD /Ny ha L T —
I Reere ST - o
IrWR RBEE RV BBG IR0 aWN) F5HE EZy SEW Y-IM ATH)
dm i IBREB_Re=>=F 25 aaand
(M[E57105 .. <Cul/> BER -]+
No Time Source Destination Protocal Lengtl Info ~
Internet Protocol Version 4, Src: 192.168.8.88, Dst: 192.168.8.97 78 b5 8 28 bd 73 @8 Bd 76 8@ 48 81 B8 68 45 8@ p s wefd--E
“~ Transmission Control Protocol, Src Port: 58808, Dst Port: 20008, Seq: 1, Len: @ B@ 28 @8 @2 48 8@ 80 @6 V5 cc cB ad @@ 58 @ a8 (@ x P
88 61 c3 50 4e 28 @8 88 23 19 1c Tl 21 ce 5@ B4 a PN # r-p

Source Port: 58808

Destination Port: 2@e8e

[Stream index: @]

[stream Packet Number: 1]

[Conversation completeness: Incomplete (32)]
[TCP Segment Len: @]

Sequence Number: 1 (relative sequence number)
Sequence Number (raw): B985

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: 485564378

Acknowledgment number (raw): 485564878

8181 .... = Header Length: 2@ bytes (5)

v Flags: @x@@4 (RST)
@88, .... ....
B

RN - PR
8., ...
N : .
R - R
. 8.,
.. «1.. = Reset: Set
. ..B. = 5yn: Not set
cers wesaa ...B = Fin: Not set
[TCP Flags: *++e+ese=+*R+]
Window: 1468
[Calculated window size: 146@]
[Window size scaling factor: -1 (unknown)]
Checksum: @xb4el [correct]
[Checksum Status: Good]

Reserved: Not set

Accurate ECN: Not set

Congestion Window Reduced: Not set
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Not set

Push: Not set

<

85 ba bsa el 0@ 88 08 B0

aa ea @0 ea

O ¥ wireshark_{-#%y FHT5603.pcapng

Sk 11 5238 0(0.0%)

F0774 )2 Default

AITANIED AV EFRGY 1 BDBETERTLTVET,

Reset 7545 & DT —42%Z{ELT-{AI(TCPTextServer.exe)l&. IS L2 &Y T X MRy R IZT 58I L) i &

LAY E—DERRSETVET,

Ethernet R2—4A%vk RX/RA Bn#fkiiBZE

nau AL
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SEE&EREA

EHTERIC OV TR R—LR—DFTERALEELY,
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nan NtBL
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