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7. RAxxx_UDP A<z /k
CD AD

SOURCE¥RAxXxX_yyy¥RAxxx_UDP.zip
(FEALTWSTMAVR—RIZIEL=T70I) ET—IAR—=R[ZA UR—FLTLEZELY,
ATODIIME,

- YAAVR—F DS DBEERICK LT UDP T—2(THXF R A E—D) &EET D

M DEBFENSIAAVR—RICH L TRATE!- UDP T—2(THX R AYE—D)ERTTH
BETVET,

‘FSP TE9 5RX2vY
aVR—Rb ik
r_ether Ethernet
r_sci_uart SCI(UART)&IE (R4 FBITk->TI& r_sci_b_uart)
r_gpt 424<(100ms &)

(—=RAxxXx_MAGIC_PACKET/RAxxx_MAGIC_PACKET2 ALz kEEL)

- A—HYEROTBRT S L0—F

TAIE (A7) T7AILE ikl

board board.h R—FEHHRE

arp arp.c ARP O7Bba)LERYIRSEE
arp.h LEEAYS

client text_client.c UDP DFF AP Ayt—UDEETOTSL(DSATUN)
text_client.h EREAvE

common ether_common.c Ether D704 SLATHBICFERT %
ether_common.c EEAvE
ether_operation.c IP 7FLRALGEDESR
ether_operation.h LiEAvS

ethernet ethernet.c A=Y RybAYEERY RSB
ethernet.h LREAYS

interrupt ether_interrupt.c F ) AHBEER
ether_interrupt.h LEEAYS

ip ip.c IP(InternetProtocol)Z &5 B4k
ip.h EREAYVE

main main_ether.c A B

ping ping.c ping ZEXY1ESEE%
ping.h EREAYVE

sci sci.c UART ALIZRS %
sci.h LiEAYS

server text_server.c UDP DT X R AYE—CDHFLZITTOT 5L (H—N)
text_server.h LEEAYS

udp udp.c UDP Z#ERY#k5E%K
udp.h LEEAYS
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BER. UTOHRGAYE—ONRTEINET,

Copyright (C) 2026 HokutoDenshi. All Rights Reserved.
RA6M?2 Ethernet UDP text client/server sample program.

COMMAND:
t: send text message set
p : send text message print
s : send text message

USAGE:
PUSH-SW : ping send
LED : message received

-setting address-
communication target IP address -> 192.168.0.81
this board IP address -> 192.168.0.80 (MAC address -> 00-0D-76-00-40-01)

-setting port-

UDP server listen port -> 30000

UDP client dest  port -> 30000
UDP client source port -> 50000

address/port setting change -> Please input 'A" within 10 seconds.
>

T 74 ILLTIE,
BEHFOIP 7FLR 192.168.0.81
AR—K®D IP PEL R 192.168.0.80
AR—K® MAC 7KL X 00-0D-76-00-40-01
UDP H—/\D#F5 %= (+7R—k~ 30000
UDP 9547 bDAvt—I ME(E5ER—E 30000
UDP 547 b TEETTELTHEAT H7R—F~ 50000
TY, BEFICT YL 2XAYFH ON [THO TS E EEXRERR—FD IP PRLADNHIZERESNFET )

CNODEZEA-VEE(E, EEER 10 LRI, F—HR—Fhd AZA AL TSN,

A AABE(X.

-- IP/MAC address settings change --

COMMAND:

: communication target IP address

: this board IP address

: this board MAC address

: UDP server listen port (default = 30000)

: UDP client dest port  (default = 30000)
: UDP client source port (default = 50000)
: print setting

: exit setting

DT Ol h WN =

1~6 TEREDTRLRER—IBEES DR EEELEEARETT,
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10 #R@%. F=IE IP FRLRBEDERTERIZ. SfEFABLET .

network operation start!
Ether0: LINK-UP

- Ty A XA YF T ping &S

"ARP YU TR KB E L ARP YT SRS

-ping BRA TEIGEEIENEERT

ELVSENMEIL. RAXXX_PING 7OS IS EIERAN T, ATODCTIMTEEMTT .

-ether_operation.c

//ARR—FDOMACT KL R
unsigned char g_src_MAC[6]

{0x00,0x0D,0x76,0x00,0x40,0x01};//00-0D-76 HokuotoDenshi vender code

//BIERFDOMACT KL R
unsigned char g_dst_MAC[6] = {@};//7 0% 3 ANTEEMRFICHLTRA

[/ARR—FDIP7 FLR (, TRYIZDBITER) XERT Sy FT—U L TER
unsigned char g_src_IP[4] = {192,168,0,80};

//BEBRFOIPT FLR (,TRYISHBITER) XATAY S LTI, SSTHRELLEFICUDPTTFR A YvE—D
ziEd
unsigned char g_dst IP[4] = {192,168,0,81};

/175472 b BT (RK—K) K— FES
unsigned short g_client_src_port = 50000;

/1S54 TF 2 b BER— FEE (U—\AIECOBEESTHLZITTLWEEEETE)
unsigned short g_client_dst_port = 30000;

[/H—\B . FEETAR— MBS (BEEFNIMERT LHR—+ES, £5)
unsigned short g server_src_port = 0;//7045 S5 LRNTREEMFICEHELCTHRA

[/ —\B : EER— FEE (KR—F, COFESTHLRIT)
unsigned short g_server_dst_port = 30000;

IP 7RL X4 MAC 7RLL R FRR—MESLEDHEAEIL. ether_operation.c RICERINTLVES , T 74
IWMEZEZBI5EE. COT7AIILHDEEERLTE JLFLTZELY,
(KEERICAITFDANTHEAR—IEFETEETEEY)
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7.1. AMUBE#¥TONE

main_ether.c M main_ether() TI&.

- A—HOHHLLE

‘PHY Fy7 DUtk

-SCI #1#A1E

TYARAYTFDF VY

-T2 R yFH ON DIFEIL. IP 7RL X=192.168.0.81, MAC 7KL X=00-0D-76-00-40-02 |ZEF%7E
DAYV E—U KRR

X — R—FHOSDAHNHE (10 B TRAA LTI TEAED)

‘PHY Fy7 D)ty MR

-Ether D#1HA1E

A N—T

DWEETHo>TNET,

AMUIIL—TTIE.
‘AP DA T—RAF VY
Ty AR YFHRREINTINVSIG AL ping 2£1(E
-ZET—AONE

F—R—RASDIATURDME

O TULVET,
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a1—HHHE

e |

PHY Fv71) vk

SCI #1#A1t

TYL 2R VF
FerHRY

10 7 loop

F—HR—F
HAH Y

e
no
10 ##%:8
no

10 7 loop

ether_user_init()

COHT CMTO
(100ms 21)
EE

sci_start()

change_address()

IP 7RLZA®D
EEQE

es

(@]

i

PHY Fv7
)ty MERR

Ether #1#11E

AL loop

ART—HRHER

ping %15

ZEF—50

s

no

AL loop

R_ETHER_Open()

R_ETHER_LinkProcess()

ping_request()

receive_data_process()

keyboard_command_process()

ATODHRTIEL BB 10 EIBT 5L, RUMT—VDBEEBRIBLET . iR 10 LRI, F—HR—F
RELENBICHITLES .
Fo  AMUIN—THATEF—R—FIoDANERZFRHTET  AMVIL—THATs EANTHE UDP THYE—

Mo AZEANTHE. TELR

DEEELET,

TR yF ([ BEHFIZHREL IP PRLRIZ ping #XELET .
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7.2. UDP M#{ENIE
£ —R—FHD s ATUREANT BE. BELIEIELIC UDP ThybE—SFRELET,

sSaAYURFDOA B

>command=s
send text message to 192.168.0.81 port 30000

send target 192.168.0.81 -> MAC address not resolved.

ARP request (192.168.0.81-> MAC address?) send

ARP reply received from 192.168.0.81, MAC address = 00-0D-76-00-40-02
UDP text data send to 192.168.0.81:30000

FFOEHE. MEIEZFRFSNET,

#EIEEESK (T TIE, 192.168.0.81) (T3t iy T D MAC PRL RZFHHAELD T, ARP JJITART MAC 7KL
ADFER(192.168.0.81 [CERESNTLAHEZD MAC PRLREHRB) E1TLVET . MAC 7RL R$IBRE(Z,
UDP THAYtE—U%FEELET .

EET DAYE—VE, TIAILETIL hello,world "TI L tAYURT EEAY -V EETEET,
(ATOTSLTIE AvE—CDRSE 16 XFFTELTWET  EETENMMLEIZ 16 /S FELTUVET S )

Ayt—TMEER.

text_packet_send()
B TIToTLVET,
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text_client.c

int text_packet_send(unsigned char *dst_IP, unsigned short dst_port, unsigned char *text_data)

{
//UDPTF R kA wt— % EREH

//RYIE

// ETHER_SUCESS(@) : IEE#KT

// ETHER_RET_SEND_QUEUE(1) : iEEFa—ITAo7tz (FEHNEzINERETIEE)
// ETHER_RET_FIFO_OVERFLOW(-13) : RIEIOMEUHE LDEEMNRTET GEXEHD)

unsigned short ij;

if (g_delay_execution_count != 0)
[IBEETNRTD1—ILEINTLEOTHBETVH LITEMNET S
sci_write_str("¥nMessage send scheduled, so skip.¥n");

return ETHER_RET_FIFO_OVERFLOW;
}

/1Ay E—UFEXDMACT FLR
if ((g_dst_MAC[@] == 0) && (g_dst_MAC[1] == @) && (g_dst_MAC[2] == @))
{ J
* BAFEMACT KL ADFEEI/NA b (RUAO—F) HexeeDiHFE
¥ IP7 RLREMACT FLADXEAHIBE L TLVEWLWDTARPY VTR +EED
*/

sci_write_str("¥nsend target ");
sci_print_IP(dst_IP);
sci_write_str(" -> MAC address not resolved.¥n");

ARP_request(dst_IP);

//SEIFARPY VIR R EESTHRTET D
/] (BARTAYyE—DEEEMEEERET LIP-MACKIGAFIBAL TWAZE(XUDPA v E—%1ED)

[/ BERTERT D a—)
g_delay_execution_count = 20;//100msEIZHRRK20E A v —IUFEEEZHITT S

/I BEETHICSEINSEIH

for (i=0; i<4; i++) g_delay_execution_dst_IP[i] = *dst_IP++;
g_delay_execution_dst_port = dst_port;

for (i=0; i<17; i++) g_delay_execution_text_data[i] = *text_data++;

return ETHER_RET_SEND_QUEUE;
}

//FBEMACT FLADNHIBAL TWWBIGEEA v E—DFEFITS
text_packet_send_core(dst_IP, dst_port, text_data);

return ETHER_SUCCESS;

UDP Ayt— 3 EBEBUT LR DHRICHE-TULVET,

Ayt—TRIELED IP FRLRIZHT B MAC ZRL AN TRBAAIGE (X, ARP U TR (ARP_request()) 21T
LT, REHZEIRITES , TDE. 100ms BEDRFATEIVAHIL—F VN T, MAC PRLADBRMNTETLNIL,
UDP TAYtE—U%EELET,

AEHETDINIUY T MAC FRLRADBRNTETLINIEL, UDP Ayt—J R ERABOERATHD
text_packet_send_core()ZE{TLEY,
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At —CFERABMOARIARTHS. text_packet_send_core()[F. L FDHEIZH->TLET,

text_client.c

static void text_packet_send_core(unsigned char *dst_IP, unsigned short dst_port, unsigned char
*text_data)

{

unsigned short ij;

ETHERNET_HEADER ethernet_packet;
IP_HEADER ip_packet;

UDP_HEADER udp_packet;
PSEUDO_HEADER udp_pseudo_packet;

ether_return_t ret;

unsigned char send_data[60] = {0};

//Ethrnet/X4y FDERTE//

//BBFEMACT R LRIEARPY U TR FTHIBALF-MACT FLRZERE, EETIFARR— FOMACT FLRZIEE
for (i=0; i<6; i++)

{
ethernet_packet.eth_dst_MAC[1i]

ethernet_packet.eth_src_MAC[i]

g dst_MAC[i];
g src_MAC[i];

}

/14 =3y AL T(IP)
ethernet_packet.eth_ethernet_type = 0x0800;

[/IPANY BDERTE//

[/N—=2 3V RUAYER
ip_packet.ip_version_length = 0x45;

/11Ny MERE
ip_packet.ip_service_type = 0x00;

[/IPT—B TS5 LORE
ip_packet.ip_total_length

20 + 8 + 16;

A A ANOE: ¥ Es
ip_packet.ip_id = @xABCD;//AT 0¥ 3 LTIXEREE

[11%7 Y b DRENEE
ip_packet.ip_flags_fragment_offset = 0x4000;

//Iv—53 R EIH D R
ip_packet.ip_time_to_live = 0x890;

// B/ T0 ka)LDFEEE(UDP)
ip_packet.ip_protocol = 0x11;

/[/F Ty 8L (ZZTIHRIE)
ip_packet.ip_checksum = 0x0000;

[/ EETIEARR—RFOIP7 FLRERTE, JBEIPT FLRIKSIBTIEESNIZIPT FLRAZHRE
for (i=0; i<4; i++)
{
ip_packet.ip_src_IP[i]
ip_packet.ip_dst IP[i]

g src_IP[i];
dst_IP[i];

}

/I FzvIHYLDFHE
ip_packet.ip_checksum = ip header_sum(&ip_packet);

12 Ethernet R2—42% vk RA ERikEREAE  #texn jb:ll@g
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-text_client.c (#:x)

//UDP~y B DERTE//

//EETR— bk
udp_packet.udp_src_port = g_client_src_port;

//5BFEAR— K
udp_packet.udp_dst_port = dst_port;

/12T AV EDES
udp_packet.udp_length = 8 + 16;//~Nv58/\( b, A vt—T16/84 k

//F Ty ¥ L (ZITIRRIE)
udp_packet.udp_checksum = 0x0000;

//UDPF = v I H LFHED-HUDPEELUANY &

for (i=0; i<4; i++)

{

ip_packet.ip_src_IP[i];//EETTIPT FL X
ip_packet.ip_dst_IP[i];//&IEXRIPT KL R

udp_pseudo_packet.ip_src_IP[i]
udp_pseudo_packet.ip_dst_IP[i]

}

udp_pseudo_packet.zero_padding = 0;//F0/8T 4 245
udp_pseudo_packet.ip_protocol = ip_packet.ip_protocol;//J;ﬁi:fElF::)LO)ii%E(UDP)
udp_pseudo_packet.length = udp_packet.udp_length;//UDPtJ A > FDES

[IFTYIHLDFHE
udp_packet.udp_checksum = udp_sum(&udp_pseudo_packet, &udp_packet, text_data, 16);

//UDPA vy t— /N4y b = ETHERNETA W A (14) + IPAY A (20) + UDPAYH (8) + UDPT—4H (16) ¥ T
(F16/8f FDA Y E—DFEEDNELT D

ETHERNET_header_to_stream(&ethernet_packet, send_data);

IP_header_to_stream(&ip_packet, &send_data[14]);

UDP_header_to_stream(&udp_packet, &send_data[14+20]);

//UDPT—3 DEXE
for (i=0; i<16; i++)

send_data[14+20+8+i] = text_data[i];
}
[/ BE58/3 1 b, EET—H(FT60/31 +

//UDP/X/T vy N3E1E
ret = R_ETHER_Write(&g_ether@_ctrl, (void *)send_data, sizeof(send_data));

sci_write_str("UDP text data send to ");
sci_print_IP(dst_IP);
sci_write_str(":");

sci_write uintl6(dst_port);

if (ret != ETHER_SUCCESS)
{

sci_write_str(", [failed]");

sci_write_str("¥n");
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’ HOoHULCD
Eleccranic

—EERITRET ST —5—

Ethernet 0 e
~H (14) RAO—K(46) _
~
IP A4 (20) IP R4 A—F(26)
>
UDP oS e
A4 (8) UDP R4 O—F(18) N EPARES

Ethernet 7L—L&LTIE 60 /XA RDT—4, Ethernet ZL—LDRAO—K(L, IP AyA +IP RAO—KTH
o IP DRAO—FI[E, 512 UDP DAYH +UDP RAO—KR THEM NS TT,

— B/ Ny MEl—
-Ethernet N4 (14)
00 | oD | 76 | @0 | 40 | @2 [ 00 | oD | 76 | @0 | 40 | 01 | @8 | @@
58% MAC 7RL X #{E5T MAC 7KL R Ethernet type
(IPv4)
- IP ~wA(20)
45 | o0 [ @0 | 2c | AB | cD | 40 | 00 | 80 | 11 [ ?? | ?? | co | A8 | @0 | 50
IPv4 | Service Total ID Fragment TTL | Protocol | Checksum FETIP PRLA
~s | type Length (*1) ubpP (*2) (192.168.0.80)
208 44 134k

co | A8 | o0 | 51
#EE%X IP PRLR
(192.168.0.81)

-UDP A4 (8)
c3 | 50 | 75 [ 30 | eo | 18 [ ?? [ ??
Source port | Destination length Checksum
(50000) Port (24 131 F) (*3)
(30000)
-UDP T—%(16)
68 65 6C 6C 6F 2C 77 6F 72 6C 64 20 20 20 20 20
'h' ‘e’ i i ‘o' ‘w' ‘o' is I d' ' ' ' ' '
INT4(2)  --Ethernet JL—LFRIE 60 /XA bDT=h/\T 12 T—5EM

CDIP AYERAD ID &, TATAY S LTIEL OXABCD IZEIEILTLET

(2IP AYERDF Ty IS LIZELTIX., 5 E(G.6) THHEAZEEFRLTLNET,

1 Ethernet R2—42% vk RA ERikEREAE  #texn jb:ll@g
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(*3)UDP ADF o4 LD EAEICELTIE, UTORISHYET,

SRS (12 784 F)

UDP A& &IERNIZ, SNV EERLET,

J4—ILF bit 31 kS 74545l

Source IP Address 32 FEHETIP PRLA C0 A8 00 50
Distination IP Address 32 FEIEX IPTRLR C0 A8 0051

Zero padding 8 INT 124 (0x00) 00

Protocol 8 Z0kajL (UDP MiF& I 0x11) 11

Length 16 UDP 5 AV D ES (NS +T—2)[/131H] 0018 (24 /"Ak)

12 NAFDRUNYTZE 2 NAFEGETRUVET,

—81A1(bitl6 Z 0 ICLT. 1 %MET 3)

| CoA8 050 | C@A8 | @e@51 | o011 | o018
HEEFEMICMELTLK
CoA8 [ + | eo50 | = COF8
CoF8 | + | coas | = | 181p0
81A1 | + | ee51 | = 81F2
81F2 | + | ee11 | = 8203
8203 | + | ee18 | = 8218

-OXFFFF ZB A =358 1%, OXFFFF B2 =590 D= L GIHTIEIEL T, 1 ZNE 9 5(0x181A0-0x10000+0x1)

—1 OFHEFN, one_complement_sum()

-UDP A4 (8 7181 F)

FIvIH LREDT—5% 2 (M BIZRY)S

| 350

7330

|

0018

| o000 |

(FxvoH LEHETBHEEIEFvIY LD T«—ILRIE 0x0000 TEHE)

BNV OIMERBRICHEZEMICMELTIK

821B + C350 = 1456B —456C
456C + 7530 = BA9C
BA9C + 0018 = BAB4
BAB4 + 0000 = BAB4

‘UDP T—4A (S EIE 16 /81 k)

FIVvIY LHREDT—5% 2 N(MBIZRE)S

FIvsH Lk 0x0000 TitE

| 6865

6C6C

6F2C

| 776F | 726C

6420 | 2020 | 2020 |

Ethernet X2—4% vk RA Enik
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FRUANYS +UDP ANy DIMEHRICHEZEMIZMELTLK

BAB4 + 6865 = 12319 —231A
231A + 6C6C = 8F86
8F86 + 6F2C = FEB2
FEB2 + 776F = 17621 —7622
7622 + 726C = E88E
E88E + 6420 = 14CAE —A4CAF
4CAF + 2020 = 6CCF
6CCF + 2020 = 8CEF

~8CEF = 7310

UDP ANyA NIZEHAENZF oY LDIEIL, 0x7310 £LHYFET,

IP AYARDOFyIH LITEHMIC 1 OWEHANDOREELZYETH, UDP DF v IH LAIEBEUANVTEFTEIZE
HEEANERLBYET,

(X, Ethernet Ay4 +IP AY4 +UDP AYA +UDP T—4% /A1 Ml [T AL T, API B3k
(R_LETHER_Write()) TE{E T HELVSHETY .

text_packet_send()BE#TlE. MAC ZRL RFERFBEAHDIGEILES[TAYE—DFEE, TOTHEWGEE (X KB
HHNTIXARP VIITAMEERTLT, AvtE—CDREFIFETEETIRIIR TV 21—ILDOEBREEIT>CHAKEIRT
F9,

-text_packet_send() (text_client.c )

R

yes
Uaél:i)gp A=Y text_packet_send_core() ARP YT Ab ARP_Request()
end BIEAEER

bk |
BEICBEGINTA—E
R

end

ARP Y T ZArDFEREURIE, A2 IIL—THDZEB # (receive_data_process() A TITHNET
AT a—)LEnt=Avt—TMEEIK, 100ms EDEIYIAHBEBANTEITINET,
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-ether_interrupt.c

void gpt@_callback(timer_callback_args_t *p_args)
{
//100ms &\ AH B
extern unsigned short g_sw_read_counter;
if (TIMER_EVENT_CYCLE_END == p_args->event)
[/ A YFDFHIY ZE—ERREBRICERICT H0IE
if (g_sw_read_counter != 0) g_sw_read_counter--;
//UDP AytE—TEEDETNRTVa—ILENTWDIGEIEETTS
text_packet_send_schedule();
}
}

ether_interrupt_cmtO (&, GPTO T 100ms &IZE{TSh DB TY,
text_packet_send_schedule()l&. BEEEENRT 21— ILSNTNEIMNERERL. RT7P1—I)LENTWT,. HhD
MAC 7RL ADFERMTETLINIE, UDP Ayt—U%EELET,

text_client.c

void text_packet_send_schedule(void)

{
//UDPTH R F A v t—UEEEH GEERT)

//RYE
/] BL

ELE:
// BL

/ /&8

// text_packet send()BEEAMEENT=AIP7 KL R EMACT FLRADBRMNTETULRWNMES. B LAREHE
HATAYE—CDEEZNIET S

/IR ) ) . )

[/ BATEYAHATHEENSEE T, HENSEENSEKLGDT static EHEEIFLTWELAL—HFEHKTIE
A A

if (g_delay_execution_count == @) return;//BEETNRT T a—/)LEINTLVEL

/I *AtE—UFEIEXDIACT KLRAEF VY
if ((g_dst_MAC[@] == @) && (g_dst_MAC[1] == B8) && (g_dst_MAC[2] == 0))
{

//MACT KL RDVEER L TULVALY
//EEHRTREERST

g_delay_execution_count--;
if (g_delay_execution_count == 0)

{
[/ BRREBITEIZRE TE LA, MACT RLRADERNATE TN
sci write_str("¥ntext_packet_send : Retry count over error.¥n");

}

return;

}
//BEMACT FLRAAHBLTNRHRIEA v E—UREETS

text_packet_send_core(g_delay execution_dst_IP,g _delay execution_dst_port,
g_delay_execution_text_data);

[/ CRUBOFEERITEF v oL
g _delay_execution_count = 0;

Ethernet R2—4% vk RA BULERBAE  #tsu jb:l‘% 17
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text_packet_send()BE%tAI T. g_delay_execution_count [& 20 HtvbENFEST DT, 100ms EIZEHRK 20 [E)X
ExHAFT . 100ms x 20(2 #) LLRIZ, MAC 7L ADRR (ARP )T 54 DRZAZ) N TERUVMGEE (T, EEEH
HFEI,

UDP DIBE . B#ICT—4%1E{ET AT TTH . MAC PRLRADBRNTETLSIES (BIEREE) &, TET
WELMEE GRIEEEEEFZRY 21— )L) TMEBE ST TULVET,

BH. . ATOCIHRTIE. 1B ARP YTS5A4%E2ZF{ELT MAC ZRL ADBRNTE1BE . Kk EMIZ MAC 7KL
ADEZEEELET,

PC % ETIE. MAC PRLADEZRMTE-IHE . —BMIZ MAC PRLRAEZEEL. MO TEETT 42 HEL

THBEARP VIIRMNERTITEION—EIHITYT, (IP PRLARE MAC 7RLADBERZIZEIMAZLDELTEESL
TWEd,)
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7.3. UDP M Z{ENE

RAxxx_PING 7AY /LTI, Ethernet NyA IN®D Ethernet #4740 IP AYA RO TARIILD T —ILEER
T.ARP QT —AR7%EMH ping DT—RHEDOMNEFIELT, WEEH(FTLEL .

ATODIIMIBNTE, IP AYTROTORIILT4—ILEH 0x11(17:UDP) THAIHAE D EHES ITZBML TN
BT, RERIZIX RAXxX_PING 7OD VD ZENEBLEEL DR TIEIHYER A,

UDP DT —AZETIE. HFEZTHR—FEEEL T, TI74/LETIX 30000 BEDOR—FTHLZFTULNET A, ]
MNERIZHFLZ T TOVSLZELETWWAIRTEHYEE A,

Iy t—UERIELIZBE

ARP reply send (this board MAC address = 00-0D-76-00-40-01) to 00-0D-76-00-40-02
UDP text data received -> "hello,world " from 192.168.0.81:50000

FRFDERE, HHFEND ARP VYT RN E=EEDHRTEINET
(BEHAFNAT/IVR—FDOFZEE. MEBEED 1 BT, BEHRFA PC DBEE., HIEREEDRLN THLE
HBICRRSNFET )
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-main_ether.c, (receive_data_process() ik#%)

void reveive_data_process(void)
{
[IRET—2ENET HEH
unsigned char *addr, *addr2, *addr3;
unsigned short flag;
int ret;
unsigned char text_message[UDP_MESSAGE_SIZE];
unsigned short from_port;
unsigned short i;
ret = ether_recv_data_access(&addr, &flag);//ZEV TNy I 7ICEMENTWESET—2 5S8R
if (ret == ETHER_NO_DATA) return;//ZET—%7%L
ETHERNET_HEADER ethernet_packet;
stream_to ETHERNET header(addr, &ethernet_packet);//={ET—4% MEthernet~w 4 &0
addr2 = addr + 14;//EthernetANy S DA Tty b (14,84 +BLUEAEthernetNy # ZBRULN=-T—4)
switch (ethernet_packet.eth _ethernet_type)//Ethernet® 4 JTHMIEES (T3
{
(FRE8)
case 0x0800: //IP/\/v FDEF
{
IP_HEADER ip_packet;
addr3 = addr2 + 20;//IPT—4DF 7y b (IPANYEH20/84 )
stream_to_IP_header(addr2, &ip_packet);
if (IP_compare(ip_packet.ip_dst_IP, g_src_IP) == @)//3E%XIP7 FLAMNAR—RKDIPT KL XIZ
—
switch (ip_packet.ip_protocol)
(FPE8)
case 17://UDP/\4ry L DFF
ret = text_packet_receive(addr3, g_server_dst_port, &from_port,
text_message);
if (ret != 0)
sci_write_str("UDP text data received -> ¥"");
for (i=0; i<ret; i++) sci_write_char(text_message[i]);
sci_write_str("¥" from ");
sci_print_IP(ip_packet.ip_src_IP);
sci_write_str(":");
sci _write_uintl6(from_port);
sci_write_str("¥n");
}
break;
}
}
}
break;
}
[/ ZIET—2DRENEDL O THALELOF1—%EHD
ether_recv_data_dequeue();
}

Z{ELT= Ethernet JL—LMHS, IP 7845 yk, HD UDP /845y hDIFIZ text_packet_receive(\ I T—4%EL
TWEY,

20 Ethernet R2—42% vk RA ERikEREAE  #texn jb:ll@g



l HOHULCO
Electrornic

text_server.c

int text_packet_receive(unsigned char *udp_stream, unsigned short port, unsigned short *from_port,
unsigned char *text_data)

{
//UDPT X R Ay t— U 2EEH
//IRYIE
/e Ayte—TiL
/] >0 1 RUMBEDNA FIDOT—2%%2E (KTOJ 5 LTIERKLI6/31/ FIFIR)
//51%
// *udp_stream : Z{ELTUDPT—2 T L—L
// port : T—REFLZIFHR—Ft
// *from_port: #{EmAR— b+ (RYIE)
// *text_data : IELFzT—42 (RYIE) ¥16/34 FLlEDunsigned charfidlE 5% %
int i;
UDP_HEADER udp_header;
stream_to_UDP_header(udp_stream, &udp_header);
if (udp_header.udp_dst_port == port)
/IR ER— AT HT—4
*from_port = udp_header.udp_src_port;//iE{ETHR— k
for (i=0; i<udp_header.udp_length; i++)

if (i >= 16) break;//ATAT ZLTIEIERKRINA FDTFR AV E—CFZITHS
*text_data++ = udp_stream[8 + i];

}

return i;
}
return 0;

text_packet_receive()BEA$ Tld. UDP D/ ybaZ(TERY . SEER— b E SN ZEITHELI-AR—FES (T4
JUK 30000) I2—HLI-HE . EETR—FES L UDP T—2Z ERITHRMLTI2—LET,

AAR—K®D.IP PRLRAA 192.168.0.80. MAC 7KL XA 00-0D-76-00-40-01 DIHE . RvrT—H A2 T71—
RIZBIZELFE-T—2IZKY

MAC 7RL R IP 7RLR Jarai 5E5E ' DE ()
R—+EE
01-23-45-67-89-AB 7= 7= 7= T—AEZELLL
(REBVAHETITMELY) (¥
00-0D-76-00-40-01 192.168.0.1 =TE 7= IP 7RELAR—HLTLVELDT
receive_data_process()\N CRIET—2ELTULE
LAy
00-0D-76-00-40-01 192.168.0.80 0x11(17) 10000 text_packet_receive()INTZIET—2ELT
AMIBLATLN
00-0D-76-00-40-01 192.168.0.80 0x11(17) 30000 THFANAYE—UFE@EIZR T

MAC ZRLAB—BLAWLMEEIX. Y432 D Ethernet AV bA—5HT—4%ZELF A (REBYAA (T
RATEEEA) . MAC PRLAN—H(ELLIETO—REX v AR DIHE X, ZEEYAHIZEKDLDT
receive_data_process() CT—A2MNEBINFET,
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MAC, IP 7RLAM—EL T, UDP /4y b THRER—IEEN—HLELES L. text_packet_receive()AT
ZIET—2ELTRYEDODNERA . R—FBEESET—HLIGE . ZEAYE—UAEEICRTINET,

(*)MAC ZRL AR —BURIGE T A —fRIIZIERAVF 2T 1T (Layer2 R4 yF) DLAJLT, RAR—RIZIE
INTYREESTIRWNEWSEIMEERYET,
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7.4. A—Y{ERBI%L

text_packet_send

BE . UDP T—4Mi:1E
= :int text_packet_send(unsigned char *dst_IP, unsigned short dst_port, unsigned char *text_data)
EHER:
-UDP TOT—%i(E
ITWET
51%4:
unsigned char *dst_IP: #{E5 IP 7L R
unsigned short dst_port: %45 fe7Rk—k
unsigned char *text_data: %{ET—%
RYIE:
0: EERT (T—3%EE)
1: MAC 7L AD RN TETLVELD TEERFLICA ST
-13: AIEDEEFEHEEIN TG GREE TRHEIREEICH D)
R ABEBTIEEET 2L 16 NMFEETT
AEAMTFUHLERT. MAC 7RLRADBRNTETLVELSEE(E, *dst_IP [T LT ARP YU TR EEY
ETICWELGSIHET O—NILERICRELET (ZOEE L. LRI text_packet_send_schedule()
BHETFUHTET. MAC PRLRRRZICT —ANEEINET)

il

text_packet_receive

BE UDP T—2 D218
T & :int text_packet_receive(unsigned char *udp_stream, unsigned short port, unsigned short *from_port,
unsigned char *text_data)
EREA:
-Z{EL1= UDP /Ay T—42D
EITVWEYT
518
unsigned char *udp_stream: Z{ELf= UDP DR+ )—LT—%4
unsigned short port: H—/\f§5EZ(FR—k
unsigned short *from_port: £{ETAR—kF (RY1E)
unsigned char *text_data: 2{E7—%
RYIE:
0: ZEET—H4L
>0: ZE/NAM
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’ HOoHULCD
Eleccranic

R AEBMTIERIET —RIIHEK 16 /N1 TT, *text_data [F 16 /N/ A EDBHZHERLTT S
port [THEELI-SIMERELI-T —2DHEER— M —BLLEWMES FRET LG LEGVFET
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8. RAxxx_TCP FOvz/k

CD AD
SOURCE¥RAXxX_Yyyy¥RAxxx_TCP.zip
(FERALTWASYAAVR—FRIZIELZTI7MIL) ET— I RAR—RIZAUR—RLTLZELY,

ATOT IR,
- AAVR—E NS TCP H—/N\ITEREITS (U547 R EIE)
BREADY—NTHLTT =2 (TF RN AYE—D)EEET D
DR NSD TCP DIEMEREZTFT D (H—/\EfE)
EREADMOEERNSTAAVR—RIZH L TRATET—2(TF R AYE—D) 2 RTFT S
BETVET,

-FSP TEMT H5R2vY
= S ik
r_ether Ethernet
r_sci_uart SCI(UART)&IE (R4 FEIT&->TI& r_sci_b_uart)
r_gpt 24 (100ms &)
r_gpt A4 (1ms )

(—RAxxx_UDP ZOY /ML, r_gpt AAEHN)

- A—YEROTBT S L0—F

TALE (ATT)) T7AILE wE

board board.h R—FEHHE

arp arp.c ARP OFOrILERYIRSER
arp.h EREAvE

client text_client.c TCP DT XA Ay E—CDREIETOT S L(UZATUR)
text_client.h LAy

common ether_common.c Ether D7OSSLTHBICHERT HE%
ether_common.c LREAYS
ether_operation.c IP PRLARIGREDESR
ether_operation.h LEEAYS

ethernet ethernet.c A—HxybAy T ZIRYESEEK
ethernet.h LREAYS

interrupt ether_interrupt.c YA #&EE%
ether_interrupt.h LiEAYS

ip ip.c IP(InternetProtocol)Z &5 B3 %k
ip.h FEAYE

main main_ether.c A B

ping ping.c ping Z#EY &S5 BI%
ping.h EREAYVE

SCi sci.c UART JLEERE 4
sci.h LiEAYS

server text_server.c UDP DT FARAYE—CDHFLRTTOT S L (H—/N)
text_server.h FEAYVE
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A—HEROTOYS LK §EE)

JA4IILE (hT3n)) T74ILE ik
tcp tep.c TCP #H YIRS
tcp.h EiEAvS

AFDTHIE  T7AILDFHRITEMENT-ELD TS, ATAP I TIE, udp.c, udp.h DRHYIZ tep.c, tep.h
HAEMEE>TLNVET,

BEBR. UTOHRLGAYE—ONRTEINET,

Copyright (C) 2026 HokutoDenshi. All Rights Reserved.
RA6M2 Ether TCP text client/server sample program.

COMMAND:
t: send text message set
: response text message set
p : send/response text message print
s : send text message
c : connect tcp session
d : disconnect tcp session
D : force disconnect tcp session

-

-setting address-
communication target IP address -> 192.168.0.81
this board IP address -> 192.168.0.80 (MAC address -> 00-0D-76-00-40-01)

-setting port-

TCP server listen port -> 20000
TCP client dest  port -> 20000
TCP client source port -> 50000

address/port setting change -> Please input 'A" within 10 seconds.

TI74ILETIE,
BIEHFOIP 7FLR 192.168.0.81
AR—K®D IP PELR 192.168.0.80
AR—K® MAC 7KL X 00-0D-76-00-40-01
TCP H—/\DfFb % (+7R—bk 20000
TCP 93547 hDAvtE—2 MiE{EFR—bE 20000
TCP 9547 CEETELTHERAT H7R—~ 50000
TY, BEFICT Y2 XA YFH ON [THOTLVDE EERERR—FD IP PRLADNHIZERESNET )

CNLDEZEA-VEE(E, EEER 10 LRI, F—FHR—Fhd AZA AL TSN,

26
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-- IP/MAC address settings change --

COMMAND:

: communication target IP address

: this board IP address

: this board MAC address

: TCP server listen port (default = 20000)

: TCP client dest port  (default = 20000)
: TCP client source port (default = 50000)
: print setting

: exit setting

O T OoOulh wWN =

1~6 TLEREDTRLRER—IE S DR EEELEEARETT,

10 M@k, F=X IP FRLAGEDRTERIC, BIERIBLETS .

network operation start!
Ether0: LINK-UP

=Ty A XA YF T ping &S

"ARP YU TR KB E L ARP YT SA4%ERT

-ping MRA TERISEITLEERT

ELVSENMEIL. RAXXX_PING 7OSURDSEIERAN T, ATODCTIMTEEMTT .

IP 7RL X4 MAC 7RLL X FRR—MESLEDHEAEIL. ether_operation.c RICERINTLVET , T 74

IWMEZZEZBEEIE. ZCOT7AILAHDEFZEELTE LKL TLEESLY,

Ethernet R2—42F% vk RA ERikEREAE  #texn jb:ll@g
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8.1. AV EA¥MTHINIE

main_ether.c M main_ether() TI&.

- A—HOHHLLE

‘PHY Fy7 DUtk

-SCI #1#A1E

TYARAYTFDF VY

-T2 R yFH ON DIFEIL. IP 7RL X=192.168.0.81, MAC 7KL X=00-0D-76-00-40-02 |ZEF%7E
DAYV E—U KRR

X — R—FDOSDAHNHE (10 B TRAA LTI TEAED)
‘PHY Fy7 D)ty MR

-Ether D#1HA1E

B —N\DFLZITERE

A N—T

DWEETHo>TNET,
AMUII—TTIE.
‘AP DA T—RAF VY
Ty AR YFHRREINTINVSIG AL ping 2£1(E
ZIET—ADNIE
-TCP T EZRNDAIE

X —R—RADDITU R DME

O TULVET,
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-main_ether() (main_ether.c )

l HOHULCO
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( start )

1—HHHtLE

Uk
|

PHY Fv71) vk

SCI #1#31k

TYL 2R VF
FerHRY

10 7 loop

F—HR—F
HAH Y

10 ##Z6E

no
10 # loop

ether_user_init()

ZMO®H T CMTO,CMT1
(100ms,1ms 2A <)
H2E

sci_start()

(]

IP 7RLA®D RIET 50
LHEIE nE
yes change_address() |
TCP ILERD
U]

i

PHY Fv7
)ty MERR

Ether #1#11E

TCP H—/\
FHXITER

AAL> loop

ART—HAHER

ping %15

TCP H—/\
FH 2T EIR

e

yes

AAT—ED
Pl

AL loop

R_ETHER_Open()

tcp_connection
open_response()

R_ETHER_LinkProcess()

ping_request()

receive_data_process()

schedule_process()

tcp_connection
open_response()

keyboard_command_process()

ATODIHIRTIK TTCP H—/\DEFLZITEAIAITTCP TEERDUNE 1A RAXxx_UDP ZFOC /IR LTE

mEnTHEY,

ATODIMTIE. EBE 10 BT DL, RUbT—VOBEERIALET . B 10 NS, F—AR—F
RELZTEMNEICEITLET . (RAXxx_UDP 7OV YR ERILTY)

Mo AZEANTHE TRLR
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Ft= A UIL—TRATEF—R—FHISDANZZITFTET AMVIL—TAT. c ZANTSETCP TOEHRE
FEMLET, TCP EMEILRICSEFANTHE, TCP TAYE—UEEELET,
T2 RAyF (&, BEHFIZHRELZ IP PRLRIZ ping #XELET .

8.2. TCP 9547 rELTOENME

F—HR—FDD caATUREANT DL, RELEEKE TCP TOEKEREILET .

cavY RO ARB

>command=c

connect 192.168.0.81 port 20000

tcp_connection_start: 192.168.0.81 MAC address?

ARP request (192.168.0.81-> MAC address?) send

ARP reply received from 192.168.0.81, MAC address = 00-0D-76-00-40-02
TCP flag packet SYN send to 192.168.0.81:20000

TCP handshake ACK & SYN flag received OK.

TCP flag packet ACK send to 192.168.0.81:20000

-- CONNECTION ESTABLISHED --

FFDES L ARP YUOT AR LT ARP YTSA4EZELTLBED TY,
CONNECTION ESTABLISHED &R RS, TCP TOERIIAIILTWVETS,

F—R—FDD s AYUFEANT HE, ERMHEILLI-EFICTCP TAHYE—UZEEELEY.

saAv FDO AR

>command=s

send text message to 192.168.0.81 port 20000

TCP data packet (40 bytes) (flag = ACK PSH ) send to 192.168.0.81:20000
TCP frame received from 192.168.0.81:20000 Flag = ACK PSH , 40 bytes data
>0OK(RA6M2)

TCP flag packet ACK send to 192.168.0.81:20000

OK(RABM2)DER 53 (X, ZH LMD AvtE—UIZBL THFEARIELTEE S TT,
(BEHAEF D PC DIFEIE. COBMADTIHILEDAYE—DIEEDYES )
EIETBAVE—TIK, T 74 ILETIE hello,world RA6M2 TCP message "TY L, taATURT, EEA

VE—UREETEET.
(RKTOTSLTIE AvE—VDRSE 40 XFFEFTELTOWET . EETH/NNAMILEIC 40 NARELTLET )

davw RO AR

>command=d

disconnect

TCP flag packet ACK FIN send to 192.168.0.81:20000
TCP handshake ACK flag received OK.

TCP handshake ACK & FIN flag received OK.

TCP flag packet ACK send to 192.168.0.81:20000

-- CONNECTION CLOSED --
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dav RIE, TCP Oz YIMd 52T TY,
PRIE. saATURTAYE—DREREIITEE A,

Cc AV VR T &L
SAYURTAYE—DMEE

d O R THEGEO Y

EVSDA, —EDEEELZYET,

8.3. TCP H—/\¢ELTHOEE

EBR. T I4/LETIE 20000 BEDHR—IT TCP DEHEFLRITIEMELBYET, (REEHR 10 HLIRNIZA D
IUREANTEHET, HFERITR—IBBILEBTEET, TIHILMEZE X 5154 (L. ether_operation.c AIZ
RHINTOAR—IEEEEELTEELY,)

FURT—UBERIRER. BIGHEERD TCP V347 UMM O ERERMAEIGE (T, L TORICRRANEHET,

BERERISH T HRIG

ARP reply send (this board MAC address = 00-0D-76-00-40-01) to 00-0D-76-00-40-02
tcp_connection_start: 192.168.0.81:50000

TCP handshake SYN flag received OK.

TCP flag packet ACK SYN send to 192.168.0.81:50000

TCP handshake ACK flag received OK.

-- CONNECTION ESTABLISHED --

FEDESZEHHFD ARP YIITAMIFLTARP VTSA4EEELTNAEHHL T,
CONNECTION ESTABLISHED &R RS NIX, TCP TOHEKEIIAILTLVET,

CORETHEBEHEFNADAYE—CERELEGEE, BEICKRTINET .

Iyt—UERELIZBE
TCP frame received from 192.168.0.81:50000 Flag = ACK PSH , 40 bytes data
>hello,world RA6M2 TCP message

TCP data packet (40 bytes) (flag = ACK PSH ) send to 192.168.0.81:50000
TCP frame received from 192.168.0.81:50000 Flag = ACK

"hello,world RA6M2 TCP message "HDHEFENEELTEAVE—DTT,

D, AAR—REIMAFISHL T, "OK(RABM2)"EWVS Ay t—DFEYIRLTWVET  EYRT AvE—2iE rav
URTERARETY . p AVVRTEET AV E—VFHRTEET .
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pav ok

>command=p
send text message is -> hello,world RA6M2 TCP message
response text message is -> OK(RA6M2)

VAT UNEMERE, s AR URTEET D AvE—T & H—NEIRIET AV E—D DFERE,

H—/\EER, BT O SYIMMERN KIS E

TCP frame received from 192.168.0.81:50000 Flag = ACK FIN
tcp_connection_idle: message: FIN flag received.

TCP flag packet ACK send to 192.168.0.81:50000

TCP flag packet ACK FIN send to 192.168.0.81:50000

TCP handshake ACK flag received OK.

-- CONNECTION CLOSED --

ATFHIDAvtE—DFERE. CONNECTION CLOSED &4YFET,

PR DRI, BEBRERICIKET, BEEREZTFTHELNTEFT,
(1 EB &2 EETHRGRAMGERERNETHREDYF A, )

AIOCIOFCR FHRITE 1 yavOH T, AFICERDIFIT UM ODEREREZITANDSEL
TEFEEA,

Y—NEMEEITATURDEEIEMIILTVAD T, B—/\DaARILaVEHIL TS IP PRLRE V547
VREMETERY S IP PELRIIEERTY , (B—/\ 547U MEICAL IP 7RL ADO#HERICHR L THRED
YEBAL. TNENBIGHBEERLTELRESDYFEA,)

c(HEHT) . sGEIE) . d(VIBD) XV A7 U MADATURTY o —/\BMERF T — /N BIEHRTI T —2EEITY)
B9 5 UREABLTOERAN, TCP MBIEEVSIB AT, —/\lIALT—2EXELEY, YIBL T
FEREHYFEEA,

(— BRI, =N BIERD LN R—F THEBZFOTLDEVNSIFZT T, AL R(E., EL0MAE
TEI— AR THAEV>-EREEIHYEEA.)
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8.4. TCP {3

-main_ether.c, (receive_data_process() ik#%)

void reveive_data_process(void)

{ /IRET—2 0BT 5B
unsigned char *addr, *addr2, *addr3;
unsigned short flag;
int ret;
unsigned short 1i;
ret = ether_recv_data_access(&addr, &flag);//ZIE) VT IN\y T 7SN TS T—42 SR
if (ret == ETHER_NO DATA) return;//Z{ET—%7%L
ETHERNET_HEADER ethernet_packet;
stream_to ETHERNET_header(addr, &ethernet_packet);//Z{ET—% MDEthernet~Ny & &5 i
addr2 = addr + 14;//Ethernet Ny H DA Tt v b (14,34 + B LEAEthernetNy Z ZR N =T—42)
switch (ethernet_packet.eth_ethernet_type)//Ethernet% 4 JTUEEH (5
(qﬂéﬁ)
case 0x0800: //IP/\/7v ~DEF
¢ IP_HEADER ip_packet;
addr3 = addr2 + 20;//IPT—2DF 71y b (IPANYHFH20/34 )
stream_to_IP_header(addr2, &ip_packet);
if (IP_compare(ip_packet.ip_dst_IP, g_src_IP) == 0)//3B%EIP7 FLANARR— FDIPT FLRIZ—E
switch (ip_packet.ip_protocol)
(&)

case 6://TCP/\4 vy FDEE

{
TCP_HEADER tcp_header;

stream_to_TCP_header(addr3, &tcp_header);

/ITCPY 54 7 hgiir D LE

if ((g_tcp_client.connect != TCP_DISCONNECT) && (tcp_header.tcp_dst_port ==
g_tcp_client.src_port))

{

tcp_recv_data_enqueue(&addr, ret, g_tcp_client.session_serial);
/19547 bEIE, EthernetANY 5 (14), IPAY A (20)ZBRWN=T—42 LVEbLLZLWNET—42 2R ELTEL
}

//TCPH—/ iR DL
if ((g_tcp_server.connect != TCP_DISCONNECT) && (tcp_header.tcp_dst_port ==
g_tcp_server.src_port))

tcp_recv_data_enqueue(&addr, ret, g_tcp_server.session_serial);
/ /¥ —/N\—BEfXEthernet N % (14), IPAY A (20)DIERELHERT S
}
}
break;
(HPER)

[/ZIET—2DUNENEDL O THALELOF1—ZFEDHD
ether_recv_data_dequeue();
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Z{EL71- Ethernet ZL—LAS,
IP N7k
"S5 IP TRLAAARR—RDFRLRIZ—H
-TCP /34 wk
JREEM R IEHL(TCP_DISCONNECT) TILALY
SSEER—IAMERALTOSR—FESIT—H
LEREETOEENEI-EINDIHFEIZ. tcp_recv_data_enqueue() TRIET—2ERET HNEEITLET,

RELIEZT—RIE. A VB D A2 )L—T RO schedue_process()BEEATHERAINET,
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8.5. TCP Aw4

Ethernet O [i©
A5 (14) ~R40—K(46)
O
IP A4 (20) IP R4O—K(26)
o
TCP Av4(20) TCP RAA—FK N EARES ¢
-Ethernet A4 (14)
00 | oD | 76 | 00 | 40 | 02 | 00 | oD | 76 | @0 | 40 | 01 | @8 | @0
58% MAC 7RL X #EETT MAC 7RL R Ethzelrl:r:ei1 t)ype
\Y

- IP A4 (20)

45 | 00 | 00 | 28 | 00 | 00 | 40 | 00 | 80 | @6 | 78 | CE | co | A8 | @0 | 50
IPv4 | Service Total ID Fragment TTL | Protocol | Checksum FETIP PRLA
A | e Length TCP (192.168.0.80)

208 40 /XA~

co | A8 | o0 | 51
BEIEL IPFRLR
(192.168.0.81)

*TCP A4 (20)

c3 | 50 | 4E [ 20 [ @0 | o0 | 23 [ 18 | 00 | 00 | @0 | @0 | 50 | @2 | @5 | B4

Source port Destination Sequence Number Acknowledgment Number Headersize Window

(50000) Port + 1460
(20000) Flags

F3 | A3 | @0 | oo

Checksum Urgent
Pointer
-TCP RNA/A—Fk
—/INT42%(6)  -Ethernet 7L —LRIE 60 /N rD O/ T2 T T—32810

| 00 | o0 | o0 | o0 | @0 | @0 |

TCP A& £ 20 3+ (20 AN ERULEDHAX) T,
-1 {5 7TR—M(Source port)
- 58 4 7R— I~ (Destination port)
- —4r 2% 5 (Sequence Number)
- 5 & SR E B (Acknowledgement Number)
- ~YH YA X ETS% (Headersize + Flags)
-4 F 54 X (Window)
- F v 4 L (Checksum)

Ethernet R2—42F% vk RA ERikEREAE  #texn jb:ll@g
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- B2 27R4 >4 (Urgent Pointer)
MBI TLET,

(ANYEH A X +T59 D Ox5xxx— LI 4 EbHY 0x5 DB L NS H A XH 0x5x4=20 N+ TT ., AT7OSx
IrTlE, R4V R—FRITERT DAV A XIEEIZ 20 181+ TT )

D5, V=TV ABS LN EERESIT. ROON-IL—ILTEZEERTILENHYET .

8.5.1. R—+FES

TCP BIETIZ. IP PRLRDARICR—FEEEEAL CREREE T ET . —BMITH —/ N (F5213) BE0
R—rESEEECHALET, $— G SAOR—FESE. PC 7TUAL TREIMIC (524 LID)RE
ShEDABETT .,

ATOVTHRTIL HHRHBILT 7L T 20000 &, 6T 2L, 50000 & (ER) EESRETT.

85.2. V=L ABBLLEHRRES

Ethernet D@18 Tl&, XfEL 1= Ethernet TL—LAARD LN =K LIRIZEET H5F 0, EELIEFEYIZE
EYEHRIRIASNTOEL A TCP DBIETIE, TL—LARELZY ., IBENANBHOOIGETHLELLT—
REEHTEDRIC. NTIYNBITRTEDES (4 N\AFORIE) ZIBHAATEET HRFYIZHO>TET .

D=l RABESE. MEORETIIRBRESVF LGEELET . ZORIT EELLTEONIMIEMELT-E
EEYFET,
SERRES I HFNE-TE LTV RBFICRELLT 20N MEMELEZEYET,

(1)"Hello, world RA6M2 TCP Message

102.168.080] 429K
[00:0D:76:00:40:01] (3)ACK T—50/3/k

+ [F580/AF ]
> ]

" F—%40 "4k

HSBRAXX | >
IA(aviR—F

CIT RRMADSHRRNB)IZRL T 40 /34 FDT—4EIE . RRMB)MDHRRMA)ZH LT, 40 /31 +DT—4
ZiEE . RAMA)MSRRAMB)IZX LT ACK(T—RIEZE) &G EBE A THET,
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(HTEIE (2TEfE () TEfE
= URES 00001234 0000ABCD 0000125C
HEERES 0000ABCD 0000125C 0000ABF5
—RELEV—TURES+ | oRELEV—TVRBS+
RIET —5/ 1+ #1(0x28) RAET —5/ 1 +#(0x28)

T—AEELERBERD, D— T U RABELLEHRES DIEIX 0x00001234 & 0x0000ABCD &R ELE
ER

HRRAMAYERRRB) &, TNENL— U RE B LG ERBESFEELTVET,

SRR R (AYEI O AL

#EETS EETS
L UREE EEERES

AERBRIRRE = 00001234 0000ABCD

()T 40 NA+DT—A2%EE 00001234 0000ABCD
T—REER 0000125C  (+0x28) 0000ABCD

(2 TA40 NA+DT—HEZIE 0000125C 0000ABCD
T—ERER 0000125C O000ABF5  (+0x28)
(3)T ACK #3i£(E 0000125C 0000ABF5

ACK X5 0000125C 0000ABF5

(1)TEIET DI, 0x00001234 & 0X0000ABCD TY o SZT. 40 A +DT—FEE>TVEND T, ¥—F 2R
EEIZ40(=0x28)=MELEFT . ROFEETHEAT S —7 U REEIL. 0x0000125C LiEYET,

(2)THF (RRMB) Mo T—2ERELET A, OB ATIEL—7 > XES 0x0000ABCD, E&ERRES
0x0000125C MELNTLADHHFETT . (RRAMA)ERAMB)DY—4 L RABE S EGEHRITHEELYET,)

CDEE. 40 NA DT —REZIELI=D T, RIZEDIGEHEZES (L. 0000ABCD+0x28 = 0x0000ABF5 &4 Y FE
ERS

() TlE., —7 2 RE B LL T 0x0000125C, [LEHERE S EL T 0Xx0000ABF5 &£ YET,
ACK 755 MZEE GEET —H/ M M=0) DIZE L. O— 7V ABE . L BEERBSDEMIHYEE A,

BISEL T, EREFOCUIREED TS £E(Syn, Fin)DIRIE. IGERRESHN+L SNDIL—ILHBHYET,
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—EERBSICEALT-

R AYEI DI

EETD EETD

—HUREE ICEHERES
ALIBRAIRRE = 00001234 0000ABCD
()T 40 NA+DT—2%E(E 00001234 0000ABCD
T—REER 0000125C  (+0x28) 0000ABCD
(2)TA0 NA+DT—2%EZE 0000125C 0000ABCD(*1)
T—AZE%R 0000125C 0000ABCD + 0x28

)
0000ABF5
(3)TACK #i&1E 0000125C 0000ABF5
ACK #1{E1& 0000125C 0000ABF5
LFEERTHEFEDES D 0000ABCD TTM, ECHBHPTLBDH,

s TTRRAMABITHREFL TV IR E#ERES (M)

" TRELIz/N\TYEBHRAEN TN ARRNB)AE > TEL— TV RABES
BEBEOT—HEFESONERLEEEVET, UM VEDIEBNANBEHLLEVRY . fTE LEREIXRCETT HY)

(B)TEIET B ACK [F. Q)IZH T BDIEETT o QDT IFEELLZITRO-EDIGEHEZESTI DT, N—

RIZHEBDIEQ2)D TCP AYFTRAD— U RB B THAIRNELEEBRONET,

TRYSLEF UTORICEELTOET,

—HREE
—B7BETEELTWWIE. T—22EEIZ. &1E

WEHRES

NS EZEMELTLK

SHFENESTE—TVRBES+T /MM ET D

38
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AYEH AL X +T5%5 &, 0x5002=0b0101 0000 0000 0010 DIFE . L TFDFRIZHEYET,

Ob0101 0000 0000 0010 b15-b12: Ay & H A4 X 5x4=20 /A1
0b0101 0000 0000 0010 b11-b9:F £y

0Ob0101 0000 0000 0010 b8:Accurate ECN

0b0101 0000 0000 0010 b7:CongestionWindowReduced

0b0101 0000 0000 0010 b6:ECN-Echo

0b0101 0000 0000 0010 b5:Urgent

0b0101 0000 0000 0010 b4:Acknowledgment e

0b0101 0000 0000 0010 b3:Push T—REEE NI T BT TTIITED)
0b0101 0000 0000 0010 b2:Reset 35 41 LT
0Ob0101 0000 0000 0010 b1l:Syn BT D RAR
0b0101 0000 0000 0010 b0O:Fin BEHDRT

SIS DREIZEY  ERDERGDA, T—E20DEELZOH,. T DERGOMFEDFRZELYRYLET .

b0: Fin tIETER
bl: Syn E#HEXR

b2: Reset E D &F|LIER

b3: Push T—A2MiE(E

b4: ACK ZITH--EDIE

DIZJICEALT UTORETERALTLEY,

Syn 759 &I TTEIE-TCP 755 D 74— ILRIZ, 0x5002 #1EHIAA TEIE
Syn &ACK 759 %I TTEE-TCP 755 D 74—ILRIZ, 0x5012 #1E$HIAA TiEE

EWo =T —RERBYET,

8.5.4. Y4 R A4X

1 EDPYRY TEFEENET—EDFKYIXTY,

TAaVR—KEITIL, 1460 /A MMZBEELTLET,

(Ethernet 7L—/4s — Ethernet A4 — IP ANy4 — TCP A4
1514 — 14 — 20 — 20 = 1460)

8.5.5. Fx oYL

UDP DD F v I Y LD ERE GERUAVFERAWNHE) ERLT LTV X LTHELETT,

7.2 EHiESRL TSN,

Ethernet X2—4% vk RA Enik
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8.5.6. RAKRSA42

ATOTHRTIL, #IZ 0x0000 TY,

8.6. TCP &

TCP TIXEREMHEIL T 5BFEOEGHEIL S, U 58125175, —EDty 3T TCP DEMHKICHER
BHREC— U AB SR EERES) BERTEELTLET,

tcp.h

typedef struct

{

// TCPHEHIR RS

unsigned short connect;//0:&¥EfE, 1:#E&EHTH, 2:EES

unsigned short sequence;//TITFERDMALIZLNS M

unsigned long seq_no;//>—4 2L v ILEE

unsigned long ack _no;//HERILCEES

unsigned char src_MAC[6];//AR— KFDOMACT FL R

unsigned char dst_MAC[6];//##%EMMACT KL R

unsigned char src_IP[4];//ARAR—KDIP7 KL R

unsigned char dst_IP[4];//#EH{ENDIPT KL R

unsigned short src_port;//AHR— FEIOFEAR— b+

unsigned short dst_port;//#fiEDHR— k

unsigned short id;//TCPAYANDID (A7OY S ATIXEEEBICEMZA LI )AL T D)

unsigned short session_serial;//tw>a EDIY TILES (A UEBICEHZT LIEHES)

void (*push_action)();//T— 2 &#ZELEEOT7I > a vOEMKRA 22 (V5472 b:fad Ll (BEE
RDH) , H—/VHEFICOKERT)

uinte4_t time;//MEMNITHNf-FRE % ik

é:ui;;c7§4_t timeout;//HERMA A LTV b (REDHMEZHRE, RERBNEDLIEZALT IR 0: 834 LT ML

BZE{THiEL

uint64_t wait_time;//m x4 b (REDHMZHRTE, REFMNRDIETEETERTY TT D)
}TCP_CONNECTION;

BEARDAVNTZEROHIZLTOET . MAC PRL A IP PRLA R—FEESIZBEL TIXEERRBIITEN E
BUWET, Z0MmD AL, TOFSLATERIZEDN TWAIEEICKHCTHRBALET,

8.7. TCP ILi8%&18

TCP TIE, L 3 VAN IRV IAIEES TR 3EIDT—EDOYRYNBETY , ECUIBEFIT 4
IANVRDIAITARIDT—EDPYRYELYET,

NBDT—EADPYRYIE, BENCDEEDETRONTIMNEETILELAHY . BEFEEIBEDR2
VI TROONER A,
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-EHRTD IP PRLA—MAC 7R R iR

1
1
1
= 1
(1)ARP JH TR \ >
< I (2ARP YTS54
|00:0D:76:00:40:01] X
HSBRAXxx | !
R t=DZ SN :
73’{7‘/" ! -Ij-_/ \—
F 03 v SIORE TN C Rk AN % & €7)
|
1
= 1
(1)Flags = Syn '
I (2)Flags = Syn & ACK
|00:OD:76:00:40:01| (3)Flags=ACK :
HSBRAXxX | : >
T(avR—K :
O34Tk ! F
T —HEE

(1)Flags = ACK & Push

"Hello, world RA6M2 TCP Meﬁsage"
(2)Flags = Push & ACK "OK"

192.168.0.80

|00:OD:76:00:40:01| (3)Flags=ACK

HSBRAXxX | >
IA/aviR—F
D24T7 2k H—/\—
LB DEIE (4 DA\ RY ()
I
1 (1)Flags = ACK & Fin >
< ! (2)Flags = ACK
192168.080] 4 | (3)Flags = ACK & Fin
[00:0D:76:00:40:01] ~ (4)Flags=ACK '
HSBRAxxx | ; >
24avR—K '
U547k !
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ZNENDOBEETLEOTRG/ AT IFDPYRYNFELELET,

BIZIEDZAT U NEIER, R EREL T 5.3 VTM/\UR D I( YD) EEER. RET—4EE/RLT. .3V
IANIRITAI(QERIELEBE . 3VTANIEIA(IQ)DEBICEDHFTT  MFEALDREZFDELDE
BEASRN. TOTSLEENGRTY . BREEDF(IVT TRAELSENTEEE A,

ATOTSLTIEH. IREFEST. OIS LNEZDBRERIZEINEEELET,

IRES | B D247 NENERE Y—/ENERF
0 MEE FEER c OY R A AR R, F52TEMETT 2 1IBT
1 MAC 7RL Rfi#iR ARP YOI RXE(E %L
ARP YA 2EHL()
2 3ITANIET A1) Ny ELE INTYRZERE(Y)
3 3ITANIETTAY(2) INTYRZERFB(Y) 1Ny (R
4 3TANIRITALH(3) INTYRE(E INTYRRERFL()
5 S Ay (N N saAYURANGS T—RREFL(Y)
6 49T AN\URYTA(H(1) INTyEIE BL(G M 7 128817)
7 494N IEYT(9(2) N7ryhREFHL() NrybEE
8 4 9TANUEYT(4H(3) INTYRRERFE(Y) INTYRELE
9 4 9TANURYT(Y(4) INTYREE INTYRRERFL(R)
10 rTHE ERDIITIRE EBDYITIRE
99 BALT I B4 LT N0IE A LTI N0EE

(DR E, BMFHLT —EANELETHOTVAINELLYETS,

LERDHFGIREBESZEEL, VM7 UMEMERIX. 2 DIREB D EARTEANEDS NV ryEER. T18%
BITEHD)A . 3D IRIFHEFMNLT—EMNEKFRT 4 DIEITEL LV S-HREEEELTVET,

TCP MOIFEEEAIZ tcp.c T
TCP_CONNECTION g_tcp_client;
TCP_CONNECTION g_tcp_server,
D547 U RENMERFE 1F(g_tep_client) &Y —/EiERF [ 1 (g_tcp_serven &LV BERZEELTLET .

8.7.1. U547 MEHRLE

VAT UREMEREIE, c AY VR T TCP DFEHEHILLLSEHZTHT ON—EDEEDRFI— Y ET , 28
% c o< R A BRI,
g_tcp_client.connect =0
DIREET., COBFIFITATUREITD TCP DT —4%ZELTHLUNELLGWEMETY,

cavR AN,

tcp_connection_open_request_queue()

EHARITSNETS,
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-tcp.c
int tcp_connection_open_request(unsigned char *IP, unsigned short port, TCP_CONNECTION *tcp_session,
unsigned short session_serial)
{
//TCPHERDFAIRZERT SEMERIT X 1 —ICBFE T 2BH
//IRYIE
// e : IEERT (REMANERKZE X1 —I2FEK)
/] -1 EEEA. T3 ERETHR
//51%k )
[/ *IP : HEMEIPT FL A
// port : HEEFEAR— b
// tcp_session : TCPIE#EIEHR
// session_serial: £yl 3 DI TILES
unsigned short ij;
if (tcp_session->connect != TCP_DISCONNECT)
sci_write_str("tcp_connection_open: error: TCP connection is already open or try to open.¥n");
return -1;
}
tcp_session->sequence = 1;//ITFEDHRIIMNLAZ—
tcp_session->connect = TCP_CONNECT_ATTEMPT;/ /&t 1TH
tcp_session->id = 0;//&AIELID=0M B RS — k
tcp_session->wait_time = @;//#EAE (VA FEL)
tcp_session->time = g_timer_counter;//MMIEMNIAE o =B %508k
tcp_session->timeout = g_timer_counter + 3000;//#Eft 2 A4 LT 7 bEETE, ARPIZK HIP-MACERIRD R A LT ™k
(3000ms)
//MACT FLADERE (RT7F, #H1E)
for (i=0; i<6; i++)
{
tcp_session->src_MAC[i] = g_src_MAC[i];//ether_operation.c TEZESNTWLEAR— FOMACT KL R
tcp_session->dst MAC[i] = 0x00;//#Hi1k
}
//IP7 FLADEE (R#E)
for (i=0; i<4; i++)
{
tcp_session->src_IP[i] = g src_IP[i];//ether operation.c TEZINTWAARKR—FDIP7 KL R
tcp_session->dst_IP[i] = IP[i];//#E#kDIPT KL X
}
/ /BERA— k ‘
tcp_session->src_port = g client_src_port;//ether operation.c TEZINTWAERAR—F (FI74ILF
50000)
/1 ERER—
tcp_session->dst_port = port;
/19— 2 RAES )
tcp_session->seq_no = (unsigned long)rand();//>—7 VABEET T LIZERD D
[IBEHERES
tcp_session->ack_no = @;//ILEMHRESI&MIFEIZT S
//Eviarni) TILES
tcp_session->session_serial = session_serial;
//IPUSHZ SV &RELEBOT I a >
tcp_session->push_action = NULL;//{aJ % L7LY (ACKZEIRT FZ(T)
/1A VAR TRITESN BRI IRERERTERE B &
tcp_session_function[tcp_session->session_serial] = tcp_connection_open_request_queue;
return 0;
}
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Eleccranic

COBEETIL, g_tcp_client DAUNEFBEYIZHHELTE2DOHLEHEHTY,

tcp_session->sequence = 1
STITRROBRVIDATYITHS IP-MAC ZPRLRERRD TIEIZEYE

tcp_session->connect = TCP_CONNECT_ATTEMPT; //(=1)
-ty al ORBEEGERTRICEYNCNIZEY  AMVBRADOZERBTT —2EZETHHRITGVET)

tcp_session->id = 0;//&#(& ID=0 M5 XZ—F
—TCP ANyA DHIZEHIAENS IDETT
ID{EIEAT OV S LTI EIEDQEICEMICA VAN DIEHRELTVET

tcp_session->wait_time = O;//#) &1k (DA ~EL)
SIRREEDDICHI-YRDIEIZEDEIVIAMFRDEE (CSTIEVTARMEL)

tcp_session->time = g_timer_counter;//{LE A 1hE - 1-F £ 508k

STIRROIAMLTINEET L0, BEFATOBE (WY 2E) ZR7F
HIUSEL. GPTL DEIYIAAT Ims BITAU VAV RENETS
IRRTELH(ROIREBICEARLD I, COEIEEHFINET

tcp_session->timeout = g_timer_counter + 3000;/#&#t 24 L7 2 ;& TE, ARP [2&% IP-MAC fRIRD A LT
 (3000ms)
SROIRBITEL A LT I GREZERTE

CCTIXLARP YOI RAMZES IP-MAC 7EL ADFERIZ 3000ms LLE#MN 115 E | 24 LTI TRESH
SRREELTLET

ZND%E.IP PRELRA,MAC PRLR, R—FBEBSDHREELET . BIEHEFD MAC 7RLRIZZ DB A TIEHIEAL
TULVELND T, 0x00 THEHTLVET,

tcp_session->seq_no = (unsigned long)rand();//>—4 2V AB SIS F LIZRDH D

> =l RBEBDHRE
LM THHIEZRDDIELLET
V=TV RAB ST A NALTI A, rand( B EE =15 E (X, 0-7TFFF_FFFF Q#EREEBYES
rand()DIEDRE [(FFT>TLVELD T, BEEIECHMNSIRFEYET
(XARYUTNTATSLTIE AFICCOENSIUT LTHLIBLEZERLTLERA)
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tcp_session->ack_no = 0;
SICEERESDERTE
EERREEL. R 0 HADRE—FFBEHEITHE>TLNSD T 0 THIHME,

tcp_session->session_serial = session_serial;
—TCP v avDERES
AF7ODHRTIE, EIZ session_serial = TCP_CLIENT_NUM(=0)THE(EhE T
tcp_connection_open_request()l&. 7547 RAITOEB T, KATAD O TIFITATUMNE 1 Eviar D
AERALTVET
BRDISAT7 oy avzBh I BEF. BEDETEY IV ERAITEILENHYFET

tcp_session->push_action = NULL;/{a[4, L% (ACK 3R T 1217)

—TCP DIEHGHEILEIZ, Push 750 DT —3%Z(TEo=,EIZEDKSIZT IV T ELERDDBIE
T (SRR D T, B LEL (ACK (R T) ELVIERETY
BRI RICT I aVE BB LET
BEFREKR ERTRLR) EGYET

tcp_session_function[tcp_session->session_serial] = tcp_connection_open_request_queue;

AL UVBEBAD A I —THRTREITESNS schedule_process(\N TRITSN SR
AiDEXE#A BHETFLR) EQYET
CCTCERLBARIEA VI —T RN TEBRNICETINET

AR 2ZFE>TOT. COBFRTAIUIIL—TAT
tcp_connection_open_request_queue()

AERBICRITSNDIELLYFET
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-tcp.c

void tcp_connection_open_request_queue(TCP_CONNECTION *tcp_session)

{
//TCPEERIDFIR Z ER T SRR D%
/IRYE
/] L
/15158
// *tcp_session : TCP_CONNECT#&i&E{A
/ /¥R
/] AEBIEAAA V=T TRAIELFENSEEZEBE LY
/* I%ﬁ%

* 1, BEREDMACTY KLADMRETS

2. 3DITANY RV TAVDIEBD/INN Y R EFEIET S (Rik— M\bwunllﬁlﬁ)

3. 3VITANY RO A DEBEFHASD2EE D /Ny FOREEFD (AR— FR2ELEE)
4. 39 TANV KRV IATDIMEBD/Nr Y FEEIET B (RKAR— A 5M%EE2ERE)

5. EHEAEIIINIZKETTA KL

99. 2 A4 LT LR
/

¥ ¥ ¥ X ¥ ¥

unsigned short i;
int ret;

TCP_HEADER tcp_header;

/134 LT NLE BRELEHEARSELEALT IR

if ((tcp_session->timeout != 0 ) && (tcp_session->timeout <= g_timer_counter))

sci_write_str("tcp connection open: error: timeout.¥n");

sci_write_str(" sequence -> ");

sci_write_uint16(tcp_session->sequence);

sci_write_str("¥n");
tcp_session->sequence = 99;//MIEBDRT

}

/174 bOURE GRELEKEETIIES)

if (tcp_session->wait_time > g_timer_counter)

{
}

return;

ABE%IZ. tcp_connection_open_request_queue()FE{TLIzZEIZRY AV IIL—THATEITINSEHHIE
BFEINT. A VIL—TATERMIZEITINET,

FORELIEA LT IFREMNEIBE L, TR 9B LT INIZBITLES . Fo. TORELE=V AN
FAHHEEIE, VA EEEBR T SETIESCITAB#KZERITET,

tcp_connection_open_request_queue()ATIZ,
B4 LTIk 3 F(3000ms)
-)xAMEL

DEFEELTLET,

BHLURICFA LT IREZENET 2N, FA LT IMEEEREHLEVE S IRERDEEDECH TR L
TOMLEIZRRAT(TERE 99 DA LT IMIRET D) ELGVYET .
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-tcp.c, (tcp_connection_open_request_queue() #&=)

switch (tcp_session->sequence)
{

case 1:

[/EREDMACT FLADER (TRROPTRIENEUEETSINDIAENESHY)
if ((g_dst_MAC[@] == @) & (g_dst_MAC[1] == @) && (g_dst_MAC[2] == @))
{

/*
* g dst_MAC (FBTHESIP-MACTY KL ABRDFERZEL) DIEE3/NA b (RUFT—F) HoxeeDiFs(d
¥ IP7 RLREMACT FLRADXIEAHBIL TWEWDTARPY VTR FEED
* ARPIJ U TR FDFERIL, g dst MAC ZEHICHERFESIND
g dst_MAC ZHIIMACT FL RFERICEETHAT S
HIEHDIPT FLA—MACT FLRADRRZRBFIZITSIHEE(L g dst MAC ICHEET 2EHENRE
IHRIFARPY Y TR b (IP7 KL RIZH T BMACT FLRADEIWWEDLE) NofERDEIUNE TOM
BHD) 7 TR HAFLE LEETR
*/

¥ ¥ ¥ %

sci_write_str("tcp_connection_start: ");
sci_print_IP(tcp_session->dst_IP);
sci_write_str(" MAC address?¥n");

ARP_request(tcp_session->dst_IP);

tcp_session->wait_time = g timer counter + 500;//% G THEHARPY VY TR FEEZEZNILET
51z, 5eemsflERDARPY) 7 TR bEiE S AR
}
else
{
//IPT RLA-MACT FLADXEHAHIBAL=OTREF L TROIEITED
for (i=0; i<6; i++)
{
tcp_session->dst_MAC[i] = g_dst_MAC[i];
g_dst_MAC[i] = @;//HBTHEAT HMACT F L AEHIFHHE
}

tcp_session->sequence = 2;//ROIFEITED
tcp_session->time = g timer_counter;//dLIE % 4T o =B £ 505% I*E 1

}

break;

case 2:
[/3DTANY RV TAIDUEBED I L—LZEEET S (TERROFTIE LMETINAELY)

tcp_connection_flag send(tcp_session, TCP_FLAG _SYN);//SYNT 3 Ji.(E

tcp_session->timeout = g_timer_counter + 10000;//3 T A NV R T4 UV DHEFOREZIA LT+

(10%))
tcp_session->sequence = 3;//RDIFEICED
tcp_session->time = g_timer_counter;//fIE % 1T - f-FEfE & iC 8% =]
break; I*E 2

I# 1 TlX.MAC PRLRADRREITLNVET ,ARP VU I RAMEEY . MAC PRLRADRRNTE-FRATIIE2
[EDET . TR 2 TIX . 3IIANURI (D 1 BEDOT—E2EEELET,
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-tcp.c, (tcp_connection_open_request_queue() #&=)

case 3:

[137TANY R TA Y D2EABELDIRETL—LERET S (TRROFTAIENEREZRITEINSHATREMESH
)

ret = tcp_recv_data_dequeue(tcp_buf, tcp_session->session_serial);//ZI{EV TNV T 7ML T—EHH
HL

if (ret != 0)

stream_to TCP_header(&tcp_buf[14 + 20], &tcp_header);//Z{ELI=R b—LZETCPA Y FZHfE
(Ethernet Ay & (14)+IPA v 4 (20) ZBRULM=E845)

if (tcp_header.tcp_ack_no != (tcp_session->seq_no + 1UL))//ZHELMEELIZI—4 2oy ILE S+
NHEFIARTHERCEES OHFE

{

[/ TERISEBSHN—H LA

sci_write_str("tcp_connection_open: warning: handshake Acknowledgement number is
incorrect.¥n");

sci_write_str(" received -> ox");

sci_write_uint32_hex(tcp_header.tcp_ack_no);

sci_write_str("¥n");

sci_write_str(" expection -> ox");

sci_write_uint32_hex(tcp_session->seq_no + 1UL);

sci_write_str("¥n");

}
if (!((tcp_header.tcp_flag & TCP_FLAG_ACK) && (tcp_header.tcp_flag & TCP_FLAG_SYN)))
{

/IACKT 5T ESYNT ST > TWEWMES

sci_write_str("tcp_connection_open: error: handshake ACK & SYN flag is not set.¥n");
break;

}

sci_write_str("TCP handshake ACK & SYN flag received OK.¥n");

tcp_header.tcp_ack_no;//RIZiED L —7 DV ABSIIHFOERLEES
tcp_header.tcp_seq_no + 1UL;//RICEDHERICEESIIHFO -T2 v ILE

tcp_session->seq_no
tcp_session->ack_no

+1
tcp_session->sequence = 4;//RDIFEIZED
tcp_session->time = g_timer_counter;//MLIE% 1T o f=FFfE & 50 6% =]
} T3 3
break;
case 4:
/130 ANYETAVDIMBEEDT L—LEEET S (TEROPTIEILAERITSAGLY)
tcp_connection_flag send(tcp_session, TCP_FLAG_ACK);//ACK7T 5 U (S
tcp_session->connect = TCP_CONNECT;//#&#at 1T h-~1& %

T 4
tcp_session->sequence = 5;//RDIEITED Ed
tcp_session->time = g_timer_counter;//MIE % 1T o =Bl ZRE 8%
break;

case 5:
[/ TRE (TRROPTIELMETENGL) ->T A FIVIKREBIZHEIT I*IE:IE 5

sci_write_str("-- CONNECTION ESTABLISHED --¥n");
tcp_session->timeout = 0;//tcp_session(IUIBIE THEWVWEHLT DT, 44 LTI FHELIZERELTHL

tcp_session_function[tcp_session->session_serial] = tcp_connection_idle_queue;///L— T THEIT
% tcp_connection_idle queue() [Z#1T

tcp_session->time = g_timer_counter;//MLIE % 1T o =B Z# EC 8%

break;

TIRIFIVIANIIIAID 2EABEDT—EDREFLEITVET . TR 4E3 V(U473 EE
DT—HEEELET . TR 5 (FERAT T LD T, T—E2ERET—FABITSEET,

48 Ethernet R2—4% vk RA BUILERBAE  #su jb—-l‘q'g



l HOHULCO
Electrornic

-tcp.c, (tcp_connection_open_request_queue() &)

case 99:
//BERT (RALTIH) /)-"f-lés?'jl‘

tcp_session->connect = TCP_DISCONNECT;//#&fnmk 1T -t M
tcp_session_function[tcp_session->session_serial] = NULL;//* A B D IL— TINEERE S D B 8% % fR &
tcp_session->sequence = 0;// T L) v +
tcp_session->time = g_timer_counter;//MLIE% 1T o =B % 28k

break;

default:
sci_write_str("Prograss table undefined.¥n");
tcp_session_function[tcp_session->session_serial] = NULL;//* A VB #D IL— TINEEAH D &% % fEf5
tcp_session->sequence = 0;// T L) v +
break;

BALT MO IERICEVWIERS LG EADIS—RETY,

T 1GRYMEMEENS BFEMCDBEEFOIE)
"MAC 7RLL ADFRINFA TSH DFER
—FATONIEIE 2 ITED
-ARP U TR E1%E%
-500ms DA hEERE

MAC ZRL ZADFERNTETLEFNIE, ARP YOI AN EE > TARBMZEIRTET . REKIL, AMVIL—TH
@ schedule_process() A TEHAIICRITINET , (RAAVDBE|YAHAPZET IO NBLREMD IR IEETT
LTULVELEFIE., BRI TRIEILETINET, ) D=8 . 500ms D74 bR EL T 500ms [ (I ARBEEZEIE (L
NEBEESCITIRITARIZHEVET,

T8 2(1 EULMETINGLD BFICEKFLELY)
“TCP AV N®M SYN (BERER) 75T EILTTT—HEE (TCP D RAO—K(FZE)
AL LT 10 FIZERTE
- T8 3 I2H#D

T IEHEMFEENS. BFEMCDBEEEZFOIE)
*TCP DT —4%Z{ELTLANEHEZELTRTE (SYN, ACK 755 ) DT —2%ZELI=D DFER
TR 4IED

T 41 ELMAEITINGL BFIEKFLELY)

*TCP AYAND ACKGRE) 757 %L TTT—H&(E (TCP MRAO—K(XZE)
-TFE5 ICHD
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TF 5(1 BLMETSNGL MFITKFLGLY)

“BALTIE O(BA LT IMNIL) IZERTE

—>IEIMNDIESFTTIOMLURNICETLREWERS LTINS

A ) —TTHEIENHEI%% tcp_connection_idle_queue()(ZE&E

R TIEAN L —TTHEEN S Z RSN TS DX AR # (tcp_connection_open_request_queue())
CIhe, AIGBEMICEBES I EHCRELGYET

8.7.2. 9547V MAELE
TS T &755 &L tep_connection_idle_queue()M A U IL—T A CEBIICEITINDHFIZHEYET, (T 5)

-tcp.c

void tcp_connection_idle_queue(TCP_CONNECTION *tcp_session)
{
/ITCPODER EHFER T HEHK

//RYE
// &L

//51 %
// *tcp_session : TCP_CONNECT#&iE{k

/ /¥R

/] AEREAAL I —TTRELFENEEERE LAY
/7 REHIE

// tcp_session->sequence ==

/] DEIZETESNHEE

unsigned short i;

int ret;

unsigned short header_size;
unsigned short data_size;

TCP_HEADER tcp_header;
IP_HEADER ip_header;

/134 LT NLE BRELEHEARSEZALT IR

if ((tcp_session->timeout != © ) && (tcp_session->timeout <= g_timer_counter))

sci_write_str("tcp connection _idle: error: timeout.¥n");
sci_write_str(" sequence -> ");

sci _write uintl6(tcp_session->sequence);
sci_write_str("¥n");

tcp_session->connect = TCP_DISCONNECT;//#&f~>YIHT
tcp_session->sequence = 0;//ITREXRIEUEY +

tcp_session_function[@] = NULL;//IL— T TOEFTEF v oIl
tcp_session->time = g_timer_counter;//MLEE %17 - 1= B[ & 50 8%

return;

}
[/ A FDAE (BRELI-FEETEEL)
if (tcp_session->wait_time > g_timer_counter)

{
}

return;

BALTohEI A K, tep_connection_open_request_queue()&EEBLTY .

>0 Ethernet R2—42% vk RA ERikEREAE  #texn jb:ll@g



A riorueo R
Electrornic

-tcp.c, (tcp_connection_idle_queue() #&=)

[/EGRFENMAODT—2DELZTEITVT—2 OIEHICIE C -0

ret = tcp_recv_data_dequeue(tcp buf, tcp_session->session_serial);//ZEU TNy I 7hboT—4&EAHL
if (ret != 0)

{

stream_to TCP_header(&tcp_buf[14 + 20], &tcp_header);//Z{E L1z A h—LZETCPA Y 5 (25 fi#

stream_to_IP header(&tcp buf[14], &ip_header);//ZIEL1=R b—LFIPANY (2 fi#

[/EET—2H14X

header_size = (tcp_header.tcp_flag & OxFe0Q) >> 10;//7 545 M Lfidbit (b15-b12)x4/3A k (12bitHI T b+
D&ATENT H-100itHES T )

data_size = ip_header.ip_total length - 20 - header size;//IPAYHARADT—EEMNDIPAN YA (20), TCPA
vA(AIE)EEL5IL

[/MFENES>TL DEEHDRES

/*
* CHELDMNEELZ— T VIV ILBE+REELLZT 294 XPEFNRTERCEESOHHFHE
* T—RFEEDRIZ, tcp_session->seq no ITEELE=T—2H A XEMEEH
*/

if (tcp_header.tcp_ack_no != tcp_session->seq_no)

{
[/ TERBEEESN—BH LGN
sci_write_str("tcp_connection_idle: warning: Acknowledgement number is incorrect.¥n");
sci_write_str(" received -> 0x");
sci_write_uint32_hex(tcp_header.tcp_ack_no);
sci_write_str("¥n");
sci_write_str(" expection -> 0x");
sci_write_uint32_hex(tcp_session->seq_no + 1UL);
sci_write_str("¥n");

}

if (tcp_header.tcp_flag & TCP_FLAG_RST)

{
sci_write_str("tcp_connection_idle: warning: RESET flag received.¥n");
sci_write_str("-- CONNECTION CLOSED (RESET!)--¥n");
E: % Wl
tcp_session->connect = TCP_DISCONNECT;//$&#E->YIkT
tcp_session->sequence = 0;
tcp_session_function[tcp_session->session_serial] = NULL;//IL— T TOETEF v oI
return;

}

sci_write_str("TCP frame received from ");
sci_print_IP(tcp_session->dst_IP);
sci_write_str(":");
sci write uintl6(tcp_session->dst_port);
sci_write_str(" Flag = ");
sci_print_tcp_flag short_format(tcp_header.tcp_flag);
if (data_size > 9)
{
sci_write_str(", ");
sci write uintl6(data_size);
sci_write_str(" bytes data¥n");
sci_write_str(">");
for (i=0; i<data_size; i++)

{
sci_write char(tcp_buf[14 + 20 + header _size + i]);//Ethernet~Nw & (14)+IPA <y Z+TCPA Y & (T
EYDENTCPOT—4
}
}

sci_write_str("¥n");

Ethernet R2—4% vk RA BULERBAE  #tsu jb:l‘% o1



’ HOHUED
Electranic

-tcp.c, (tcp_connection_idle _queue() #i=)

tcp_session->seq_ho = tcp_header.tcp_ack_no;//RIZEDI— U RABZIIHFOEZELEES
tcp_session->ack_no = tcp_header.tcp_seq_no + (unsigned long)data_size;//RIZEDHEZRISETES FHHFHE
DTCERV—TVRBEB+T—2H 4 X)

if (tcp_header.tcp_flag & TCP_FLAG_FIN)
//MBENFIN(DIE) 25T &% >TES
sci_write_str("tcp_connection_idle: message: FIN flag received.¥n");
//BE )AL
tcp_session->sequence = 7;
tcp_session_function[tcp_session->session_serial] = tcp_connection_close_response_queue;//#&#i %1
B9 5L —7r VR ERT

else if (tcp_header.tcp_flag & TCP_FLAG_PSH)

i //Push (BENT—2%E&E-TE) DHFE
if (tcp_session->push_action == NULL)
/| T—B&RITWMoBEDT I L3 VRBEROBE->ZITWMo-EDREZETS
tcp_connection_flag_send(tcp_session, TCP_FLAG_ACK); 7547‘/ F@]{’E
ilse
/I FOBREADBEHEERTT L (COBBRATAKI ST HETRIET D)
tcp_session->push_action(); _/\EJ‘.M/E
. }
‘;cp_session—>time = g_timer_counter;//403E % 1T o -5l & 52 5%

}

AL R, ARSI —TTRIENTLSRETT,

Reset 757 &R (TE-1=15 & &, BIUIEREEICHITLET,

Fin 25722 T =15 813, TR 7 ISEAFET . (BARMIZTH—/\EER)

Push 757 &% (TII=5E. T 4R ELEZITVET,

DFZATUNBMEDIGZE L. T—3EZ TS EH(ACK)ZRLEY (TRFEER) . —/ EERFIE. FOHETE
Sh-BRZERITLEY (k)

(1)"hello, world RA6M2 TCP message[Flags=ACK & Push|

102.168.0.80 2)"OK [Flags=ACK & Push|
00:0D:76:00:40:01[ (3)AcK Flags-ACK |
HSBRAXXX | >
TA4avR—
5517k
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8.7.3. HSATUDBDT—4REIE

BEREADIRE T, sAVUVREANT HES — NI AV E—DEZEELET .
HEREAHOIKREE, TETIEXIES TY,

s aAvURTIE. text_packet_send)BAEAERITEINZET,

text_client.c

void text_packet_send(void)
{
[ITCPTHR kA vy t— R ERK

/IRYIE
/] L

/71518
/] L

/IR
// g_tcp_client THMNTULSERICH L. g_send text_data ZRZET S

if (g_tcp_client.connect != TCP_CONNECT)
{
//TCPDBIEABALNTULVELY
sci_write_str("TCP NOT CONNECTED. Please open TCP session first.¥n");
return;
tcp_send_data(&g_tcp_client, g _send_text_data, TCP_MESSAGE_SIZE, TCP_FLAG_ACK | TCP_FLAG_PSH);

//ACK&EPUSHT 59 %L TTEE
}

AR, BEMSFHEILTULNIL, tcp_send_data()BE#EMRUHLET,

-tcp.c

void tcp_send_data(TCP_CONNECTION *tcp_session, unsigned char *data, unsigned short size, unsigned
short tcp_flag)

{
//TCPTT—AREET HBEEL

/IRYIE
/] &L

//51%

// *tcp_session : TCP_CONNECT#&i&{k
// *send_data : ®E{ET—%

// size : HEET—EYA4X

// flag : TCPT7 354

ETHERNET_HEADER ethernet_header;
IP_HEADER ip_header;

TCP_HEADER tcp_header;
PSEUDO_HEADER pseudo_header;

unsigned short data_size;
unsigned short send_data_size;
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/1 7—D*FEY
#define TCP_WORK_MEMORY_HEAP (1) //E=TAE)LICHER(TI+ILE 0, RATADIHYNTIL 4kB) , EAT B 01T
AEYZER

#define TCP_WORK_MEMORY_USER_STACK (2) //A—WRAvY LICHER(TI4ILE 1kB, RTODTYMTIL 4kB 120V <273
INYIFHIMERT S, ®IZ 1514 /31K)
#define TCP_WORK_MEMORY_STATIC (3) //HHIZHELTHER (BI1Z 1514 /3 4( )

AERE— NG ERECTEET 2ZEBEAL TSR ELLRYET, T—REECITERTHN T IBEDFE
EFEELTVET,
(D)calloc(), free()&fELY, E—=TAEY LIZHERT S
(QA—YREYY L (BEER) ICHERT S
(3)static EHELTHERT S

§5% [RABM2_TCP] FSP Configuration X = 5

Board Support Package Configuration Generste Project Content

EZ Restore Defaults

Device Selection

FSP version: | 6.6.0 w Board Details
Board: Custom User Board (Any Device) w E2g

Device: R7FAEMZAF3CFB

Core: CMa

RTOS: Mo RTOS

Summary | BSP | Clocks | Pins | Interrupts | Event Links | Linker Sections | Stacks | Components
e
BE -k JORF- X AR-bTEIY- AV-b-¥Z3FN T HFEU-

Custom User Board (Any Device)

Settings  J0/(T1 iE
~ RABM2Z Family
SDRAM
Clocks
Enable inline BSP IRQ functions Enabled

~_RA Common

Main stack size (bytes) 01000
Heap size (bytes) 01000
Bootloader Secondary XIP Disabled
MCU Vee (mV) 3300

BSP 27 DT A/ITAT, R Y  E—TH A XDHENATHETY

HHE REE
Main stack size(bytes) 0x400 (1kB) - 0x1000 (4kB)
Heap size(bytes) 0 - 0x1000 (4kB)

SATSUBEEBD calloc(), free((EESIIHE L. E—TFEEMNSATYEHERLET . E—TBEIEL. T74ILETIX O
TT DT, BYHLEHY A XEHRELTEEL,
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ATODIHIRTIE, 40 NMFDT—E2LHABRYEHHEND TEET 2D YA XX 94 /181 + &Y FE T, (Ethernet
AYH (14)+IP ANy F (20)+TCP Ay A (20)+T —4(40) = 94 /NAk)

EREI—H RV LICHERTDBEIE. I—FRAYIIET 74 ILETIE 0x400(1kB) T, CCITIFHRAGET—
ADHERINET,

static CHARLEGRIE. BICRLT7FLRIZHERSN ., TOAE)EEITEEN\YI7ERIZGYET,
ATADIYMTIE. TIAINTRE—TE2FERALET DT, E—TH A X% 4kB LLTHYFET,

FIANMEQ)ABIRENTONET . Q@) EE-B S EET— YA XITHbD T, 1514 /A FDEE/ Y
IFARINET, O)DB B EIETF—2Y A RITE LY A RO AEY A EASHES

ATODIIRTR. QEBAFZEE TLRAVIDRNELVRIZRA Y I YA X (T 4kB [THEPOLTLET,

Ethernet R2—4% vk RA BUILERBAE  #su jb:ll@g S5
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-tcp.c (tcp_send_data() #i=)

//EIE/INY T 7 DEETER
#if (TCP_WORK_MEMORY == TCP_WORK_MEMORY_HEAP)

//E—=TEIZBMICHER (E—TARYHAXELRET 44 XTER)

unsigned char *send_data;
#elif (TCP_WORK_MEMORY == TCP_WORK_MEMORY_USER_STACK)

[/ A—FRE vy LICRKRETHER
unsigned char send_data[1514] = {0};

#endif

ether_return_t ret;

unsigned short i;

(//)a)%jcmsebytes (Etherne 7 L—L MK (1518) - Ethernet~Nw % (14) - IPAY A (20) - TCPAY A (20) -
FCS(4

if (size > 1460) return;

[/EET BY A XEBHANA LT B
if ((size % 2) != 0)
{

data_size = size + 1;

}
else
{
data_size = size;
}

/IEET—2HY4X
if (data_size >= 6)

//Ethernet ANy & (14) + IPAY A (20) + TCPA YA (20) + EIET—4
send_data_size = 14 + 20 + 20 + data_size;

}

else
//Ethernet 7 L—AlZ&R/IN60/N 1 K
send_data_size = 60;

}

[/EENY T T
#if (TCP_WORK_MEMORY ==TCP_WORK_MEMORY_HEAP)

send_data = calloc(send_data_size, 1);

if (send_data == NULL)

{
sci write str("*** insufficient memory ***¥n");
return;
}
/*
* callocld, E—TAEYMNSHEEEZHRELETOT, HEERICKKLIZBEZ
* FSPMBSPZ 7
* RA common
*  Heap size
¥ FIH)LRIe, KATOT Y FTIEox1000(4kB)IZERTE
* FHERLT EEN
*/

> Ethernet R24—4% vk RA BRkEHEAE  #steut jb:l‘%
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-tcp.c (tcp_send_data() #i=)

if (data_s

/*

*IRTaY
*/
#endif

ethernet_h

}

ethernet_h

ip_header.
ip_header.
ip_header.

}

ip_header.

tcp_header

tcp_header

for (i=0;
{

pseudo_hea
pseudo_hea

ip_header.ip_src_IP[i]
ip_header.ip_dst_IP[i]

tcp_header.
tcp_header.

tcp_header.
tcp_header.
tcp_header.

tcp_header.

pseudo_header.ip_src_IP[1i]
pseudo_header.ip dst_IP[i]

#elif (TCP_WORK_MEMORY ==TCP_WORK_MEMORY_STATIC)

ize < 6)

for (i=54; i<60; i++)

send_data[i] = 0x00;

* static T send_data ZHRLEIGAE. F—FILDEEY A XH60/N( FRFEDIHE

TT—5%0x00& LIZVDTNT A VT T—20FEOBHETO>TES

//Ethrnet Ny A MELTE// 1labytes

//MACT R LR

for (i=0; i<6; i++)

{

ethernet_header.eth_dst_MAC[i] tcp_session->dst_MAC[i];

eader.eth_src_MAC[i] = tcp_session->src_MAC[i];

eader.eth_ethernet_type = 0x0800;// 70 k2 )LMFELE(IP)

//IP~NY ZDERTE// 20bytes

ip_version_length = 0x45;///\—L 3 VRUAYEE
ip_service_type = 0x00;///87 v MBRE ) )
ip_total length = (unsigned short)(40 + data_size);//IPT—H U S LDES, IPAYH(20) +

TCPAY S (20) + EIET—4

ip_header.ip_id = tcp_session->id++;///845 v FDFHRIF(ID), EEEBICTA VI AU
ip_header.ip_flags_fragment_offset = 0x4000;///87 v DR ENHE (HEZL)
ip_header.ip_time_to_live = 0x80;///L—% thf[E %D LR

ip_header.ip_protocol = 0x6;// 70O k2 JLMDIELE(TCP)

ip_header.ip_checksum = 0x@000;//F = v 7 Y.L ({RIE)

//IP7 FL R

for (i=0; i<4; i++)

{

tcp_session->src_IP[i];
tcp_session->dst_IP[i];

[ F TV I LDHE

ip_checksum = ip_header_sum(&ip_header);

//TCPANY B DERTE//

tcp_src_port = tcp_session->src_port;//iE{ETTAR— bk
tcp_dst_port = tcp_session->dst_port;//3E%kHR— k

.tcp_seq_no = tcp_session->seq no;//>—7 UV AES

tcp_ack_no = tcp_session->ack_no;//HERILEES

tcp_flag = TCP_HEADER SIZE | (tcp_flag & Ox01ff);//~v 4 E+7 5% (b8-bo)
tcp_window = 1460;// 4 > FOoH A4 X

.tcp_checksum = 0x0000;//F = v YL ({RfE)

tcp_urgent_pointer = 0x0000;//BRAKRA 24

[/ F Ty IV LEE

i<4; i++)

= tcp_session->src_IP[i];
= tcp_session->dst_IP[i];
der.zero_padding = 0x00;

der.ip_protocol = 0x06;//TCP

pseudo_header.length = 20 + data_size;//TCPAY H+T—4

Ethernet R2—4% vk RA BUILERBAE  #su jb:ll@g S7
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-tcp.c (tcp_send_data() #i=)

tcp_header.tcp_checksum = tcp_sum(&pseudo_header, &tcp_header, data, size);

[1EET—%

//ETHERNETA Y & (14) + IPAY A (20) + TCPAYH(20) + T—4
ETHERNET_header_to_stream(&ethernet_header, send_data);
IP_header_to_stream(&ip_header, &send_data[14]);
TCP_header_to_stream(&tcp_header, &send_data[14+20]);
memcpy (&send_data[14+20+20], data, size);

//TCPIN Ty R3E(E
ret = R_ETHER_Write(&g_ethere_ctrl, (void *)send_data, send_data_size);

sci_write_str("TCP data packet (");
sci_write_uintl6(data_size);
sci_write_str(" bytes) (flag = ");

sci_print_tcp_flag_short_format(tcp_flag);

sci_write_str(") send to ");
sci_print_IP(tcp_session->dst_IP);
sci_write_str(":");
sci_write_uintl6(tcp_session->dst_port);

if (ret != ETHER_SUCCESS)
{

sci_write_str(", [failed]");
sci_write_str("¥n");

tcp_session->seq_no += (unsigned long)size;

/*

*RIHEFAE> T BRDGEHRBESE S — 7 VO v VBS+EET -4 YA XBDT

¥ ZIZT VUV NLNBBIZRET A YA XEMELTEL )

¥ (RICT—REZELIEEIE. EONTELGEHERES L tcp_session->seq_no ZHEITLILRLY
*/

#if (TCP_WORK_MEMORY ==TCP_WORK_MEMORY_HEAP)
free(send_data);
#endif

}

45ETO. ARP % ping. UDP TOT—AEEDH LR

-Ethernet A4’

[P AwA

-TCP ~"v4&

-TCP 7—4

ZEERDERICIRICERELTLE, API EBE(R_ETHER_Write()) TiAES 47217 TY .
BEANYEMNEDESGT—ATERASINTVDEDN., FouIoH LEEDKIZFHET 200> TLONIEEET—4

HEEDDITEH L BYEE A,

TCP DIBEIF. o4 v )L BEEE TCPAVEARIZEDILELHAID T, ZEDEZAT

tcp_session->seq_no
. EENAMNCDIZEIX. TCP T—2DEHR DN L) P MELTWET,
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8.7.4. VAT B E

BRI d O R TUMLIZS S 0BIETY,

-tcp.c

int tcp_connection_close_request(TCP_CONNECTION *tcp_session)
{
[/TCPIERREDIE T ZERT B EEIT 2 —ICE KT HEH
//RYE
// 0 : IEERT (EHELTOLEEHE X1 —(CEH)
// -1 RKER. FEEERTE

/7518
// tcp_session : TCPIEHTIEHR

if (tcp_session->connect != TCP_CONNECT)

sci_write_str("tcp_connection_close: error: TCP connection is not established.¥n");
return -1;

¥
tcp_session->sequence = 6;// L E6MBbRAH— |k

tcp_session->wait_time = 0;//#EAE (VA FEL)
tcp_session->time = g _timer_counter;//MLIENIAEE o =B A 08k

/124 VAR TRIT SN SERICTIERTEKZEE &K

tcp_session_function[tcp_session->session_serial] = tcp_connection_close_request_queue;

return 0;

-TFE% 6 [TERE
A ) —TTEITEINBEEZE tcp_connection_close_request_queue()
ELFET,

Ethernet R2—4% vk RA BUILERBAE  #su jb:ll@g 59
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void tcp_connection_close_request_queue(TCP_CONNECTION *tcp_session)
{
//TCPEERIDIR T ZERT HERE DR
//RYTE
// &L
/7518
// *tcp_session : TCP_CONNECT#&i& A
il \
/] REBEAA VL —TTRELEEINIELEELIEY
/* TR

* 6. AVTANY RO IAVDUEBD/N Ty FEZEET D (RR— KA LEELRIE)

¥ 7. 49T ANV RO A ) DEGHEFENCO2EBDEEZEZHFD (RR— KZE1EAE)
* 8, ADTANY RV IA U DEHGHFENACDIMBEEDIESEEXFD (KiR— KZE2HE)
¥ 9, 4D T ANV R IAVDMEBD/N Ty b EZEET D (RR— Fh5EE2EE)

* 10,8 T IR

* 99. 24 LT MLEE

*/

int ret;

TCP_HEADER tcp_header;

(BALT MLUEED T4 MLIEHRR)

switch (tcp_session->sequence)

{
case 6:
/BT AN EO A VDUEED I L—LEEET S (TEROPTIELMETINALY)
tcp_connection _flag send(tcp_session, TCP_FLAG_ACK | TCP_FLAG_FIN);//ACK&EFINT 5 %15
tcp_session->timeout = g_timer_counter + 10000;//4A T ANV KL T A Y DHEFOREZA LTIk
(10%)
tcp_session->sequence = 7;//RDIFEITED *I:I
tcp_session->time = g_timer_counter;//MLIB% 1T o =B %525k L+ 6
break;
case 7:
s /187 TANY R AV DMEB LG ARETIL—L(L)ERET S (TEROFTAIENMEREIEITEIN D ATEE
EHY)
ret = tcp_recv_data_dequeue(tcp_buf, tcp session->session_serial);//Z{EV TNy T 7ML T
— A AL

if (ret != 0)
{
stream_to TCP_header(&tcp_buf[14 + 20], &tcp_header);//ZIEL1=RA F—LZETCPA Y F (250 fE
if (tcp_header.tcp_ack_no != (tcp_session->seq no + 1UL))//ZHBLAEELIZI—47 ¥l
ESHIHEFNRT ERSEESDHFE

o /| EREBESN—HLEGL
(TS5—%%. B8) TE7

}
if (!(tcp_header.tcp_flag & TCP_FLAG_ACK))
{

//ACK D 5 T DL > TWEWMES
sci_write_str("tcp_connection_open: error: handshake ACK flag is not set.¥n");
break;

}

sci_write_str("TCP handshake ACK flag received OK.¥n");

o0 Ethernet R2—4% vk RA BUILERBAE  #su jb—-l‘q'g
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-tcp.c (tcp_connection_close_request_queue() &)

tcp_session->seq_no += 1UL;//RIZED S —4 o RAEE(ET+1
tcp_session->ack_no = tcp_header.tcp_seq_no + 1UL;//RICEDHEZELEESIHEFOL—4 Y

X IILES+
tcp_session->sequence = 8;//RMDIFEITED
tcp_session->time = g_timer_counter;//MIB% 1T o =B & 28k I*EHE 7
¥
break;
case 8:
/1A TAN R T AV DIMEREGDIREITL—LQR)ERIET D (TRROFTAIEBIEHEETIND
AlEEEH Y )
ret = tcp_recv_data_dequeue(tcp buf, tcp_session->session_serial);//Z{EV TNV T 7ML T
— R AL

FNRTERCEBSOMFE)

if (ret != 0)
stream_to TCP_header(&tcp_buf[14 + 20], &tcp_header);//ZIELT=RA h—LZETCPAN Y (25 fif
if (tcp_header.tcp_ack_no != tcp_session->seq no)// b bHMEELIY—7 2 v LB SHHE
[/ ERLEESN B LZL

(T5—FR~., )
}

if (!((tcp_header.tcp_flag & TCP_FLAG_ACK) && (tcp_header.tcp_flag & TCP_FLAG_FIN)))

//IACKT 5T EFINT S UMIL > TLEWNES
sci_write_str("tcp_connection_open: error: handshake ACK & FIN flag is not

set.¥n");
break;
}
sci_write_str("TCP handshake ACK & FIN flag received OK.¥n");
//tcp_session->seq_no//RIZED— VD ABEFIEERLL
tcp_session->ack_no = tcp_header.tcp_seq_no + 1UL;//RIZEDERSCEEZESIIHFOI 40w
ILES+1

tcp_session->sequence = 9;//RDIFEIZHD

tcp_session->time = g_timer_counter;//MLI2% 1T - 1B % 508k I*EHE 8
}
break;

case 9:
/180T ANY EL A VDMEED T L—LZEEET S (TREROFTIE LMETEINAELY)
tcp_connection_flag send(tcp_session, TCP_FLAG_ACK);//ACKT 3 J1.{E
tcp_session->sequence = 10;//XRDOIREITED I*EI:IE 9
tcp_session->time = g_timer_counter;//fEE %17 - I-BFfE & 50 %
break;
case 10:
//#E TR (1[E LELRLY)
sci_write_str("-- CONNECTION CLOSED --¥n"); I*n 10
E

tcp_session->connect = TCP_DISCONNECT;//YIHT

tcp_session_function[tcp_session->session_serial] = NULL;//* 4 U D IIL— TNERE S D& 8% F 5
tcp_session->sequence = 0;//ITi LUt Y k

tcp_session->time = g timer_counter;//AL¥E % 1T o =B % 50 6%

break;

(B4 LT MLE, &RER)
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T2 6(1 ELMETINGEL, BFICEKFLELY)
-RA LTI 10 FYZERTE
“FIN & ACK 755 Mi&1E
-TIR7I2ED

TR 7EHEMFEEINS. BFEMCDBEEZFOIE)
‘ACK 755 DZEFH
“TFE8ITHED

T S(EHEIMFIEINS. BFEMCDBEEZFDOIE)
‘FIN & ACK 755 D ZEHFH
TFEOITED

T3 9(1 EILMZETINAL, BFITKREFLELY)
‘ACK 754 Mi:1E
TFE 10 2D

T3 10(1 ELMETINGL, HFIZEFLZLY)
REZHD Y
AW —T TRITEINIEHEZEIZT S

UM RRERIE, 4 DA NIRRT AOERY T 6-9 LY FET TRTRT I 5L. AV IIL—TTERMIZE TS
NZEHEEICLET . FRIRIL. tcp_connection_close_request_queue()AEITIN TLVSIKEE)

8.7.5. y—/N\FbZ2ITNE

H—N\BIDEMEIX. A IL—TIZA BRI, tcp_connection_open_response()MFEIENZE T, EHEDEFLZ

[FZEITVET,

o, —EEGLEIS4T7 MDA G FINGIBER) AR T, UiLz&b. BLEAELIMEIN T, BEFLRIT

REEBYFET,

62
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int tcp_connection_open_response(unsigned short port, TCP_CONNECTION *tcp_session, unsigned short
session_serial, void (*function)())

{
//TCPEBDFLRITETSEUERITT 1 —ICBHET HEH

//RY 8
/10 : EERT (EGBMLERNE 1 —(CBH)
/) -1 BEEEA. GRS

//51%

// port : FHHBLZ(FKR—bH

// tcp_session : TCPIE#EIEHR

// session_serial: £yl a DY TILES
//function() : PUSH (T—42EKF) 077 L 3 vEHER

unsigned short ij;
if (tcp_session->connect != TCP_DISCONNECT)

sci_write_str("tcp_connection_open: error: TCP connection is already open or try to open.¥n");
return -1;

}

tcp_session->sequence = 2;//ITREDHERIMNBAF—k (1.IP7 FLR-MACT FLREERIZFLEZ(TDIGEITITHEL

DT2MbARAE— )

tcp_session->connect = TCP_CONNECT_ATTEMPT;//#&#ist{TH

tcp_session->id = @;//&FNIFID=0M b X% — +

tcp_session->wait_time = @;//#EAE (VA FEL)

tcp_session->time = g_timer_counter;//MIBMVIAE - f=HEfE % 50 8%
tcp_session->timeout = @;//AEHMNIFIEINTHSERERNELIETDAA LT 7 MMIAGL

//MACT FLADEEE (RT7F, #WH1L)
for (i=0; i<6; i++)

{
tcp_session->src_MAC[i] = g_src_MAC[i];//ether operation.c TEZESNTWLWAAR—KFDOMACT FL R
tcp_session->dst_MAC[i] = 0x00;//#H b (GEHEEREFIZHIBA)

}

//IP7 FLADETE (R#EF, #MHML)
for (i=@; i<4; i++)

{
tcp_session->src_IP[i] = g_src_IP[i];//ether operation.c TEZEINTWWSAKR—FDIPY FL X
tcp_session->dst_IP[i] = oxee;//#I#fk (HEHTZREFIZHIEI)

}

//ERR— b

tcp_session->src_port = port;//fFbRITTHEATHR—F GIHTEZS)
/¥R R— b

tcp_session->dst_port

0;//#HAME (BERTEREFIZHIBA)

11— D REE
tcp_session->seq_no = (unsigned long)rand();//>—4 U ABEEES VA LIZRDH D (0-7FFFDEFETH HH0KE
I5)

/I GEHERER
tcp_session->ack_no = 0;//BEHREFSMNHL (EHEEKREFITIRESD)

/1y ar o) TILES
tcp_session->session_serial = session_serial;

//PUSHI ST &ZELIBOT I3y
tcp_session->push_action = function;// 7% ¥ 3 B % &%

/A VAR TERITENDEHKICIRETEKZEEH
tcp_session_function[tcp_session->session_serial] = tcp_connection_open_response_queue;

return 0;

— 63
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BREEHOVEILE, AV I —T TEITSNDEHEL T, tep_connection_open_response_queue()& & kL
F9,

EGSLERBT2REHTIE, TRRIL 2 ADRA—RELTVET,
—ARR—FOSEHAF I LT IP-MAC 7RLADER (ARP YUIAR) (FHTLEEA
—EHEF NS, ARP UIIRIRA TEDH, ThIE TCP LIXZERM %R (ARP DIEEIIL—F2) TRESNFET
—EFEHEFHED Syn 75T MNELNTERO /My AIC, EGEHEF D MAC 7RLRE IP 7RLADIEHRA
BENET . HEOMLIEFD/ATYRAIZEENSD MAC PRLAMIELWLEDELT Ehertnet Ny A EERLET
(BEHAEFD IP PRLRIZH LT, ARP YT RAMERITEEEIXITHEL)

8.
tcp_session->push_action = function;
DA BEMNTTLERDOIES THH-TEET, TR 5UFIT UMD T2 F5) DIRIZ, T—4M
k135G (Push 257 I >TWST—AMNKIIGE) COEH THREL B (REHD I TE Ao =,
function) #E1TLEY,
—"OK(RA6M2)" D Ay t—HRIET HENMEDERKRTT

-tcp.c

void tcp_connection_open_response_queue(TCP_CONNECTION *tcp_session)
{
[/ TCPEEIRDFF B Z 1T %175 ER DR

/IRYIE
/1 &L

//51%
// *tcp_session : TCP_CONNECT#&E&E{K

//FER
/] KREREAA VIL—TTRELFENLSEEEELEY

/* TR

* 1. REE

2.39TANV KRV IAVDUEBDN Ty FEZET D
3.3UTANYRV AV DEAB ERBRE/INTY R EREET D
A439TANY KR IADMEED/Ir Y FEZIET S
S5ERMNEL SNRETT A FIL

99. 2 A4 L7 LR

/

* ¥ X X X ¥

unsigned short ij;
int ret;

ETHERNET_HEADER ethernet_header;
IP_HEADER ip_header;
TCP_HEADER tcp_header;

(RALToRED A MO, HER)
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-tcp.c, (tcp_connection_open_response_queue() Hi=)

switch (tcp_session->sequence)

case 2:
[130TANY R4V DUEBDERERI L—LEZZET D (IEROFCTAIENEREIEITINDATEEMESH
Y)
ret = tcp_recv_data_dequeue(tcp buf, tcp session->session_serial);//Z{EV 2T /I\yT7hoT—4
A L

if (ret != 9)

stream_to_TCP_header(&tcp _buf[14 + 20], &tcp_header);//ZIE LR F—LZETCPAN Y ZIZ5H i
if (tcp_header.tcp_ack_no != 0)//—MEMICIIRADOHERCEESDEARFEL

/| RERSEBSAN—HLGL
(TS5—&T. E8)

}
if (!(tcp_header.tcp_flag & TCP_FLAG_SYN))

//SYNT T T ML >TWEWNEE
sci_write_str("tcp_connection_open: error: handshake SYN flag is not set.¥n");
break;

}
stream_to ETHERNET_header(tcp_buf, &ethernet_header);//Z{E L1z A b—L%Ethernet~Ny ¥ (ZH
for (i=0; i<6; i++)

{
tcp_session->dst_MAC[i] = ethernet_header.eth_src_MAC[i];//31{E L 1zEthernet/X% v ~IZE&E
FNDMACT KL REEIERICHRTE
}

stream_to_IP_header(&tcp_buf[14], &ip_header);//ZIE L1z A h—LZEIPANY ZIZHfE
for (i=0; i<4; i++)

{

}

tcp_session->dst_port = tcp_header.tcp_src_port;//iEY DR — MIFEETDR—F

tcp_session->dst_IP[i] = ip_header.ip _src_IP[i];//ERFTDIPT FL R ZEEXIZET

sci_write_str("tcp_connection_start: ");
sci_print_IP(tcp_session->dst_IP);
sci_write_str(":");
sci_write_uintl6(tcp_session->dst_port);
sci_write_str("¥n");

sci_write_str("TCP handshake SYN flag received OK.¥n");

//tcp_session->seq_no//RIZED—H U RABEEIRNIZS VELTRH-BES GREEH)
tcp_session->ack_no = tcp_header.tcp_seq_no + 1UL;//RICEDHEELEEZSFIHEFOI—4r iy

ILES+H
tcp_session->sequence = 3;//RDIFEITHED
tcp_session->time = g_timer_counter;//MLIE% 1T o =B % 28k a
} I*E 2
break;
case 3:
[130TAN D TADMBEBED T L—LEZEET S (TRRROPTIELARITSAELY
tcp_connection flag send(tcp_session, TCP_FLAG_SYN | TCP_FLAG_ACK);//SYN & ACKZ S5 #(E
tcp_session->timeout = g_timer_counter + 10000;//3 VT ANV R AV DHEFDIGEZA LTI b+
(10%))
tcp_session->sequence = 4;//ROIFEITED =
tcp_session->time = g_timer_counter;//MIE % 1T o I B & 508k I*ﬂi 3
break;
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-tcp.c, (tcp_connection_open_response_queue() Hi=)

case 4:
5 [139TANV R TADIMEBLELBIGETL—LERZET S (TEROPTERAIRNEHREIETINDAEEME
Y)
ret = tcp_recv_data_dequeue(tcp buf, tcp_session->session_serial);//ZIEU TNy T7hbT—4
L

if (ret != 0)

stream_to_TCP_header(&tcp_buf[14 + 20], &tcp_header);//ZEL =R F—LETCPA Y H(ZHE
if (tcp_header.tcp_ack no != (tcp_session->seq no + 1UL))//ZHbLMNEELEZY—4S 2 vILES
+1IMEFNR T HERCEESDHFE

{
/RIS EBSN—H LG
(T5—FK~. 4K

}
if (!(tcp_header.tcp_flag & TCP_FLAG_ACK))
{

//ACKT 5T >TWEWNEE
sci_write_str("tcp_connection_open: error: handshake ACK flag is not set.¥n");
break;

}

sci_write_str("TCP handshake ACK flag received OK.¥n");

tcp_session->seq_no += 1UL;//RIZiEDV—47 U RABESIE+1
tcp_session->ack_no = tcp_header.tcp seq no + 1UL;//RICEZERICEBZSFHEFOI—4 2%

ILES+H
tcp_session->sequence = 5;//RDIFEIZHD
tcp_session->time = g_timer_counter;//MLIE% 1T o f=HFfE 50 6% I*E 4
}
break;
case 5:

//HETHE (TREROBTIEILAETINGL) ->7 A FILIKEIZHEIT
sci_write_str("-- CONNECTION ESTABLISHED --¥n");

tcp_session->connect = TCP_CONNECT;//{&#i(-F1T
tcp_session->timeout = @;//tcp_session(TUIEIETHEWVEDLIT DT, A LTV FELIZEREELTHEL
tcp_session_function[tcp_session->session_serial] = tcp_connection_idle queue;//)L— T T®
%24T% tcp_connection_idle() [Z#4T

tcp_session->sequence = @;//IT XY + a
tcp_session->time = g_timer_counter;//MIE%E 1T o 1-BiE % 525% I*E 5
break;

€3

TR 2(EHETEENS, HFENISDBEZHFOIIE)
‘SYN 755 DZEFD
T 3ITED

T3 3(1 BLMAETEINGL . HFITEEFLGLY)
*SYN & ACK 7545 Mi.1E

BA LT 10 BDRE

- T8 4 I2HD

TR AEHEITEENS, HFENISDBEZHFOIIE)
‘ACK 755 DZIEEFH
“TIE5I:ED
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I#2 51 ELMERTSINEGL, HFIEKEFLEGLY)
" BALTIE 0O(BA LT IMNIL) IZERTE
—>IEIMNDIESFTTIOMLURNICETLREWERS LTINS
A ) —TTHEIENHEI%% tcp_connection_idle_queue()(ZE&E
SHERTIEA VIV —TTEENDERICERINTO DD T REHK
(tcp_connection_open_response_queue())

CIHhD, BRI EES SR LBV ET

AU —TTHRIENDDIEISATUMBEREBLRILEKTT

8.7.6. y—/\EELE
Tl A )IL—T T, tcp_connection_idle_queue()AFEIENFET,

-tcp.c, (tcp_connection_idle_queue() #k#%)

else if (tcp_header.tcp_flag & TCP_FLAG_PSH)

//Push (BBFEMNT—R%ZZE-TER) DEE

if (tcp_session->push_action == NULL)

[/ T—3&Z T2 BOT7 L3 vREBGDEE - >ZITR 2 -EDRIEFITS

tcp_connection_flag_send(tcp_session, TCP_FLAG_ACK); 75/{7_‘/ I\@_’M’E
)i

else

/I FOEREHDERERITT S (COBBNTAKI ST RHETRIET S)

tcp_session->push_action(); -U-_/ ‘\@JVE

s
+
tcp_session->time = g _timer_counter;//ALEE %17 o 1Bl & 50 8%
}

H—/N\BER L. Push 755 OT—42%%2(+E-1=154& . tcp_connection_open_response() T E L1=FA% A
FEENhFET,

-main_ether.c, main_ether()N

[1F—\DFLRITHE
tcp_connection_open_response(g_server_dst_port, &g_tcp_server, TCP_SERVER_NUM, text_packet_response);

H—N\DHFLZTRIIREIC, T—5%%2ZELT-FE(Z text_packet_response() B ZEMESFIZRELTLVET,
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text_server.c

void text_packet_response(void)

{
[ITCPTHFR A vE—URE (GRE) BHK

/IRYIE
/1 &L

/7518
/1 &L

/1R
// g _tcp_server TRAMN TULBDIERIZHR L. g response_text data ZRZET S

if (g_tcp_server.connect != TCP_CONNECT)
//TCPODEIEMBALNTLVARLY
sci_write_str("TCP NOT CONNECTED. Please open TCP session first.¥n");

return;

}

tcp_send_data(&g_tcp_server, g response_text_data, TCP_MESSAGE_SIZE, TCP_FLAG_ACK | TCP_FLAG_PSH);
//ACKEPUSHT 57 #IL T TEE
}

H—N\EMER X, T—2EZELERE. RIEEAYE—T (T I4ILETIL, "OK(RAM2)") &, T—XEEAETEE
LET, FDOE. ACK & Push D755 1ETOEEEHRYET,

1 41)"message text  [Flags=ACK & Push|
(2)'OK(RA6M2)  [Flags=ACK & Push| " d
[00:0D:76:00:40:01
3)ACK Flags=ACK
HSBRAXxX | P Flags |
K =2 Sl
5547k

CCTEESNDDIE, D/ Vb TS,

8.7.7. Y—/\tJErnIR

A2 )L—T T, tcp_connection_idle_queue() M\ IEIEN TL\BEFIZ, FIN 755 DT —42%2{ELII5EIC, YIER
WEBIZFITLET
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-tcp.c, (tcp_connection_idle_queue() #k#%)

if (tcp_header.tcp_flag & TCP_FLAG_FIN)
[/HFELFINIIB) 757 &£ >TES
sci_write_str("tcp_connection_idle: message: FIN flag received.¥n");
//BE DY) L
tcp_session->sequence = 7;
tcp_session_function[tcp_session->session_serial] = tcp_connection_close_response_queue;//#&fiz )
Wi dL—r R EEFT
}

FIN 759 2{ER(L,

-TIEE7
AN —TTEITSINSEE% tcp_connection_close_response_queue()
[CERELFET
-tcp.c
void tcp_connection_close_response_queue(TCP_CONNECTION *tcp_session)
! //TCPEER DR T IR Y 5 KIRDEH
/IRYIE
/] &L
//518

// *tcp_session : TCP_CONNECT#&iE{k

//FER
/] RBEBIEAA N —TTRELFEENSEEZEELEY

/¥ TR
¥ (6. AT ANY R T A DEFKEFHALDIEBDZEEED (RR—KFZ{E1EE) [BRICZEFEH])
¥ AT ANV R A DEGEHEFNOCDIUEEDREICELTIET A FILIRETZE L-HERABHEINEETNZD T,

AR E LTIEIRIDALDR A — k
AT ANV R TAOD2BAB DNy bEREET S (RAR— A 5EEIREE)

* 7,

* 8, AJTANY RV IAVDMEED/Nry b EZEIET D (RAR— KM HEE2ERAB)
¥ 9, ADTANY RV I/ DEFGHEFENACDIMBEEDIEEEFD (KR— KFZ{E2EE)
* 10,48 T ALIE

* 99, 3 A LT ML

*/

int ret;

TCP_HEADER tcp_header;

(B4 LTI MABED A MLE, L)
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switch (tcp_session->sequence)

case 7:
/14D TANY RO A VDEBD T L—LZEEETSH (1E LHMEKELY)

tcp_session->ack_no += 1UL;//EMHERESISFIEMEFANSE > TE{EH
tcp_connection_flag_send(tcp_session, TCP_FLAG_ACK);//ACKZ 5 Y i%lE

tcp_session->timeout = g_timer_counter + 10000;//4 7T ANV R AV DHEFDIGEZ A LT b

(10%))
tcp_session->sequence = 8;//RMDIIEIED a
tcp_session->time = g timer_counter;//fLIE %17 - f-B5fE Z EC 8% I*EE 7
break;
case 8:

/18T ANV R TAODIMEED T L—LEZEET S (AELAFELELY)

tcp_connection_flag send(tcp_session, TCP_FLAG_ACK | TCP_FLAG_FIN);//ACKEFINT 5 U #1E

tcp_session->sequence = 9;//RDIFEIZHD
tcp_session->time = g timer_counter;//LIE % 1T o =R % 50 8% I*EHE 8
break;

case 9:

/189 TANY R AV DMEB LG ARETL—LQ)ERET S MELRLATEEEHY)

ret = tcp_recv_data_dequeue(tcp_buf, tcp_session->session_serial);//ZIEU TNy IT7hbT—4

cl

el L
if (ret != 0)
{
stream_to TCP_header(&tcp_buf[14 + 20], &tcp_header);//ZELT1=A F—LZETCPAN Y (25 1R
\ ‘ if (tcp_header.tcp_ack_no != (tcp_session->seq_no + 1UL))//"bbMEELIZY—7 0oy ILES
+H1IAEFN R HERICEES DHFE

[/ TERISEBSHN—ELEZN
(T5—FK~K. 4

}
if (!(tcp_header.tcp_flag & TCP_FLAG_ACK))

//ACKT T T ML > TWEWNES
sci_write_str("tcp_connection_open: error: handshake ACK flag is not set.¥n");
break;

}

sci_write_str("TCP handshake ACK flag received OK.¥n");

tcp_session->seq_no += 1UL;//RIZHED—H D ABFE+1XRED/INT Y FEOTES®HIboMbED
BEFEOMEFEHRL TS

tcp_session->ack_no = tcp_header.tcp_seq_no + 1UL;//RIZEDHEELEESEIHEFOI—4r iy
IWEB+IXRED/NN 7y FEDTSE Lo 0ELEFEVIEFRERLTELC

tcp_session->sequence = 10;//XRDOIREITED

tcp_session->time = g_timer_counter;//LEE %17 - 1= BFfE & 50 %

} T39

break;

case 10:
//HETRE (1E LAELLY)
sci_write_str("-- CONNECTION CLOSED --¥n");

tcp_session->connect = TCP_DISCONNECT;//YIkfR
tcp_session_function[tcp_session->session_serial] = NULL;//* A VA DI —TNIBEH D Z5E%

fERR
tcp_session->sequence = @;//Tf Xty + o
tcp_session->time = g_timer_counter;//MIB% 1T o 1B %508k I*EE 10
break;

(B A LT ML, #®E)

Ethernet R2—4% vk RA BUILERBAE  #su jb—-l‘q'g




T 71 ELMAEITINGL, BFISEKFLELY)

-ACK 754 Mi:1E
TR 8ITHED

T 8(1 ELMEITINGL BFIEKFLAELY)

‘FIN & ACK 7354 Mi%1E
-TIRIITED

TR IOEHEMTENS. MFENMODRBIEERFDOLE)

‘ACK 755 DZIEHFH
-TFR 10 I2ED

T3 10(1 ELMETINGL, lHFIZEFLZLY)

SREERDEVE

AV IN—T TETENDEHEEITT B

l HoHuUto

Electronic

=AMV I—TATUBREEZRE LT, BE#HL2Z(HIKEEIZT SB % (tcp_connection_open_response()) ASFEIE

nFEy

8.7.1. IEBEHDFLDH

IRES | R 94T N EERE H—\B)ERE
0 MHE B c avUR A SR EHE. FOZTERETT2CBT
1 MAC 7KL R iR ARP JOITXE(E L
ARP YFS12EHS
2 3VTANUREITAY(1) INTyNEE INTYRRERD
3 3OTANIRLTALH(2) NTYRRERS INTYNEE
4 39TANURYTAH(3) Ny ELE NTYhRERFS
5 EGAFESL ST IKEE saAvYURANEL T—ARIEFD
6 49TANIED (1) INTYREE #HL(5 hb 7 I12F81T)
7 4 9TANUEYT(5(2) NTrIbRERFS INTYRELE
8 4 9TANUEYT(4H(3) NrybRERFS INTYRELE
9 494N T(Y(4) Ny E(E INTYRRERD
10 BT EHDOIIVTIRE EHOVITIRE
99 BRALT IR A LT A LT ML

O ITIEN 1~4, IO TFEA 6~10 TY .
BHENTETLTT—20OEZENTRELZDI(X, TFE 5 TY,
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D54 T U NENERE
IEES | FIH AMUIIN—TTEFTEINLEH
0—1 cCavYYFD AN tcp_connection_open_request_queue()
tcp_connection_open_request) D E{T [T#8 1-4]
1—2 MAC 7RL ADFER

2—-3 WA ED
BITANUEL AN DEIER)

e

tcp_connection_close_request()MDE1T

6—7 350l he
(49T ANURL ()T IbDEER)

7—8 4 9TANIRTTAHIQDZIE

8—9 494NV TAHB)DRIE

9—10 WAz ED
(49T ANVRD LB T IbDZEER)

3—4 3ITANIRITAH(2)ZIE

4—-5 eI ED tcp_connection_idle_queue()
(BIzANURLZA453) 1y DEIER) [T# 5]

5—6 dav RO AH tcp_connection_close_request_queue()

[T %2 6-10]

10—0 WA Iz ED

FEITSAN[IFE 0]

- — /B ERF

IEES | FIA AMUI—TTEITINDEH

0—2 AMUBEHT tcp_connection_open_response_queue()
tcp_connection_open_response()M X417 [T7& 2-4]

2—3 3ITANKRT (Y1)

3—4 HWRIZED
(BITANURT AT IEDEIER)

4—5 3)TANURITAY(I)FZIE tcp_connection_idle_queue()[ L% 5]

5—-7 404N TAH(L)DFRE tcp_connection_close_response_queue()

7—8 BRI ED
(4 2TANIRTAH2) Ny DEER)

8—9 B ED
(4 ITANIET ALY Q)b DiEER)

9—10 49TANVEVI(IQDZIE

[T72 7-10]

10—0 HEWMAIZED

FEITSA[IE 0]

BEMNSTE T LTWSIRETIL, H—/- 09547 b | AV BENT tcp_connection_idle_queue()MEfTSh
FI, EREVIBDBIETIE, H—N\EIFA TP TRHLGEBMAEITINE T, (RGNS, ZEREHT A

ECERICEET AT, EEEZEDFIIVITNEICLLSDTHERELTVES )

—TCP CERAINII—H B —

text_client.c
kg NE
text_packet_send TCP T—AM#EE

“text_server.c

E%a AR

text_packet_response TCP T—3M#EE

72
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-tcp.c

E#s RES

tcp_recv_data_enqueue TCP AT DT —5/\wIT7~DIEHN

tcp_recv_data_dequeue TCP M DT—R/\vI77hbDEHEHHL

B (U247 vkmElT)

tcp_connection_open_request

R (V347 mElT)

tcp_connection_close_request

tcp_connection_force_close_request | s&fhl|t]HT
tcp_connection_open_response BfHESL (Y—/\[mit)
tcp_send_data T—HEE

"tep.c KA—HFRITERTIHLL A UVEBAD A IIL—THTEITESNHEH

B RE

tcp_connection_open_request_gueue BERERFICRTINIEROI4T7UH)

tcp_connection_close_request_queue Y ERBIZETINDIEH (OS54 T7R)

tcp_connection_open_response_queue | IEGERBIZETINDIEE(H—/V\)

tcp_connection_close_response_queue | YT EREFIZEITIN DB (H—/\)

tcp_connection_idle_queue BREICETSNOER (IS5 T ok F— &)

CCT.TCP#EEMRICEALTHFREHELTREALFT .

tcp.h

typedef struct

// TCPHEHIR A

unsigned short connect;//0:x&¥E#E, 1:#&fkEEiTHh, 2:8KEH
unsigned short sequence;//TFERODEMLIZLNEHH

unsigned long seq_no;//>—4 2L v ILEE

unsigned long ack_no;//HEEGEERS

unsigned char src_MAC[6];//AR— FMOMACT KL X
unsigned char dst_MAC[6];//##%EMMACTY KL R

unsigned char src_IP[4];//AHR—FDIPT7 FL R

unsigned char dst_IP[4];//#EK{EDIPT KL R

unsigned short src_port;//AHR— FEIOFERKR— F

unsigned short dst_port;//#E#iEDHR— K
unsigned short id;//TCPAYHAMANDID (KTOY S LTITEEGICEMIZA VY A2 T D)
unsigned short session_serial;//tvy>a @D TILES (A4 VERICERT 2EHUES)

void (*push_action)();//T—4%&ZELEEOTI a3 vOBEEKRA V2 (U547 b:Add L0 (BEx
RDH) , H—/\:HEFIZOKEIRT)

uinte4_t time;//MEMNITHN 1= FRE % ik

uint64_t timeout;// A A LTV b CREDEFEZEHRE, HEFEMNERKDIEFZALTIER) 0: 34 LT 7 ML
HETHED

uint64_t wait_time;//V x4 b (REDOHHEZHE, HERHEINELIETERTERFY TTH)
}TCP_CONNECTION;

A% SES fED 5]
connect ERKEERT TCP_DISCONNECT —t#r
TCP_CONNECT_ATTEMPT —EfER{1TH
TCP_CONNECT —#fiit
sequence ITRERODES 1 —ARP ST RIEE
5 ML DBEET—4HE B
sec_no = RES 0x12345678
ack_no EERES 0x12345678
src_ MAC AKAR—F®D MAC PFL X {0x00, 0x0D, 0x76, 0x00, 0x40, 0x01}
dst MAC BIEMHF DO MAC 7RLR {0x00, 0Ox0D, 0x76, 0x00, 0x40, 0x02}
9547 rBERE L ARP JOT RTINS
Y—N\EMERFIEHEFNE->TEEERE
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AU INE AE ED

src_MAC AR—F®D IP PELR {192, 168, 0, 80}

dst MAC BIEHFD IP FRELR {192, 168, 0, 81}

id TCP AYHIZE®HS ID E 0x0001

BEIEBICEMIZAUH) AR

session_serial TCP £y arvNEEEE (1) TCP_CLIENT_NUM(=0)
TCP_SERVER_NUM(=1)
DULNF

(*push_action)() Push 255 %2 T =BO 7o ar &k NULL =954 7> ENfERE

(*2) text_packet response —H—/\EjfERF

time REICNEEITo1-FR g_timer_counter

timeout AA LT NERI D ERE (*3) g_timer_counter + 10000

wait_time FHEBOHE () g_timer_counter + 500

(LARTODIHMTIE YFATUrEMEREY —/\EBI{ERIZ 0, 1 #EIY L TTHEA,

BHAR—FCRBIZZHDOT—N\EvasDFERTETDH. V4T Dy av BEEOLTERO Y —
NIZRIBFICEKTEDESICT H0E DHERETIRICIE. Eyiav BICEBLAEVWESEEIYIR-T, Eylavs
EBTILENHYFET,

(*2)WF M5 Push 755 EZ TBOBOBEERTET 55 T .

ATODIIRTIE LT ORRICLTLET,

D747 UREERRE . ACK #iR T fZIFELTLVAD T, NULL ZHEELTLET,

H—/\EIERFIL. "OK(RABM2)"' £V T—2EEETHEELL TLDD T, ZDE# (text_packet_response)
EHRELTVWET, CCTHRET 0. B4 T,

(BIAIETIE L MIESEFTDRAMNLTIME 10 WIZERET HHE. TTE 1 DEH T,
timeout=g_timer_counter + 10000 ZX AL&E 9, £t=. T2 5 D& 5 T. timeout=0 ZHALF T IEE T HEL
[X. [ms]TT, g_timer_counter (&, IR A DB T, timeout [(CIEET AN XK FEDEERETY , timeout=0 (X4
ALTIORELTY,

B AL, AINNEFZETLT, 500ms FoTHLRDT I IVITERATZWNEWIFE L,
wait_time=g_timer_counter + 500 ZXALET . AV IIL—T CEFMIZEITSN SN T, g_timer_counter
(Ims BIZA2) AV R) HY wait_time ZRBA I EIZ. WA EAFE T, wait_time [EERROBMZEIEELET .0
(FX. REOHBLCBEDRKE) ZEET HE. VA LT,
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8.8. A—HY{ERBI%K

tcp_recv_data_enqueue

BZE . TCP T—2D—BR7E
T E :tcp_recv_data_enqueue(unsigned char **src_address, unsigned short size, unsigned short num)
EHER:
-TCP TRELET 20 —BR7F
ZITVWET
51%4:
unsigned char **src_address: T—2#&#EBET L ARA 242
unsigned short size: T—4%H% (X
unsigned short num: /\w77&& (TCP vl ar &)
RYIE:
0: EERT (T—2%H#HE)
-4: BIHITS5—
-13: \YTTFIIL
R A VBERADZEIL—F AT TCP AYTRDIBER—MIEL T, REYMTRET 22 —BHNIZRET
tcp_connection_???_queue()B¥N TRIET —2DSREITVET
ATOADIIMTIK VA7 oD T—RIFyarES 0 W T7ES num=0) D/\vI7ITHEHESNET
Y—N\OT—2(FtyarBEES 1\WIT7EE num=1) D/\WI7IHEMShET
TCP viav&EIT, NyI7ARIELGYFET (RTAD VAT 2 Eyiar EFTRYRD)

tcp_recv_data_dequeue

BE —FRETCP T—2DSR
B & :inttcp_recv_data_dequeue(unsigned char *data, unsigned short num)

EREA:

-tcp_recv_data_enqueue TREL-T—2DSHE. HE
ETVWET

513

unsigned char *data: T—2®0O7KFL X
unsigned short num: /\w277&E (TCP vl ar )
RYIE:
0: —BRESNI=T—2%4L
>0: —HREFEINTNST—2D /1~
R —BRENAYIZIRIDT N I7ELTREINTEY . REHETHICHEABLEAF1—DEAFT
(FRAHLFAELTURIE)
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’ HOoHULCD
Eleccranic

tcp_connection_open_request

E TCP 4
T E: int tcp_connection_open_request(unsigned char *IP, unsigned short port, TCP_CONNECTION
*{cp_session, unsigned short session_serial)
EREA:
TCP EM DR ZEERT SBHERITF1— 2B H
EITVWET
58
unsigned char *IP: ##t5E IP 7RL X
unsigned short port: & FR—k
TCP_CONNECTION *tcp_session: TCP v 3 ik
unsigned short session_serial: TCP va> DI 7ILES
RYIE:
0: EERT
-1 HEREA . w3 ERRTS
R IZAT UMMV H T EEEEL-ERTT

tcp_connection_close_request

BIZE . TCP YR
B & :int tcp_connection_close_request(TCP_CONNECTION *tcp_session)
FRER:
“TCP WAL EDEIREER T DM ZERIT X1 —(CH 5
ZITVEY
515

TCP_CONNECTION *tcp_session: TCP &y 3 ik
RYIE:

0: EEET

10 ERE A FEEGRSAT
BRIFATMINEUH T EEBEL-EARTY

tcp_connection_force_close_request

B - TCP s& Il

B & :inttcp_connection_force_close_request(TCP_CONNECTION *tcp_session)
EHER:

- TCP it 0D 3 il Ho 75 L) by

EITVWET
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58

TCP_CONNECTION *tcp_session: TCP v 3 gk
RYE:

0: EE#&T
R EGHETIC Reset 755 EI T\ y b &R T TT

tcp_connection_open_response
BE TCP #EiFb 2T

B & :int tcp_connection_open_response(unsigned short port, TCP_CONNECTION *tcp_session, unsigned

short session_serial, void (*function)()

ERBR

‘TCP EHDHFLZTHEDREMERITF 11— &R
ETWET

58

port: #FbRI+HR—k
TCP_CONNECTION *tcp_session: TCP &y 3 gk
unsigned short session_serial: TCP vya> DI 7ILES
void (*function)(): EHRICT —2EZELERIZEITINHEH
RYIE:
0: EERT
MR Y —N\AATUHITELRELEA#RTT
FA4GIBI ERTETLER. T—22ZELEBICEDESIBT I AV ETIODBEBEIEET S5 I8 TT
ATATTHURTIE, text_packet_response JG&EAvE—I%RIETHEB E5 A TVVET

tcp_send_data

BEE TCP F— 4315
T E: void tcp_send data(TCP_CONNECTION *tcp_session, unsigned char *data, unsigned short size,
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